

	

1.0	Background

1.1	The Police Department (HPD) wishes to consider proposals for a In Car Video Solution 250ea that will serve as tools to increase the effectiveness and productivity of the HPD,  The Solution will be deployed with mobile cameras mounted on patrol vehicles equipped with the In Car Video Solution system.  The Solutions should include any and all software, hardware, and services delivered as a single Solution.

1.2	The Camera systems will offer substantial capability to increase HPD’s capabilities with regard to Homeland Security by increasing the department’s ability to video suspects in vehicles wanted in possible terrorism investigations, possible DWI/DUI cases and providing data for analysis of suspicious or post-event investigations.

1.3	This Scope of Work (SOW) includes information about HPD facilities and details specific requirements for responding to the SOW.  Proposals will address the immediate needs of HPD and the long-term goals of the organization as set forth in this document. The services and expertise needed for this project include installation, configuration, training, analytical instrument interfacing, and integration with other software components, and deployment consulting and assistance.  Ongoing maintenance and support, including product upgrade assistance is required, possibly with the commitment of a long-term service agreement.

1.4	The Contractor is expected to provide a comprehensive Solution that gives a patrol officer quick and almost effortless operation. This increases the overall security of the patrol officer as well as the general driving public, while making the public roadways an increasingly difficult medium for criminal activity.  The Contractor will be responsible for all tasks required to make the proposed solution successfully operational.
	
1.5	The specifications listed herein are not intended to be restrictive in any way.  The intent is to provide potential responders a basic guideline for what type of hardware and software are acceptable for mobile video camera systems.  HPD encourages Contractors to provide alternatives for evaluation by HPD provided they meet or exceed the quality of the requirements listed.

2.0	Purpose

2.1	The purpose of this SOW is to outline the project requirements for delivering an In Car Video Camera Solutions to HPD.

2.2	This SOW is the authoritative reference defining which functions and features are required by HPD in fulfillment of the project.

2.3	HPD is seeking only one Contractor to be responsible for all phases of the contract.  The Contractor will provide a Solution that encompasses all phases, using reliable, proven, and dedicated resources and/or sub-contractors.  The prime Contractor will be responsible for all deliverables on this project.

2.4	The Contractor can submit multiple Solutions through multiple proposals, but each one must be comprehensive and meet all HPD requirements.
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2.5	The new Solution will be assessed for user performance, user satisfaction, and usefulness within HPD; and the Contractor will be required to perform an installed system demo with end-users.

 2.6	The Contractor will be required to assist in planning, analyzing, designing, implementing, evaluating, and testing the hardware and software with HPD technical team and end-users to insure all requirements from end-users and senior management have been accommodated.
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3.0	Project Goal


[bookmark: _Toc258402595][bookmark: _Toc260034108][bookmark: _Toc267906950]3.1	A Solution that requires minimal direct action by an officer and will have ease of use.

3.2	A Solution that automatically records and alerts the officer via the patrol vehicle’s existing Mobile Data Computer (MDC).

3.3	A Solution that will store all video information in an internal database for both current and future analysis and/or action.  At a minimum, the following data should be captured and stored in the In Car Video Solution for all Videos: GPS, Light bar activation, Speed of vehicle, Emergency equipment activation, etc. 

	4.0	In Car Video Camera Requirements

	4.1	The following requirements are presented as twelve components. Contractor responses and subsequent evaluations are expected to be along these lines.  However, a comprehensive and integrated Solution is required.
	
	Section#
	IN CAR VIDEO REQUIREMENTS

	1.0
	GENERAL SYSTEM REQUIREMENTS

	1
	Contractor to provide a selection of violation types, for the contacts being made, that can be captured in the vehicle at the time of the event which can be “user defined” (i.e., DUI, traffic, case #, gender, race, etc.).

	2
	Contractor to provide detection for “low car battery voltage” situations (below 11 volts) where system automatically “shuts off” so the car can be started without damage to the data storage unit or the recording device.

	3
	Contractor to provide an in-car unit that can be mounted in a overhead console of the vehicle and no part of the unit (monitor, camera, etc.) will block visibility to the rearview mirror.  Note: The recorder and power module are separate components. The recorder can be console mounted and the power module is mounted in the trunk or in a pickup truck. Both are small form factors and do not occupy much space.

	4
	The Digital Video Management System (DVMS) Contractor to provide a system administrator the rights to set variable user profiles and access right for users including view only, export, archive, delete, or purge via Microsoft active directory.

	5
	Contractor to provide a camera/recorder that contains a system status indicator when the storage device is inserted and operational. This can be shown in two ways: The first is that after each video recording the system shows a message “processing video” once this is complete, the video has been successfully recorded. Also, the Officer can go to the “Playback” screen to see the logs of all the video stops, which would show storage inserted and operational.

	6
	Contractor to provide an “indicator” light on the camera/recorder that enables the Officer to see that the unit is “on and recording” when outside of the patrol car.  The In-Car digital system Contractor to provide “Power on” button that has an LED light showing the status of the system being on/off.

	7
	Contractor to provide a two speed “fast forward” function in the vehicle that enables the Officer to perform a video advance at the “regular” fast forward speed (1x) as well as a fast forward that is two times the speed of the “regular” video advance (2x).  On the  “Playback” screen a officer can select from his/her list of stops. On this screen there is a timeline similar to a “Window’s Media Player” .Once the officer presses the “Fast Forward” (there are two Fast Forward a 1x and a 2x) it will display how fast next to the time line. Note: Since it is a touch screen the officer can drag or press anywhere on the play head to get to the designated part of the video.

	8
	Contractor to provide “review/playback” of captured video while the system concurrently continues to record video footage.

	9
	Contractor shall provide both video and sound playback to occur during an in-car review of video.

	10
	Contractor shall provide built-in speakers that can be mounted in a overhead console unit, for video play back with a volume control so the user can adjust the audio level.

	11
	Contractor shall provide system controls or indicators that are illuminated when activated and equipped with a brightness control.  The hardware and software require the Contractor to provide many indicators that show that status of recording, light bars, microphones, etc.

	12
	At a Minimum Contractor shall provide fields in the system to input the following designated information in the vehicle for each event captured:
· Ticket Number (Contractor shall provide 2 ticket number fields)
· Incident number field (case number) and check digit field
· Agency Originating Number
· Collision Report Number
· Patrol Car Unit Number
· Employee ID # (Officer ID number is already associated with the video once he/she logs into the system.  There is another field at log-in to associate a partner, if needed)
The  DVMS software can be configured to collect information that needs to be associated with each video. This is easily achieved with the touch screen. A Officer can bring up an alphanumeric pad to enter in this data if required.

	13
	Contractor shall provide all components of the in-car digital video system in compliance with Federal Communications Commission (FCC) standards.

	14
	Contractor shall provide a system that captures and records the following ancillary information and displays it on the in-car monitor (display) as well as including it on the in-car digital video file when it is copied to another media type (CD/DVD) so the metadata is present when the media is viewed:
· GPS data
· Emergency equipment activation
· Patrol vehicle brake activation
· Patrol vehicle speed
· Radar input data (support most major manufacturers of Radar input data)
· Name of person (Officer) and Employee Number capturing video
The  hardware and software has many ports (serial, Ethernet, firewire, USB, I/O) to integrate peripherals. The software is set up to configure the settings to receive the information needed.

	15
	Contractor shall provide GPS - The system must offer the capability of maintaining the location of the patrol vehicle by Global Positioning System (GPS). When installed, the system shall be able to show vehicle coordinates and speed in the on screen text and recorded meta data. Additionally, GPS shall allow the system to automatically and continually update its date and time to ensure accuracy across the fleet.

	16
	Contractor shall provide a “bookmark” feature in the vehicle that enables the Officer to “bookmark” a specific incident (such as light bar status change, microphone on/off, etc.) on the video while it is being created as well as being able to create bookmarks after the video has been recorded.

	17
	Contractor shall provide a textual field associated with the created bookmarks so the Officer can add comments or information (i.e., vehicle description, suspect information, case information, item being thrown from vehicle, or any other relevant comments).

	18
	Contractor shall provide “snapshot” feature that will enable Officers to take snapshots in the vehicle at any time during the recording of an event.  The snapshot is stored as a JPEG or Bitmap file in a designated location on the video storage device in the car.

	19
	Contractor shall provide a “generic”, industry standard, MPEG4 output format that can be edited by industry standard (or de facto standard) redacting software.

	20
	Contractor shall provide a full and complete set of in-car video operating instructions with each purchased system.

	21
	Contractor shall provide a full and complete set of “back office” operating instructions for each “back office” system.

	22
	Contractor shall provide a complete set of detailed instructions on how to install the in-car video system along with associated wiring diagrams in paper and electronic format.

	23
	Contractor shall provide a system that can integrate with a Mobile Data Computer (MDC). The system has a built in software client that mirrors the In-Car interface that will communicate between the System and the MDC for viewing, controlling, and inputting data. 

	24
	Contractor shall provide equipment warranty that will guarantee repair or replacement of any equipment or part thereof that fails in operation during normal and proper use within one (1) year from date of Purchasers installation due to defects in design, material or workmanship, consummation of final acceptance and payment notwithstanding. These replacements will be made with celerity and without charge to the Purchaser. The cost of installation of these replacements will be borne by the Purchaser.

	25
	Contractor shall provide a fully integrated system supplied and warranted by one company for a single point of accountability.

	26
	Contractor shall provide a Consolidated Hardware Enclosure To eliminate unnecessary cables and connections and to ensure reliable data transfer, the DVR drive and all system processing circuitry and hardware shall reside in the same hardware enclosure and shall be IP68 rated.

	27
	Contractor to possess a knowledge base and skill sets in managing networks, storage solutions, and the integration skills to accommodate a citywide deployment of networked servers and digital video upload stations.

	28
	Contractor shall provide product training to Officers and Public Disclosure Officers (Back Office personnel). Training activities include, but are not limited to:
1. In Car Operations
a. System Hardware Capabilities
b. Features and Functionality
1. CPU/Recorder
2. Microphones (Officer and Backseat)
3. Camera
4. Touch-screen Monitor
c. 	System Software Capabilities
d. 	Features and Functionality
· User Interface
· Log-In	
· System Initiation
· Data Entry
· Playback
· Exiting system
2. Video Transfer
a. Check-in / Check-out Procedures
3. DVMS System Operation and Management:
a. Log In
b. Up Load Video & Data
c. Viewing and Searching Video
d. Retain Video & Data
e. Export Video & Data - DVD, CD, VHS tape, etc.
f. Special Feature - Image Enhancement

	29
	Contractor shall provide product training to Technology Services Command Technicians (Back Office equipment administration personnel). Training activities include, but are not limited to:
1. System Overview
2. DVMS Software System Flow
3. DVMS System Operation and Management:
a. Log In
b. User Account Management
c. Mobile HDD Account Management
d. Vehicle/Mobile Unit Set Up
e. Up Load Video & Data
f. Check-in / Check-out Procedures
g. Viewing and Searching Video
h. Retain Video & Data
i. Export Video & Data - DVD, CD, VHS tape, etc.
j. Special Feature - Image Enhancement
4. System Configuration and Profile Management
5. DVMS Maintenance - Video and Data Maintenance
6. Server Maintenance - Administrative Reports
7. Security - Server, Workstation & Mobile Unit Security Settings
8. Create and Setup Client Workstation

	30
	Contractor shall provide product installation and training to Fleet (vehicle installation/maintenance personnel). Installation and training specifications listed below:
· Installation activities include, but are not limited to:
· Contractor assists with basic recommendations for system design, site certification and selection of features for acceptance
· Install in-car digital video system in vehicle
· Configure in-car video equipment for standard video capture operation
· Test proper functions of the in-car video equipment using test data for up to 10 minutes of video capture
· Define the procedure for in-car video capture based upon standard operating procedures in effect 
· Test the procedure with up to two (2) personnel.  Revise procedure as necessary
· Verify installed system works as specified
· Train Fleet technicians during installation (knowledge transfer)
· Training activities include, but are not limited to:
· System overview
· System requirements
· Electrical requirements
· Components

	31
	Contractor shall provide the installation and testing of Back Office hardware/software system. Installation activities include, but are not limited to:
· Install back office hardware:
· Assess and design the integration of the server into the internal network
· Install all storage devices (disk and/or tape library)
· Install the DVMS server and integrate into the existing IP network
· Burn-in hardware
· Test/verify hardware is installed correctly and works as specified
· Install back office software:
· Install software – DVMS software.
· Configure the DVMS server, storage devices (disk and/or tape library) and all other DVMS associated software
· Verify proper operation (basic functions) of the DVMS server by demonstrating the input, cataloging/indexing, query, and management functions of the software
· Test/verify all software is installed, configured correctly, and works as specified

	32
	Contractor shall provide the capability to copy a digital video file to other media.  There are multiple methods to copy a video to CD/DVD, depending on the user’s requirements.  In any case, all video files are transferred pixel for pixel with NO conversion, maintaining the original format and integrity of the video.  All video files are stored in standard, non-proprietary formats that can be played by any standard Windows platform that has the proper Codes installed.
In most cases, the videos will be periodically uploaded to a DVMS server from the in-car unit.  Depending on the users’ access rights and privileges, they would be able to search for a video, select a video and easily burn it to CD/DVD without conversion from the DVMS client.

	33
	Contractor shall provide a compression technique that will generate the following size video file for 1 hour of video:
	Compression Type
	File Size for One Hour of Video

	MPEG 4
	(estimated at) 250 MB




	34
	Contractor shall provide the following transfer times to upload or transfer four (4) hours of video recording to the back office server:
	Transfer Mechanism
	Compression Format

	
	MPEG 4

	HDD 
	(estimated at) 2 minutes

	Wireless
	(estimated at) 5 minutes




	35
	Contractor shall provide Video storage – There will be no external video storage allowed. All storage will be done on the HPD internal network.

	36
	Contractor shall provide “viewing and listening” to video files based on Industry Standard Video Formats which does not require the purchase of proprietary software for encryption or any other purpose.

	37
	Contractor shall provide Administrator/Supervisor Controls - The system must have the ability to restrict access to any and all settings by way of Administrator/Supervisor passwords. Multiple Administrator/Supervisor and Administrator/Supervisor passwords must be supported.

	38
	Contractor shall provide Record Triggers - The emergency lights, siren, auxiliary, wireless microphone, and crash detection sensor can all be programmed to automatically activate the recorder.

	39
	Contractor shall provide Auto Stop - The system must have a means of detecting when the system is inadvertently left in record mode. The system must allow an option to prompt the user or automatically stop the record event.

	2.0
	LCD DISPLAY REQUIREMENTS

	40
	Contractor shall provide High Performance LCD Display - The system shall have a liquid crystal display (LCD) non-glare that is no less than five (5) inches (measured diagonally). The display shall have a typical brightness rating of at least 400 nits, a typical contrast ratio of at least 350:1, and a minimum viewing angle of 50 degrees left and right of center for a total of 100 degrees horizontally, or better. The monitor (display) will operate independently of the recording device so the system continues to function even if the monitor is not displaying a picture.

	41
	Contractor shall provide Split Screen - The user shall have the ability to display any two cameras on screen in a split screen format.

	3.0
	CAMERA REQUIREMENTS

	42
	Contractor shall provide a monitor (display) adjustment so the brightness can be adjusted for different shifts and time of day.

	43
	Contractor shall provide a camera system that is installed in the headliner of the vehicle with the camera close to the front windshield. Contractor shall provide a “rearview” camera to capture activity in the back seat of the patrol car that the Officer can switch from a forward facing camera to the rear facing camera with the flip of a switch.

	44
	Contractor shall provide a review camera facing out of the rear window for viewing of approaching objects.

	45
	Contractor shall provide a camera that can be rotated quickly with one hand and does not require the Officer to use both hands to rotate camera and point it in a different direction.

	46
	Contractor shall provide a camera with automatic and manual focus capabilities.

	47
	Contractor shall provide a camera equipped with light control which turns backlight on and off so as not to illuminate the user in darkened conditions.

	48
	Contractor shall provide Infrared Illumination - The combination camera shall have rear facing infrared illumination for back seat recording in low light conditions.

	49
	Contractor shall provide Nighttime Optimization - The camera's nighttime optimization setting (Night Mode) must engage and disengage automatically by the DVR without any user intervention in order to eliminate the possibility of the user forgetting to enable Night Mode.

	50
	Contractor shall provide Separate Audio Channels - In order to isolate the audio during playback between the wireless microphone and the cabin microphone using a standard left/right stereo fader control, the system shall record the two audio tracks separately onto the left or right channel.

	51
	Contractor shall provide Multiple Camera Support - The system must support a minimum of three (3) cameras. Users must be able to activate the cameras through the system’s graphical menu. LED indicators for each camera shall be present and illuminate when its corresponding camera is active.

	52
	Contractor shall provide Zoom Camera - The front zoom camera shall be capable of a total zoom of 22x optical zoom and capable of up to a 12x digital zoom or better.

	53
	Contractor shall provide Camera Controls - The front zoom camera must have backlit controls on the camera back for auto-zoom, zoom in, zoom out, auto-focus, focus far, focus near, back light compensation, and night view mode. All camera controls shall also be accessible using the system front panel.

	54
	Contractor shall provide Sony EX-View Camera - The front camera shall be equal to or better than the Sony EX-VIEW chipset with Anti-Blooming and up to 0.03 LUX sensitivity. Proof of “equal” shall be the responsibility of the proposer and shall be submitted with the proposal if not using the Sony EX-VIEW chipset. 

	55
	Contractor shall provide Backseat Camera - The back seat camera must be a high resolution color camera with at least 450 TV lines of resolution and Contractor shall provide at least 0.35 LUX sensitivity or better. A minimum viewing angle of 50 degrees left and right of center for a total of 100 degrees horizontally or better. Black & White cameras shall not be acceptable.

	56
	Contractor shall provide Covert Recording - To allow the user to covertly record, the system shall have the ability for the user to quickly disable the system’s screen and LED indicators while remaining in its current recording state.

	57
	Must have the following Mil Specs or greater
HIGH TEMPERATURE: MIL-STD 810G Method 501.5
LOW TEMPERATURE: MIL-STD 810G Method 502.5
TEMPERATURE SHOCK: MIL-STD 810G Method 503.5
HUMIDITY: MIL-STD 810G Method 507.5
VIBRATION: MIL-STD 810G Method 514.6
DROP/SHOCK: MIL-STD 810G Method 516.6

	58
	Contractor shall provide the system with all cables necessary for a complete vehicle installation including all power cables, all vehicle system input cables, etc.

	59
	Contractor shall provide Remote Control Interface - Contractor must publish a remote control interface that allows integrators of technology such as (but not limited to) Project 54 to develop compliance and functionality with the in-car video system.

	60
	Contractor shall provide Free System Software Upgrades - System shall have the ability to easily upgrade the software features by inserting a solid state drive (SSD) or server download with an updated firmware file. Firmware updates shall be free for the life of the product.

	61
	Contractor shall provide Software Licensing and Annual Fees - Configuration Management and DVD Copying software shall be able to be installed on any workstation or laptop owned by the agency, at the agency’s discretion, without any software license fees or annual maintenance fees.

	4.0
	RECORDER REQUIREMENTS

	62
	Contractor shall provide removable storage media that can be secured by locking the storage media to prevent theft.

	63
	Contractor shall provide a 30-60 second “pre-event” recording duration. Pre-event recording can be set to anywhere from 10 seconds to 10 minutes.

	64
	Contractor shall provide an indicator that identifies how much storage space remains on the video storage device. Contractor shall provide a few indicators to show storage space availability. Once the Officer logs in, the screen will show how much video is available and then once the HDD starts getting full a message will come up indicating that there are only 3 hours of video remaining.

	65
	Contractor shall provide a removable storage media capable of recording events uninterrupted for a minimum of 30 hours (using an industry standard, non-proprietary, “generic” MPEG4 compression format).

	66
	Must have the following Mil Specs or greater
HIGH TEMPERATURE: MIL-STD 810G Method 501.5
LOW TEMPERATURE: MIL-STD 810G Method 502.5
TEMPERATURE SHOCK: MIL-STD 810G Method 503.5
HUMIDITY: MIL-STD 810G Method 507.5
VIBRATION: MIL-STD 810G Method 514.6
DROP/SHOCK: MIL-STD 810G Method 516.6

	67
	Contractor shall provide Integrated Automotive Grade Hard Drive - To ensure recording under all conditions, the system shall have an integrated automotive grade hard drive at least 500 gigabytes in size. The hard drive shall have a shock tolerance of at least 200Gs and an operational temperature range of -30C to +85C degrees. The Hard Drives shall be solid state.

	68
	Contractor shall provide a Graphical User Interface - For ease of operation, the system settings, hard drive playback, and Administrator/Supervisor controls are to be accessed through a graphical user interface. No text based user interfaces shall be acceptable. System keys and buttons shall provide a tactile feedback and an audio feedback on key presses.

	69
	Contractor shall provide No Deleting or Overwriting Video Shall be Possible - To guarantee data security and integrity, the system shall be able to ensure that the user cannot delete, edit, or erase video data from either the hard drive buffer or the DVR disc.

	5.0
	MICROPHONE REQUIREMENTS

	70
	Contractor shall provide wireless microphones that contain the following features:
· Wireless operation - transmitter (no wires to get tangled or damaged) must be small, compact, and waterproof. The wireless microphone (transmitter) consistently communicates with the built in receiver with the ability to send commands and receive commands.
· Can activate the camera system from outside the vehicle. The microphone system is bi-directional so the system can receive commands via the transmitter (officer microphone); i.e., the camera can be activated from outside the vehicle.
· Can be moved between in-car video systems without manual reprogramming of frequencies or channels. The microphone system Contractor shall provide an easy way of syncing the microphone with each receiver. The microphone can go with the officer to another vehicle, which can then be synchronized without reprogramming frequencies or channels.
· The system must include a digital 2.4 GHz-5.0 GHz wireless microphone system consisting of a belt pack transceiver and a charging /synchronization base.
· The belt pack transceiver must include a replaceable lithium ion rechargeable battery. The transceiver must have its primary audio pick-up built into the transmitter so full operation is possible without a wired lapel microphone.
· The microphone shall have the ability to filter out ambient noise and auto adjust itself accordingly.
· The microphone shall have the ability for remote listening of conversations taking place in the patrol car.

	71
	Contractor shall provide a wireless microphone (transmitter) that is fully operational for a 10 hour shift without recharging batteries (on a single charge). The microphones at full charge shall provide up to 18 hours of continuous operation time.

	72
	Contractor shall provide a wireless microphone (transmitter) that does not exceed the following measurements: 3.5” x 2.25” x 1.1”. The wireless microphone shall include an in-car charging / docking base that automatically synchronizes the communication link when the belt pack transmitter is docked into the base. The Base must also have LED indicators for “charging” state an “in-use” state. 

	73
	Contractor shall provide each system with an internal cabin microphone that will record on a separate sound track from the wireless microphone system when activated. This microphone must be amplified in order to clearly pick-up even the faintest of conversations. Additionally, this microphone must be wired and extendable so that it may be installed in an optimal location for any type of vehicle.

	74
	Contractor shall provide Microphone Power Management - To simplify installation, the charging/docking station must draw power from the video system, and does not require running additional power cables from the vehicle's electrical system. In addition, when the system is turned off, it must automatically cut power to the Charging Base after allowing the wireless transceiver to fully charge in order to minimize power drain on the vehicle’s battery.

	75
	Contractor shall provide a visual and audio notification to the Officer when the microphone battery is getting low.

	76
	Contractor shall provide a “microphone indicator”, when microphone is “on”, that is visual, audible, and vibrate mode capable of notifying the Officer.

	77
	Contractor shall provide a wireless microphone receiver (can be mounted in a overhead console) that is equipped with a linking device or station, which synchronizes the operating transmitter frequency to the in-car video system being used.

	78
	Contractor shall provide a wireless microphone that can be automatically synchronized to a recording device, and the wireless microphone transmitter will control that selected device only and no others within a 500 foot radius.

	79
	Contractor shall provide a wireless microphone receiver antenna (can be mounted in a overhead console) that is not visible as required by the undercover vehicles.

	6.0
	WI-FI REQUIREMENTS

	80
	Contractor shall provide WiFi and wired connectivity for down loading of videos from the video recorder to the DVMS. WiFi shall be 802.1n or better. 
Requirements
Wi-Fi Wireless docking is a, fast, hands-free method of transferring data from the vehicle to the Web-based back office. 
Drive by or park in the docking zone and docking begins automatically. Even if the vehicle is turned off the docking process should proceed. 
The Wi-Fi will be able to interface with the vehicle laptop or externally using a Wi-Fi Bridge.
Latest Technology
USB Wi-Fi Bridge use 802.11n dual band technology (2.4 GHz and 5 GHz). Uploading is faster with less interference in the 5 GHz band.
Automatic Docking
Data transfer should be configured to automatically start when the vehicle is in the proximity of a valid access point. Upload can also be initiated manually. 
Access Point 
The dual band Access Point is IP65 rated for outdoor use with a built-in antenna and ports for attaching external antennas if needed. Powered by Power-over-Ethenet (PoE), cabling.
Video Ingestion and Uploading
The Digital Evidence Management solution shall support the automatic uploading of video and metadata utilizing wireless 802.11 (a/g/b/n) Uses an intelligent, load balanced data transfer system capable of downloading a minimum of five vehicles at one time.
The wireless transfer of the data shall be automatic and not require manual intervention. It commences as the car enters a designated access zone (hot spot) and automatically transfers, confirms receipt of, and clears the DVR’s memory appropriately.
The solution shall support a manual backup to the wireless transfer that includes the physical transfer of the data from the DVR using solid-state media.


	7.0
	BACK OFFICE REQUIREMENTS (DIGITAL VIDEO MANAGEMENT SYSTEM – DVMS)

	81
	Contractor shall provide searching for digital video files by the following key fields:
· Employee Number
· Ticket Number (Contractor shall provide 2 ticket number fields)
· Incident number field (case number)
· Date range
· Event type (cause of traffic stop) - event types are defined by the system administrator
· Ticket number
· Driver’s license number
· Name of violator (first name, last name, or both)
· Violator address, street name, city, state and zip code
The event types are defined by the system administrator.

	82
	Contractor shall provide a searchable “comments” field. Software in the in-car unit has a text input field for the officer to enter comments. These comments can be used to search videos.

	83
	Contractor shall provide captured metadata in a searchable database that can be used to create specialized reports. Software DVMS shall use Microsoft SQL Server Database to store captured metadata.  Data stored in DVMS can also be used by the police department’s IT personnel to generate specialized reports.

	84
	Contractor shall provide a DVMS that stores digital video files on the server where they are logged, indexed, searchable, and accessible by workstations on the LAN. The software DVMS stores digital video files on the server’s attached SAN storage and subsequent backup system. The video files are logged and indexed for fast search and easy access by the workstation on the LAN.

	85
	Contractor shall provide a DVMS that can “receive/log/track” the removable mass storage devices located in the vehicles. The software DVMS tracks the usage and status of each in-car storage device (mobile hard drive) and maintains a complete activity log for each hard drive.

	86
	Contractor shall provide a DVMS that can transfer 4 hours of video (MPEG4) from the removable storage media to the back office server in 4 minutes or less.

	87
	Contractor shall provide a DVMS that can burn CD/DVD’s that start up (self-loading), when inserted into an industry standard Windows workstation. The software DVMS can export videos in standard MPEG format (1, 2, 4).  Microsoft Window’s 7 or later Contractor shall provide an auto-play feature that can pick up any video files DVMS burns to a CD/DVD.

	88
	Contractor shall provide a DVMS that can log and track all captured video that is copied from the removable mass storage device in the vehicles to the back office server, this includes when the videos are uploaded, reviewed, and exported.

	89
	Contractor shall provide a DVMS that can “flag” digital video criminal files, which must be retained for unlimited year period, so they are not erased/deleted within that period of time. The software DVMS Contractor shall provide a way to mark certain videos for retention. The length of the retention period is defined by the system administrator. The DVMS software shall provide the mechanism to send automated-email notifications when the retention period is almost expired for final review before purge.

	90
	Contractor shall provide a DVMS that can transfer/convert video data files to alternate formats (Digital Video Management System playable format, Windows Media Player format, DVD playable format, and VHS format). The software DVMS can directly transfer videos to DVMS playable and Windows Media Player formats. It uses third party add-on software to generate DVD playable format. It also uses an external DV converter to export videos to VHS format.

	91
	Contractor shall provide a secured “chain of custody” activity by recording and logging the following actions:
· Uploaded digital video file(s). The software DVMS keeps a log of video files (wireless or wired) uploaded.
· Downloaded digital video file(s). The software DVMS keeps a log of video files downloaded using mobile hard drives.
· Who viewed the digital video file(s)
Who exported the digital video file(s)

	92
	Contractor shall provide a DVMS that produces “canned” audit reports for activities associated with digital video files. The software DVMS Contractor shall provide several management reports including an audit report on video activities.

	93
	Contractor shall provide “canned” statistical reports on traffic stops based on race, gender, age, violation, or event types.

	94
	Contractor shall provide Contractor shall provide “canned” daily operation summary reports on video archiving, database backup, and video file access information.

	95
	Contractor shall provide a DVMS that once a user locates digital video file(s) can:
· Playback the video. The software DVMS Contractor shall provide an interface to search and playback videos.
· Update the data associated with the video. When a video is located and played back, The software DVMS Contractor shall provide an interface for the user to review and update the associated data.
· Export the video. The software DVMS Contractor shall provide a function to export video files to CD, DVD or digitally to a specified location on the network. 
· Check integrity. The software DVMS Contractor shall provide a function to check the integrity of each video to ensure it has not been altered.
Mark the video for retention. The software DVMS Contractor shall provide an interface for the user to mark certain videos for retention.

	96
	Contractor shall provide back office capabilities/functions that run on a server with a Windows 2012 or better Server operating system.

	97
	Contractor shall provide a video mass storage system that uses Microsoft’s SQL 2012 database or better.

	98
	Contractor shall provide back office capabilities/functions that run on a application/server that is Microsoft Active Directory Compliant

	99
	Contractor shall provide back office capabilities/functions that run on a server that is Microsoft Hyper V Compliant

	100
	Contractor shall provide back office capabilities/functions that run on a server separate from the database server. (i.e. database and application are on their own servers).

	101
	Contractor shall provide a DVMS that can be patched to current Microsoft security requirements and is able to accept all future critical Microsoft security patches.  Back Office systems may be required to have current anti-virus software installed and operational. The software DVMS works with the most current Microsoft security requirements and it is not likely that it will not work with future Microsoft security patches. DVMS works with anti-virus software and can be included as part of the installation.

	102
	Contractor shall provide a DVMS that can manage digital video files when “scaling” to an extended tape storage device or other mass storage devices. This would include additional disk storage devices and backup systems. In addition to RAID disks, The software DVMS can work with digital tape libraries and automatic DVD burners. Contractor shall provide a complete storage solution.

	103
	Contractor shall provide for the back office software to integrate, replace or convert files and data with HPDs existing DVMS back office software in order to accommodate our newly installed Intoxilyzer Interview Room Camera system and Body Worn Camera System.

	104
	Contractor shall provide in the DVMS the ability to specify customized file naming convention.

	105
	Contractor shall provide in the DVMS the ability for self-problem diagnosis such as camera out of focus, failed video, microphone off, poor quality sound, no GPS signal received, officer seat belt not fastened etc. but not limited to these. 

	106
	Contractor shall provide in the DVMS the ability stream live video at a lower resolution when the police officer presses the emergency help button.

	107
	Contractor shall provide in the DVMS the ability for motion detection.

	108
	Contractor shall provide in the DVMS the ability to integrate into a facial recognition software.

	109
	Contractor shall provide in the DVMS the ability for the in car video to phone home if there are problems within the system

	110
	Contractor shall provide in the DVMS management reports that shall include but are not limited to:
· Stuck videos
· Uploaded videos
· Camera maintenance reports to include out of focus, video flagged as, failed video, microphone off, seat belt unfastened, etc. 
Any and all failures with the system

	111
	Contractor shall provide spare parts for the entire system for the life of the contract with COH/HPD. Spare parts are to be better than or equal to original.



5.0	Project Management Responsibilities
5.1	The purpose of this activity is to establish a framework for project communications and reporting contractual activities.  The Contractor will perform all the following functions with the HPD Project Manager:

· Review the SOW and any associated documents.
· Establish and maintain project communications.
· Review and administer the Project Change Control Procedure.
· Review and adhere to the HPD Enterprise Change Management Procedures.
· Develop a project schedule.
· Measure, track, and evaluate progress against the project schedule.
· Resolve deviations from the project schedule.
· Coordinate and manage the technical activities of its project personnel.
· Conduct regularly scheduled meetings with your project team to review project status and prepare status reports.
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6.1	The proposal will include all removal and installation activities for the new devices and related equipment including the following tasks:
	
· The Contractor will include a pre-installation owner checklist that covers hardware, software, and staffing levels that HPD will provide.
· The Contractor will provide a list of corporate and technical reference contacts for all implementations of the Solution within the past three years utilizing the same software version that is proposed for HPD.  The HPD Evaluation Team reserves the right to contact previous customers not specifically provided.
· The Contractor will identify a single individual who will serve as the primary point of contact for the implementation services.
· The Contractor will not change proposed project team personnel for which a resume is submitted without notifying the HPD Project Manager in writing within thirty (30) calendar days of the intended change.  The HPD Project Manager will have the right to reasonable prior approval of any proposed project team personnel changes.
· A Contractor warranty will be provided to mitigate installations not satisfactory to HPD.
· The Contractor will remove old video equipment as directed and secure for reuse or disposal as directed by HPD.
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	7.1	The Contractor must comply with HPD’S physical and technical security controls to ensure all of the security requirements are met.  In addition, all of the Vendor's personnel will adhere to the rules and regulations on site.

7.2	The Contractor will complete the required security documents and have successful approval from HPD and Texas DPS, before the project can begin and before staff can appear on site.  No employee can start working at HPD sites or with HPD equipment (in person or remotely) until a national fingerprint based background check is conducted along with the required level of training required by the Texas Crime Information Center and National Crime Information Center.  Required documents for vendor and employee completion are listed below and can be found on the HPD CJIS Compliance website for Vendor Certification, http://www.houstontx.gov/police/cjis/hpdvendorcertification.htm:

· CJIS Security Addendum / Certification signatory page by the Vendor.
· CJIS Security Addendum Certification Sheet signed by each employee requested to have remote access to HPD’s network (logical access) or physical unescorted access where criminal justice information may be transmitted, stored, or processed.
· Authorization of Release of Personal Information and Identity Verification Forms in order to conduct background checks for unescorted and or escorted access.
· Training Acknowledgement forms (TCIC/NCIC Practitioner’s Course and Security Awareness) video courses.
The following link goes to the current CJIS Security Policy requirements for the state of Texas: http://www.txdps.state.tx.us/SecurityReview/CJISSecurityPolicyv5.pdf

7.3	Security is extremely important to keep HPD's information confidential and to insure protection of the public that HPD serves.  Certain processes and procedures will be implemented with any new systems, and the Software Vendor will follow defined processes when working near confidential information.  The following will be adhered to:

· Hard drives will have MS BitLocker encryption or a comparable method of encrypting the hard drive.  All licensing, keys, or required items will be provided by the Vendor. 
· An Advanced Authentication solution approved by HPD will be used to support two factor authentications.
· All hardware and software, encryption, and security of devices will meet or exceed the CJIS minimum requirements for a wireless device in a non-secured location.

If you have any questions on the policy, contact the HPD CJIS Compliance Office or the HPD Project Manager for clarification.

8.0	Documentation

8.1	The Contractor will provide HPD with documentation that includes, but not limited to hardware manuals, installation and troubleshooting guides, and hardware user guides for the equipment that will be purchased.
8.2	The Contractor will provide the necessary documentation, through security documents and topology diagrams that will be required to maintain State and Federal CJIS approval.
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9.0	Training 

		9.1	HPD will identify staff that will need to be trained on the general use of the hardware and software. The initial training will include the following: 

· An introduction to the new hardware and software.
· Flexible individual training.
· Training manuals and any course materials.
· Trainees will be included in the installation activities to experience actual installation processes.


· The Contractor will train HPD Technology Services Command (TSC) personnel in the proper installation and troubleshooting.
· The Contractor will train all HPD officers on usage of the new Solution.

9.2	Training will be for approximately 350 end-users and 4 system administrators. Contractor to provide the number of days/hours that it will take to complete the training.

9.3	The Contractor will make recommendations for on-site training and/or propose facilities for HPD personnel to configure, use, and maintain the system based on the requirements stated in this document.
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10.0	Warranty and Licensing

	10.1	The Contractor will provide ongoing hardware installation support for a minimum period of three years.

	10.2	The Contractor will include and describe any warranties or guarantees that are applicable to the offered products and services.

	10.3	The Contractor will define in the contract any warranty boundaries.  At a minimum, the Solution will be warranted against deficiencies in functionality and defects in operation for a period of one year from the date of “go-live” acceptance by HPD.

	10.4	The Contractor will include pricing for extending the warranty beyond three years in the form of a yearly maintenance agreement.
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	11.0	Maintenance and Support
11.1	The Contractor will provide any contract options offered.  This will include the costs for a maintenance contract, as well as what is and is not provided.

11.2	The Contractor will include various levels of maintenance including an option for on-site support within 24 hours of notification for the lifetime of the support contract.  All support options will provide upgrades, fixes, and patches at no additional charge to HPD during the period of support.

11.3	The Contractor will fully describe the various methods used to resolve reported problems.

12.0	Acceptance Testing

12.1	The Contractor will test the functionality of the hardware and software in all appropriate Divisions with HPD resources. 

12.2	HPD resources will create and provide to the Vendor the Acceptance Test Plan and the Acceptance Testing document.
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13.0	Travel Arrangements

		13.1	HPD will not be responsible for any travel and expenses incurred by the Contractor or any sub-contractors related to onsite installation, on-site training and education activities, onsite engineering and integration services, or any other activities related to this project. 
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14.0	Use of HPD’s Facilities or Personnel 
	14.1	Unless directly related to this project, the Contractor and any employees are prohibited from using HPD’s facilities (such as office space or equipment) or clerical or technical personnel in the performance of services not specified in the project.
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	15.0	Assumptions

	15.1	The following section documents the assumptions made at the time this SOW was written, additional assumptions should be amended in this section to prevent misunderstandings.

· HPD resources or staff will be available to be assigned to this project.
· The Contractor will provide the necessary technical support throughout the implementation.
· The Contractor will provide application installation, hardware requirements, and basic software troubleshooting procedures.
· HPD uses a Microsoft Windows environment using active directory.
· HPD uses Microsoft Windows 7 Ent. 32 bit on desktop computers and laptops. 
· HPD uses HP servers.
· HPD uses a Compellent SAN.
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16.0	Change Control Process

16.1	Requests to change the scope of the project can be made at any time during the project by either party.  The following details the process to follow if a change to the scope of the project is required:

· A Project Change Request (PCR) will be the vehicle for communicating changes to the deployment deliverables contained in this SOW.  The PCR describes the change, the rationale for the change, and the effect the change will have on the installation.  
· HPD and the Contractor will review the proposed change and approve it for further investigation, rejection, or deferral.  The Contractor will specify if there will be any charges or time delays for such investigation.  
· A written Change Authorization will be signed by both parties to authorize implementation of the investigated changes. Under no circumstances are project team members authorized to effect any changes in the work required under this contract what so ever, or enter into any agreement that has the effect of changing the terms and conditions of this contract, or that causes the Contractor to incur any costs, without approval.
· Proceeding with work without proper contractual coverage may result in nonpayment or necessitate submittal of a contract claim. 
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17.0	Ownership of Deliverables

	17.1	The deliverables created by the Contractor in whole or in part while performing the services hereunder whether in physical, electronic, or other form and whether or not during regular business hours or using HPD facilities, equipment, or personnel of HPD will be the sole property of HPD free and clear, and may not be sold, given, or published in any manner without written authorization from HPD. 
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18.0	Completeness 

	18.1	The Contractor is responsible for providing, installing, making operational, and maintaining any and all components required to make the proposed system fully operational with a high degree of performance.  Any and all software, hardware, cables, connectors, services, training documentation, or any other item that is necessary to make the systems fully functional and productive is the responsibility of the Contractor unless specifically defined as a HPD responsibility.  Any oversights or omission on the part of the Contractor will be the Contractor’s responsibility to provide at their cost.  

	18.2	The Contractor will be responsible for and will be held accountable for making sure all hardware, software, and service components are working together in the delivered Solution.


	
