THE STATE OF TEXAS §

§
COUNTY OF HARRIS §

A, Address

PARTIES

THIS AGREEMENT FOR AN AUTOMATED FINGERPRINT IDENTIFICATION

SYSTEM, WHICH INCLUDES DELIVERY, INSTALLATION, TRAINING AND

MAINTENANCE SERVICES ("Agreement"), is made on the Countersignature Date between the

CITY OF HOUSTON, TEXAS ("City"), a municipal corporation, and COGENT INC., D/B/A,

COGENT SYSTEMS, INC. ("Contractor"), a company doing business in Texas.

The initial addresses of the parties, which one party may change by giving written notice to

the other party, are as follows:

City

City Purchasing Agent
City of Houston

P.O. Box 1562
Houston, Texas 77251

The Parties agree as follows:
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Contractor
Cogent Inc., D/B/A Cogent Systems, Inc.

209 Fair Oaks Avenue
South Pasadena, CA 91030

January 25, 2007
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Scope of Service

System Description

List of New Equipment to be Provided by Contractor at Specified Locations
System Implementation Plan

Unit Prices for System Equipment, Software Licenses and Professional Services
Contractor’s Quotation for Additional Livescans

MWBE Subcontract Terms

Equal Employment Opportunity

Drug Policy Compliance Agreement

Drug Policy Compliance Declaration

Certification of No Safety Impact Positions

Parts Incorporated

The above described exhibits are incorporated into this Agreement.

D.

Controlling Parts

If a conflict among the sections and exhibits arises, the sections control over the exhibits.

E. Signatures

The Parties have executed this Agreement in multiple copies, each of which is an original.
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COGENT, INC:, D/B/A,
COGENT SYSTEMS, INC.

By >

Name: Pl KUV .
Title: Ct{éEF I vRICeR C OEFIC B

ATTEST/SEAL (if a corporation)
WITNESS {if not a corporation)

Bv:.

Name:
Title:

APPROVED:

T i UL

City Purchasing AgentV

PPROVED AS TO FORM:

Woopr (Gunsere

Assistant City Attorney
L.D. No.
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CITY OF HOUSTON, TEXAS

Signed by:
. (R il
Mayor -
ey " Y
A N
ATTEST/SEAL: |

City Secretary

AL

ief, Houston Police Department

COUNTERSIGNED BY:

M@ =?G=‘=Q‘—v
| City Controller /) 44l tent) A W

DATE COUNTERSIGNED:

A-L3-07

January 25, 2007



II. DEFINITIONS

As used in this Agreement, the following terms have the meanings set out below:

“Acceptance” means approving the AFIS System for use by City after testing the System to
ascertain that the System works according to Contractor’s Documentation as set out in Section IV (G)
of this Agreement.

“Acceptance of Equipment” or software licenses for the System means delivery, installation,
configuration and testing of each piece of Equipment or each software program for the System to
ascertain that it works in accordance with the Project Management Work Plan approved by the
Director.

"Agreement" means this contract between the Parties, including all exhibits and any written
amendments authorized by City Council and Contractor.

“Automated Fingerprint Identification System” (AFIS) means the commercial, off-the-shelf
system proposed by Contractor in response to City’s RFP No. TC-6-5975-019-21121 and which is the
system being provided by Contractor to City under this Agreement.

"City" is defined in the preamble of this Agreement and includes its successors and assigns.

“City Purchasing Agent” means the Purchasing Agent for the City of Houston, or the person

he or she designates.

"Contractor" is defined in the preamble of this Agreement and includes its successors and

assigns.

"Countersignature Date" means the date shown as the date countersigned on the signature page

of this Agreement.

“Deliverables” mean the components of the System delivered by Contractor according to the
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Project Implementation Work Plan as set out in Exhibit “B” and for the Delivery of which City shall
pay Contractor at the unit prices set out in Exhibit “C”.

“Device” means additional LiveScan or portable LiveScan or MugShot systems that the
Director may purchase at any time during the term of this Agreement as set out in Section IV (B) of

this Agreement.

"Director” means the Chief of the Houston Police Department, or the person he or she
designates.

"Documents" mean notes, manuals, notebooks, plans, computations, databases, tabulations,
exhibits, reports, underlying data, charts, analyses, maps, letters, models, forms, photographs, the
original tracings of all drawings and plans, and other work products (and any modifications or

improvements to them) that Contractor prepares or provides under this Agreement.
“Documentation” means the manual provided by Contractor detailing the City’s AFIS System’s

design, operations and instructions for using the System to obtain the desired results from the System

when operated in accordance with the Documentation.

“Equipment” means all hardware purchased for the System by Contractor and being provided

to City under this Agreement as set out in Exhibit “A-2", “C” and “C-1".

“HPD” means the Houston Police Department, which is the City department that will use the

System being provided by Contractor under this Agreement.

“Include” and “including”, and words of similar import, shall be deemed to be followed by the

words “without limitation”.

"Installation Site(s)" mean the jails and locations identified in Exhibit “A”, Scope of Services

where equipment for the System being provided by Contractor under this Agreement will be installed.
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“HCSO Interface” means the software and hardware being provided by Motorola, Inc. to allow
the System provided by Contractor under this Agreement to connect to the Harris County Sheriff’s

Office (HCSO) to allow HPD to send mug shots, fingerprints and data to HCSO who reports HPD’s

arrest data as required by state law.

“Live Scan” means the system used by law enforcement for the electronic submission of
fingerprints and the subsequent automated background check and response.

“Mug Shot System” means the computerized system used by law enforcement to record, check
and catalog photographs and other identifying information about suspects to create, maintain and
update the criminal history database of suspects and criminals.

"Notice to Proceed" means a written communication from the City Purchasing Agent to
Contractor instructing Contractor to begin performance.

“Parties” mean all the entities set out in the Preamble who are bound by this Agreement.

“Project” means the delivery, configuration and installation of the System under this
Agreement by Contractor’s trained, experienced and skilled technical consultants according to the
Implementation Plan set out in Exhibit “B” and the Project Management Work Plan provided by
Contractor’s Project Manager as set out in Exhibit “B” of this Agreement.

“Project Manager” means the skilled, trained and experienced technical consultant assigned
by Contractor to work with the Director to deliver, configure and install the System at City locations
identified by the Director under this Agreement.

“System” means the Automated Fingerprint Identification System.

“Third Party Software” means the non-contractor software being licensed by Contractor forthe

City for “Web Access,” “MugShot Input” and “AFIS Input” software programs for the number of users
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set out in Section III (A) of this Agreement.

ITI. DUTIES OF CONTRACTOR

A. Scope of Services

(1 In consideration of the payments specified in this Agreement, Contractor shall provide
all labor, equipment, software (as specified in Exhibit “A-1" and “C”) and supervision necessary to
furnish to the City and AFIS as described in Exhibit “A-1” that meets all requirements set out in
Exhibit “A”. Contractor shall implement and insfall the system as set out in Exhibit “B”.

(2) Contractor shall grant City a non-exclusive, non-transferrable perpetual license to use
Contractor’s Cogent Archive software program to run the City’s Automated Fingerprint Identification

System. Under this license, City has the right to extend the use of this system to an unlimited number

of City end-users.

?3) Contractor shall transfer to City user licenses for 64 concurrent end-users to access the
System using Web Access, 16 concurrent end-users to access the System using MugShot Input, and
24 concurrent end-users to access the System using AFIS Input software programs under the terms of

the licenses provided by the third party software companies from whom Contractor has obtained such

licenses.

(4)  Contractor shall provide at least one copy of the most current version of the executable

code and applicable for all modules of the installed, modified, tested and Accepted Cogent Archive

software program for this Project.

(5) City has the right to make one back-up copy of the Cogent Archive software program.

B. Coordinate Performance

Contractor shall coordinate its performance with the Director and other persons that the
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Director designates. Contractor shall promptly inform the Director and other person(s) of all

significant events relating to the performance of this Agreement.

C. Pavment of Subcontractors

Contractor shall make timely payments to all persons and entities supplying labor, materials,
or equipment for the pefformance of this Agreement. CONTRACTOR SHALL DEFEND AND
INDEMNIFY THE CITY FROM ANY CLAIMS OR LIABILITY ARISING OUT OF
CONTRACTOR'S FAILURE TO MAKE THESE PAYMENTS. Contractor shall submit disputes

relating to payment of MWBE subcontractors to arbitration in the same manner as any other disputes

under the MWBE subcontract.

D. RELEASE

CONTRACTOR AGREES TO AND SHALL RELEASE THE CITY, ITS AGENTS,
EMPLOYEES, OFFICERS, AND LEGAL REPRESENTATIVES (COLLECTIVELY THE
“CITY”) FROM ALL LIABILITY FOR INJURY, DEATH, DAMAGE, OR LOSS TO
PERSONS OR PROPERTY SUSTAINED IN CONNECTION WITH OR INCIDENTAL TO
PERFORMANCE UNDER THIS AGREEMENT, EVEN IF THE INJURY, DEATH,
DAMAGE, OR LOSS IS CAUSED BY THE CITY’S SOLE OR CONCURRENT

NEGLIGENCE AND/OR THE CITY’S STRICT PRODUCTS LIABILITY OR STRICT

STATUTORY LIABILITY.

E. INDEMNIFICATION

CONTRACTOR AGREES TO AND SHALL DEFEND, INDEMNIFY, AND HOLD THE
CITY, ITS AGENTS, EMPLOYEES, OFFICERS, AND LEGAL REPRESENTATIVES

(COLLECTIVELY THE “CITY”) HARMLESS FOR ALL CLAIMS, CAUSES OF ACTION,
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LIABILITIES, FINES, AND EXPENSES (INCLUDING, WITHOUT LIMITATION,

ATTORNEYS’ FEES, COURT COSTS, AND ALL OTHER DEFENSE COSTS AND

INTEREST) FOR INJURY, DEATH, DAMAGE, OR LOSS TO PERSONS OR PROPERTY

SUSTAINED IN CONNECTION WITH OR INCIDENTAL TO PERFORMANCE UNDER

THIS AGREEMENT INCLUDING, WITHOUT LIMITATION, THOSE CAUSED BY:

)

2)

3)

CONTRACTOR’S AND/OR ITS AGENTS’, EMPLOYEES’, OFFICERS’,
DIRECTORS’, CONTRACTORS’, OR SUBCONTRACTORS’
(COLLECTIVELY IN NUMBERED PARAGRAPHS 1-3, "CONTRACTOR")
ACTUAL OR ALLEGED NEGLIGENCE OR INTENTIONAL ACTS OR
OMISSIONS;

THE CITY’S AND CONTRACTOR’S ACTUAL OR ALLEGED
CONCURRENT NEGLIGENCE, WHETHER CONTRACTOR IS IMMUNE
FROM LIABILITY OR NOT; AND

THE CITY’S AND CONTRACTOR’S ACTUAL OR ALLEGED STRICT
PRODUCTS LIABILITY OR STRICT STATUTORY LIABILITY, WHETHER

CONTRACTOR IS IMMUNE FROM LIABILITY OR NOT.

CONTRACTOR SHALL DEFEND, INDEMNIFY, AND HOLD THE CITY

HARMLESS DURING THE TERM OF THIS AGREEMENT AND FOR FOUR YEARS

AFTER THE AGREEMENT TERMINATES. CONTRACTOR’S INDEMNIFICATION IS

LIMITED TO $500,000 PER OCCURRENCE. CONTRACTOR SHALL NOT INDEMNIFY

THE CITY FOR THE CITY’S SOLE NEGLIGENCE.
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F. INDEMNIFICATION - PATENT, COPYRIGHT, TRADEMARK, AND TRADE

SECRET INFRINGEMENT

CONTRACTOR AGREES TO AND SHALL DEFEND, INDEMNIFY, AND HOLD
HARMLESS THE CITY, ITS AGENTS, EMPLOYEES, OFFICERS, AND LEGAL
REPRESENTATIVES (COLLECTIVELY THE “CITY”) FROM ALL CLAIMS OR CAUSES
OF ACTION BROUGHT AGAINST THE CITY ALLEGING THAT THE CITY'S USE OF
ANY EQUIPMENT, SOFTWARE, PROCESS, OR DOCUMENTS CONTRACTOR
FURNISHES DURING THE TERM OF THIS AGREEMENT INFRINGES ON A PATENT,
COPYRIGHT, OR TRADEMARK, OR MISAPPROPRIATES A TRADE SECRET.
CONTRACTOR SHALL PAY ALL COSTS (INCLUDING, WITHOUT LIMITATION,
ATTORNEYS’ FEES, COURT COSTS, AND ALL OTHER DEFENSE COSTS, AND
INTEREST) AND DAMAGES AWARDED.

CONTRACTOR SHALLNOT SETTLE ANY CLAIM ON TERMS WHICH PREVENT
THE CITY FROM USING THE EQUIPMENT, SOFTWARE, PROCESS, AND DOCUMENTS
WITHOUT THE CITY’S PRIOR WRITTEN CONSENT.

WITHIN 60 DAYS AFTER BEING NOTIFIED OF THE CLAIM, CONTRACTOR
SHALL, AT ITS OWN EXPENSE, EITHER (1) OBTAIN FOR THE CITY THE RIGHT TO
CONTINUE USING THE EQUIPMENT, SOFTWARE, PROCESS, AND DOCUMENTS OR,
(2) IF BOTH PARTIES AGREE, REPLACE ORMODIFY THEM WITH COMPATIBLE AND
FUNCTIONALLY EQUIVALENT PRODUCTS. IF NONE OF THESE ALTERNATIVES IS
REASONABLY AVAILABLE, THE CITY MAY RETURN THE EQUIPMENT, SOFTWARE,

OR DOCUMENTS, OR DISCONTINUE THE PROCESS, AND CONTRACTOR SHALL
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REFUND THE.PURCHASE PRICE.

G. INDEMNIFICATION - SUBCONTRACTOR’S INDEMNITY

CONTRACTOR SHALL REQUIRE ALL OF ITS SUBCONTRACTORS (AND
THEIR SUBCONTRACTORS) TO RELEASE AND INDEMNIFY THE CITY TO THE SAME

EXTENT AND IN SUBSTANTIALLY THE SAME FORM AS ITS RELEASE AND

INDEMNITY TO THE CITY.

H. INDEMNIFICATION - PROCEDURES

(1)  Notice of Claims. If the City or Contractor receives notice of any claim or
circumstances which could give rise to an indemnified loss, the receiving party shall give written
notice to the other party within 10 days. The notice must include the following:

(a) a description of the indemnification event in reasonable detail,

(b) thé: basis on which indemnification may be due, and

(©) the anticipated amount of the indemnified loss.

This notice does not estop or prevent the City from later asserting a different basis for indemnification
or a different amount of indemnified loss than that indicated in the initial notice. Ifthe City does not
provide this notice within the 10 day period, it does not waive any right to indemnification except to

the extent that Contractor is prejudiced, suffers loss, or incurs expense because of the delay.

(2)  Defense of Claims

(a)  Assumption of Defense. Contractor may assume the defense of the claim at its own
expense with counsel chosen by it that is reasonably satisfactory to the City. Contractor shall then
control the defense and any negotiations to settle the claim. Within 10 days after receiving written

notice of the indemnification request, Contractor must advise the City as to whether or not it will
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defend the claim. If Contractor does not assume the defense, the City shall assume and control the

defense, and all defense expenses constitute an indemnification Joss.

(b) Continued Participation. If Contractor elects to defend the claim, the City may retain
separate counsel to participate in (but not control) the defense and to participate in (but not control)
any settlement negotiations. Contractor may settle the claim without the consent or agreement of the
City, unless it (i) would r;esult in injunctive relief or other equitable remedies or otherwise require the
City to comply with restrictions or limitations that adversely affect the City, (ii) would require the City
to pay amounts that Contractor does not fund in full, (iii) would not result in the City’s full and

complete release from all liability to the plaintiffs or claimants who are parties to or otherwise bound

by the settlement.
I Insurance

Contractor shall maintain in effect certain insurance coverage and shall fumish certificates of
insurance, in duplicate form, before beginning its performance under this Agreement. All policies
except Professional Liability and Workers’ Compensation must name the City as an additional insured.
The issuer of any policy:(1) shall have a Certificate of Authority to transact insurance business in
Texas or (2) shall be an eligible non-admitted insurer in the State of Texas and have a Best's rating of
at least B+ and a Best's Financial Size Category of Class VI or better, according to the most current

edition Best's Key Rating Guide. Contractor shall maintain the following insurance coverages in the

following amounts:

(1) Commercial General Liability insurance including Contractual Liability insurance:

® $500,000 per occurrence; $1,000,000 aggregate
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(2)  Workers’ Compensation including Broad Form All States endorsement:

e Statutory amount
(3) Professional Liability

® $1,000,000 per occurrence; $1,000,000 aggregate
(4)  Automobile Liability insurance

® $1,000,000 combined single limit

Defense costs are excluded from the face amount of the policy.
Aggregate Limits are per 12-month policy period
unless otherwise indicated.

All insurance polices must require on their face, or by endorsement, that the insurance carrier
waives any rights of subrogation against the City, and that it shall give 30 days written notice to the
City before they may be canceled, materially changed, or nonrenewed. Within the 30 day period,
Contractor shall provide other suitable policies in lieu of those about to be canceled, materially
changed, or nonrenewed so as to maintain in effect the required coverage. If Contractor does not
comply with this requirement, the City Purchasing Agent, at his or her sole discretion, may

(1) immediately suspend Contractor from any further performance under this
Agreement and begin procedures to terminate for default, or

(2) purchase the required insurance with City funds and deduct the cost of the
premiums from amounts due to Contractor under this Agreement.

J. Warrantieg

(1)  Contractor's performance shall conform to the professional standards prevailing in

Harris County, Texas with respect to the scope, quality, due diligence, and care of the

services and products Contractor provides under this Agreement.
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(2) Proprietary Software Warranty. Contractor warrants that the Cogent Archive software

it provides under this Agreement will be free of any defects in workmanship or

materials for a period starting from the date of Acceptance and one year thereafter.

3) Third Party Software Warranty. Contractor shall provide the City with warranties, if
any, provided by the licensor of the Third Party Software licensed to City under this
Agreement. Contractor shall assist the City in coordinating with third party software
companies to ensure that software patches or upgrades under the terms of the license

are obtained during the period of the license and the term of this Agreement.

“) Third Party Hardware Warranty. Contractor warrants that each piece of Equipment it
provides under this Agreement will be free from defects in materials and workmanship
under normal use for a period of one year from the date of Acceptance of the System
as set out in Section IV (F) of this Agreement. In addition, Contractor shall provide the
City with the warranties, if any, provided by the manufacturer of all Third Party-
Hardware purchased for the City under this Agreement. Contractor shall assist the City
in any warranty claims against such manufacturers related to the hardware provided
pursuant to such warranty terms during the term of this Agreement and the
manufacturer’s warranty period. Contractor shall also assist the City in coordinating
with manufacturer’s technical support to ensure that any replacement parts required for
the repair of the hardware are obtained from the manufacturer during manufacturer’s
warranty period and the term of this Agreement.

K. Confidentiality - Protection of City’s Interest

Contractor, its agents, employees, contractors, and subcontractors shall hold all City
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information, data, and documents (collectively, “the Information”) that they receive, or to which they
have access, in strictest confidence. Contractor, its agents, employees, contractors, and subcontractors
shall not disclose, disseminate, or use the Information unless the Director authorizes it in writing.
Contractor shall obtain written agreements from its agents, employees, contractors, and subcontractors

which bind them to the terms in this Section.

L. Use of Work Products - City may use all documents

(D The City may use all notes, plans, computations, databases, tabulations, exhibits,
photographs, reports, underlying data and other work products (collectively, the “Documents™) that
Contractor prepares or obtains under this Agreement.

2) Contractor warrants that it owns the copyright to the Documents.

3) Contractor shall deliver the original Documents to the Director on request. Within five
working days after this Agreement terminates, Contractor shall deliver to the Director the original
Documents, and all other files and materials Contractor produces or gathers during its performance
under this Agreement.

M. Licenses and Permits

Contractor shall obtain, maintain, and pay for all licenses, permits, and certificates including
all professional licenses required by any statute, ordinance, rule, or regulation. Contractor shall
immediately notify the Director of any suspension, revocation, or other detrimental action against his

or her license.

N. Compliance with Laws

Contractor shall comply with all applicable state and federal laws and regulations and the City

Charter and Code of Ordinances.
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0. Compliance with Equal Opportunity Ordinance

Contractor shall comply with the City's Equal Employment Opportunity Ordinance as set out
in Exhibit “D”.

P. Drug Abuse Detection and Deterrence

(1) It is the policy of the City to achieve a drug-free workforce and workplace. The
manufacture, distribution, dispensation, possession, sale, or use of illegal drugs or alcohol by
contractors while on Cit}l/ Premises is prohibited. Contractor shall comply with all the requirements
and procedures set forth in the Mayor's Drug Abuse Detection and Deterrence Procedures for

Contractors, Executive Order No. 1-31 ("Executive Order"), which is incorporated into this Agreement

and is on file in the City Secretary’s Ofﬁ.ce.

(2) Before the City signs this Agreement, Contractor shall file with the Contract

Compliance Officer for Drug Testing ("CCODT"):
(a) a copy of its drug-free workplace policy,

(b) the Drug Policy Compliance Agreement substantially in the form set forth in
Exhibit “F,” together with a written designation of all safety impact positions
and,
(©) if applicable (e.g. no safety impact positions), the Certification of No Safety
Impact Positions, substantially in the form set forth in Exhibit “H.”
If Contractor files a written designation of safety impact positions with its Drug Policy Compliance
Agreement, it also shall file every 6 months during the performance of this Agreement or on completion
of this Agreement if performance is less than 6 months, a Drug Policy Compliance Declaration in a

form substantially similar to Exhibit “G.” Contractor shall submit the Drug Policy Compliance
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Declaration to the CCODT within 30 days of the expiration of each 6-month period of performance and
within 30 days of completion of this Agreement. The first 6-month period begins to run on the date the
City issues its Notice to Proceed or if no Notice to Proceed is issued, on the first day Contractor begins
work under this Agreement.

(3) Contractor also shall file updated designations of safety impact positions with the
CCODT if additional safety impact positions are added to Contractor's employee work force.

4) Contractor shall require that its subcontractors comply with the Executive Order, and
Contractor shall secure and maintain the required documents for City inspection.

Q. Minority and Women Business Enterprises

It is the City’s policy to ensure that Minority and Women Business Enterprises ("MWBEs")
have the full opportunity to compete for and particibate in City contracts. The objectives of Chapter
15, Article V of the City of Houston Code of Ordinances, relating to City-wide Percentage Goals for
contracting with MWBEs, are incorporated into this Agreement.

Contractor shall make good faith efforts to award subcontracts or supply agreements in at least
15 % of the value of this Agreement to MWBES. The City’s policy does not require Contractor to in
fact meet or exceed this goal, but it does require Contractor to objectively demonstrate that it has made

good faith efforts to do so. To this end, Contractor shall maintain records showing

(1) subcontracts and supply agreements with Minority Business Enterprises,
(2) subcontracts and supply agreements with Women’s Business Enterprises, and
(3) specific efforts to identify and award subcontracts and supply agreements to

MWBEs. Contractor shall submit periodic reports of its efforts under this

Section to the Affirmative Action Director in the form and at the times he or she
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prescribes.

Contractor shall require written subcontracts with all MWBE subcontractors and suppliers and
shall submit all disputes with MWBE subcontractors to binding arbitration in Houston, Texas, if
directed to do so by the Affirmative Action Director. All agreements must contain the terms set out in
Exhibit "E". If Contractor is an individual person (as distinguished from a corporation, partnership, or

other legal entity), and the amount of the subcontract is $50,000 or less, then the subcontract must also

be signed by the attorneys of the respective parties.

IV. DUTIES OF THE CITY

A. Payment Terms

1. The City shall pay and Contractor shall accept a total initial contract price ("TICP") in
an amount equal to $790,198.02, the sum of the prices (excluding maintenance)
contained in Exhibit "C", payable as set out below. To provide the AFIS to the City,
Contractor shall:

1) prdxlzide the software identified in Exhibit "C"

(i)  provide the hardware identified in Exhibit "C"

(iii)  perform all of the activities as set out in the Project Management Plan in Exhibit
ngn

2. Contractor’s invoicing and the City’s payment for the AFIS under this agreement shall
take place in the following order and mannef
() Upon issuance of a Notice of Proceed by the Director, Contractor shall submit

an invoice for 10% of the TICP. City shall pay invoice within 30 days after

receipt and approval.
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(i)

(iii)

(iv)

™

(vi)

Contractor shall prepare and complete design document for AFIS system. Upon
completion and acceptance by the Director of this document, Contractor shall
submit an invoice for 30% of the TICP. City shall pay invoice within 30 days
after receipt and approval.

Upon acceptance by the Director of the equipment and software and licenses as
set out in accordance with Exhibit "B" of the Agreement, Contractor shall
submit an invoice for 20% of the TICP. City shall pay invoice within 30 days
after receipt and approval.

Upon Director’s acceptance of the professional services and data conversion
conducted by the Contractor for installation of equipment and implementation
of the AFIS system, Contractor shall submit an invoice for 20% of the TICP.
City shall pay invoice within 30 days after receipt and approval.

Upon acceptance of the HCSO interface by the Director, Contractor shall submit
an invoice for 10% of the TICP. City shall pay invoice within 30 days after
receipt and approval.

Upon final acceptance by City for the complete AFIS system, Contractor shall

submit an invoice for 10% of the contract. City shall pay invoice within 30 days

after receipt and approval.

3. Subject to the allocation of funds as set out in Section IV(G) below and beginning the

day after Contractor’s one year of free maintenance from the date of Acceptance of the

System (including the Additional LiveScans set out in exhibit "C-1") expires, City shall

pay Contractor the annual maintenance fee of $118,562.82 for each of the two years for
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which maintenance is due during the three-year Initial Term of this Agreement.

4, Subject to the allocation of funds as set out in Section IV(G) below and if the Director
exercises the City’s option to extend this Agreement beyond the Initial Term, then
beginning the day after the second year of paid maintenance of the Initial Term expires,
City shall pay Contractor the annual maintenance fee of $118,562.82 for each renewal
one-year term for which the Director extends this Agreement.

The City is paying Contractor the annual maintenance fee in advance at the beginning
of each year to lock in the rate for that year. The City may audit all payments made to
Contractor at a later date. Contractor shall refund any overpayments uncovered in the
audit. Ifthis Agreement is terminated before the end of a period for which payment has
been made in advance, Contractor shall refund a percentage of the City’s advance
payment equal to the percentage of the prepaid period remaining after termination. This

refund must be made within 30 days of the termination of this Agreement.

Motorola Interface Reimbursement

5. Contractor shall reimburse the City for the total cost of purchasing and implementing
the Interface provided by Motorola at an estimated cost of $356,000.00.. Contractor
shall reimburse the City according to Motorola’s payment schedule accepted by the
City. The payments shall be made by City in three installments of 30% and a fourth
installment of 10% upon the Director’s notice to Contractor of the receipt of an invoice
from Motorola, Contractor shall provide the City with a check for the installment

amount payable on that invoice within 30 days of receipt of the notice from the Director.
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B. Addition of Devices

During the term of this Agreement, the Director has the option to request from Contractor in
writing Devices describeq in Exhibit “C-1". In the event the Director requests Contractor in writing
additional Devices not listed in Exhibit “C” of this Agreement, then Contractor shall provide additional
Devices requested by the Director at the rates quoted by Contractor in Exhibit "C-1" or the rates the
parties negotiate and agree upon in writing at the time the Director requests Contractor in writing for
such additional Devices whichever, is less. For purposes of this Section, the “Effective Date” means
the date on which Contractor receives the written request for additional Devices. As of the Effective
Date, each Device added is subject to this Agreement, as if it had originally been a part of this
Agreement, but the charge for each Device starts to accrue only on the Effective Date.

The additional charges for Devices added under this Section must never exceed 25% of the
original contract amount unless:

* the additions are exempt from the competitive bidding or proposal requirements, set

forth in Tex. Local Govt. Code Chapter 252; or

* the City requires the additions from Contractor througha competitive bid or competitive

proposal.

C. Taxes

The City is exempt from payment of Federal Excise and Transportation Tax and Texas
Limited Sales and Use Tax. Contractor's invoices to the City must not contain assessments of any of

these taxes. The Director will furnish the City’s exemption certificate and federal tax identification

number to Contractor if requested.
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D. Method of Payment

The City shall pay on the basis of invoices submitted by Contractor and approved by the
Director, showing the installment prices set out in IV (A)(2). If Contractor provides additional Devices
the City shall pay the costs for such Devices as set out in IV (B). The City shall pay Maintenance
Charges at the rates set out in [V (A) (3) above. The City shall pay Contractor within 30 days of the

receipt and approval of the invoices.

E. Method of Payment - Disputed Payments

If the City disputes any items in an invoice Contractor submits for any reason, including
lack of supporting documentation, the Director shall temporarily delete the disputed item and pay the
remainder of the invoice. The Director shall promptly notify Contractor of the dispute and request
remedial action. After the dispute is settled, Contractor shall include the disputed amount on a
subsequent regularly scheduled invoice or on a special invoice for the disputed item only.

F. Acceptance of System

Beginning promptly after completion of System installation, the City shall operate the

System for a 30-day Trial Period, with Contractor providing technical support services.

If during the Trial Period, the tests the City conducts indicate that the System is not
performing in accordance with Contractor's Documentation or the requirements of this Agreement,

Contractor will have 45 days to correct the problem(s), at which time the City will have an additional

15 days to retest the corrections.

The City shall notify Contractor of any non-conformity between the operation of the

System and System Documentation and provide documentation of the non-conformity to Contractor

as soon as practicable after discovery.
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The City shall accept the System when: (i) the System and related Documentation have
been completely delivered and installed, (ii) the System has, by the end of the 30-day Trial Period,
successfully operated in accordance with Contractor's Documentation and the requirements of this
Agreement, and (iii) the System transmits data to Harris County Sheriff’s Office via the Interface. The
City shall reject the System if at the end of the 45-day Trial Period (plus any time the City provides to
Contractor to correct defects), the System has not performed in accordance with Contractor's
Documentation and Contractor is unable to correct the deficiency or if the System is unable to transmit

data to the Harris County Sheriff’s Office via the Interface.

If the City rejects the System, it will be returned to Contractor at no cost to the City and
the City will not pay for the use of the System or any other applicable goods or services under this
Agreement. Contractor shall return to the City all sums paid to it under this Agreement within 30 days
of rejection of the System. The City reserves all other available rights at law or in equity.

G. Limit of Appropriation

¢)) The City's duty to pay money to Contractor under this Agreement is limited in
its entirety by the provisions of this Section.

(2)  Inorderto comply with Article II, Sections 19 and 19a of the City's Charter and
Article X1, Section 5 of the Texas Constitution, the City has appropriated and allocated the sum of
$1,815,945.44 to pay money due under this Agreement (the "Original Allocation"). The executive and
legislative officers of the City, in their discretion, may allocate supplemental funds for this Agreement,
but they are not obligated to do so. Therefore, the parties have agreed to the following procedures and
remedies:

(3) The City makes a supplemental allocation by sending a notice signed by the

HAMR\COGENT. WPD 25 January 25, 2007



Director and the City Controller to Contractor in substantially the following form:

"NOTICE OF SUPPLEMENTAL ALLOCATION OF FUNDS"

TO: [Name of Contractor]
FROM: City of Houston, Texas (the "City")
DATE: [Date of notice]

SUBJECT:  Supplemental allocation of funds for the purpose of the"[title of this
Agreement]" between the City and (name of Contractor) countersigned
by the City Controller on (Date of Countersignature) (the "Agreement").

I, (name of City Controller), City Controller of the City of Houston, certify that the
supplemental sum of § , upon the request of the Director, has been allocated for the purposes
of the Agreement out of funds appropriated for this purpose by the City Council of the City of Houston.
This supplemental allocation has been charged to such appropriation.

The aggregate of all sums allocated for the purpose of such Contract, including the
Original Allocation, and all supplemental allocations (including this one), as of the date of this notice,

is $

SIGNED:

(Signature of the City Controller)
City Controller of the City

REQUESTED:

(Signature of the Director)
Chief, Houston Police Department

(4)  The Original Allocation plus all supplemental allocations are the Allocated
Funds. The City shall never be obligated to pay any money under this Agreement in excess of the
Allocated Funds. Contractor must assure itself that sufficient allocations have been made to pay for
services it provides. If Allocated Funds are exhausted, Contractor’s only remedy is suspension or

termination of its performance under this Agreement, and it has no other remedy in law or in equity

against the City and no right to damages of any kind.
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H. Access to Sites

Contractor may enter and leave the premises at all reasonable times without charge. Contractor
and its employees may use the common areas and roadways of the premises where it is to perform
services together with all facilities, equipment, improvements, and services provided in connection with
the premises for common use. This excludes parking for Contractor’s personnel. Contractor shall
repair any damage caused by it or its employees as a result of its use of the common areas.

V. TERM AND TERMINATION
A. Contract Term
This Agreement is effective on the Countersignature Date and remains in effect for three
years from the date of Acceptance of the System unless sooner terminated under this Agreement (the
“Initial Term”).

B. Renewals

Upon expiration of the Initial Term, and so long as the City makes sufficient
supplemental allocations, this Agreement will be automatically renewed for three successive one-year
terms on the same terms and conditions. If the Director or the City chooses not to renew this

Agreement, the City Purchasing Agent shall notify Contractor of non-renewal at least 30 days before

the expiration of the then-current term.

C. Termination for Convenience by City

The City Purchasing Agent may terminate this Agreement at any time by giving 30 days
written notice to Contractor. The City's right to terminate this Agreement for convenience is cumulative

of all rights and remedies which exist now or in the future.

On receiving the notice, Contractor shall, unless the notice directs otherwise,
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immediately discontinue all services under this Agreement and cancel all existing orders and
subcontracts that are chargeable to this Agreement. Contractor shall refund prorata advance technical
support and maintenance fees paid for the period remaining after the termination of this Agreement in
the manner set out in Séctions IV (A) and (D).

TERMINATION OF THIS AGREEMENT IS CONTRACTOR'S ONLY REMEDY
FOR THE CITY’S TERMINATION FOR CONVENIENCE, WHICH DOES NOT CONSTITUTE A
DEFAULT OR BREACH OF THIS AGREEMENT. CONTRACTOR WAIVES ANY CLAIM IT
MAY HAVE NOW OR IN THE FUTURE FOR FINANCIAL LOSSES OR OTHER DAMAGES
RESULTING FROM THE CITY'S TERMINATION FOR CONVENIENCE.

D. Termination for Cause

If Contractor defaults under this Agreement, the City Purchasing Agent may either
terminate this Agreement or allow Contractor to cure the default as provided below. The City’s right
to terminate this Agreement for Contractor’s defaultis cumulative of all rights and remedies which exist
now or in the future. Default by Contractor occurs if:

(1) Contractor fails to perform any of its duties under this Agreement;

2) Contractor becomes insolvent;

3) all or a substantial part of Contractor’s assets are assigned for the benefit of its

creditors; or

“) a receiver or trustee is appointed for Contractor.

If default occurs, the City Purchasing Agent may, but is not obligated to, deliver a
written notice to Contractor describing the default and the termination date. The City Purchasing

Agent, at his or her sole option, may extend the termination date to a later date. If the City Purchasing
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Agent allows Contractor to cure the default and Contractor does so to the City Purchasing Agent’s
satisfaction before the termination date, then the termination is ineffective. If Contractor does not cure

the default before the termination date, then the City Purchasing Agent may terminate this Agreement

on the termination date, at no further obligation of the City.

V1. MISCELLANEOUS

A. Independent Contractor

Contractor is an independent contractor and shall perform the services provided for in
this Agreement in that capacity. The City has no control or supervisory powers over the manner or
method of Contractor's performance under this Agreement. All personnel Contractor uses or provides
are its employees or subcontractors and not the City’s employees, agents, or subcontractors for any
purpose whatsoever. Contractor is solely responsible for the compensation of its personnel, including

but not limited to: the withholding of income, social security, and other payroll taxes and all workers’

compensation benefits coverage.

B. Force Majeure

1. Timely performance by both parties is essential to this Agreement. However,
neither party is liable for reasonable delays in performing its obligations under this Agreement to the
extent the delay is caused by Force Majeure that directly impacts the City or Contractor. The event of
Force Majeure may permit a reasonable delay in performance but does not excuse a party’s obligations
to complete performance under this Agreement. Force Majeure means: fires, interruption of utility
services, epidemics in the City, floods, hurricanes, tornadoes, ice storms and other natural disasters,
explosions, war, terrorist écts against the City or Contractor, riots, strikes, court orders, and the acts of

superior governmental or military authority, and which the affected barty is unable to prevent by the
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exercise of reasonable diligence. The term does not include any changes in general economic
conditions such as inflation, interest rates, economic downturn or other factors of general application;
or an event that merely makes performance more difficult, expensive or impractical. Force Majeure

does not entitle Contractor to extra Reimbursable Expenses or payment.
2. This relief is not applicable unless the affected party does the following:
(a)  uses due diligenceto remove the effects of the Force Majeure as quickly
as possible and to continue performance notwithstanding the Force
Majeure; and
(b) provides the other party with prompt written notice of the cause and its

anticipated effect.

3. The City Purchasing Agent will review claims that a Force Majeure that directly

impacts the City or Contractor has occurred and render a written decision within 14 days. The decision

of the City Purchasing Agent is final.

4. The City may perform contract functions itself or contract them out during
periods of Force Majeure. Such performance is not a default or breach of this Agreement by the City.

5. If the Force Majeure continues for more than 10 days from the date performance
is affected, the City Purchasing Agent may terminate this Agreement by giving 7 days' written notice
to Contractor. This termination is not a default or breach of this Agreement. CONTRACTOR
WAIVES ANY CLAIM IT MAY HAVE FOR FINANCIAL LOSSES OR OTHER DAMAGES
RESULTING FROM THE TERMINATION EXCEPT FOR AMOUNTS DUE UNDER THE

AGREEMENT UP TO THE TIME THE WORK IS HALTED DUE TO FORCE MAJEURE.
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C.  Severability

If any part of this Agreement is for any reason found to be unenforceable, all other parts

remain enforceable unless the result materially prejudices either party.

D. Entire Agreement

This Agreement merges the prior negotiations and understandings of the Parties and
embodies the entire agreement of the Parties. No other agreements, assurances, conditions, covenants
(express or implied), or other terms of any kind, exist between the Parties regarding this Agreement.

E. Written Amendment

Unless otherwise specified elsewhere in this Agreement, this Agreement may be
amended only by written instrument executed on behalf of the City (by authority of an ordinance
adopted by the City Council) and Contractor. The City Purchasing Agent and tﬁe Director are only
authorized to perform the functions specifically delegated to him or her in this Agreement.

F. Applicable Laws

This Agreement is subject to the laws of the State of Texas, the City Charter and

Ordinances, the laws of the federal government of the United States, and all rules and regulations of

any regulatory body or officer having jurisdiction.

Venue for ény litigation relating to this Agreement is Harris County, Texas.

G.  Notices

All notices to either party to the Agreement must be in writing and must be delivered
by hand, facsimile, United States registered or certified mail, return receipt requested, United States
Express Mail, Federal Express, Airborne Express, UPS or any other national overnight express delivery

service. The notice must be addressed to the party to whom the notice is given at its address set out in
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Section I of this Agreement or other address the receiving party has designated previously by proper
notice to the sending party. Postage or delivery charges must be paid by the party giving the notice.

Captions contained in this Agreement are for reference only, and therefore, have no
effect in construing this Agreement. The captions are not restrictive of the subject matter of any section
in this Agreement.

L Non-Wajver

If either party fails to require the other to perform a term of this Agreement, that failure
does not prevent the party from later enforcing that term and all other terms. If either party waives the
other’s breach of a term, that waiver does not waive a later breach of this Agreement.

An approval by the City Purchasing Agent, the Director, or by any other employe;e or
agent of the City, of any part of Contractor’s performance does not waive compliance with this
Agreement or establish a étandard of performance other than that required by this Agreement and by
law. The Director is not authorized to vary the terms of this Agreement.

J. Inspections and Audits

City representatives may perform, or have performed, (1) audits of Contractor’s books
and records, and (2) inspections of all places where work is undertaken in connection with this
Agreement. Contractor shall keep its books and records available for this purpose for at least 4 years

after this Agreement terminates. This provision does not affect the applicable statute of limitations.

K. Enforcement

The City Attorney or his or her designee may enforce all legal rights and obligations

under this Agreement without further authorization. Contractor shall provide to the City Attorney all
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documents and records that the City Attorney requests to assist in determining Contractor's compliance

with this Agreement, with the exception of those documents made confidential by federal or State law

or regulation.

L. Ambiguities

If any termof this Agreement is ambiguous, it shall not be construed for or against any
party on the basis that the party did or did not write it.

M. Survival

Contractor shall remain obligated to the City under all clauses of this Agreement that

expressly or by their nature extend beyond the expiration or termination of this Agreement, including

but not limited to, the indemnity provisions.

N. Publicity

Contractor shall make no announcement or release of information concerning this
Agreement unless the release has been submitted to and approved, in writing, by the Director.

0. Risk of Loss

Unless otherwise specified elsewhere in this Agreement, risk of loss or damage for each
item supplied for the System passes from Contractor to the City upon Acceptance by the City.

P. Parties In Interest

This Agreement does not bestow any rights upon any third party, but binds and benefits

the City and Contractor only.

Q. Successors and Assigns

This Agreement binds and benefits the Parties and their legal successors and permitted

assigns; however, this provision does not alter the restrictions on assignment and disposal of assets set
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out in the following paragraph. This Agreement does not create any personal liability on the part of any

officer or agent of the City.

R. Business Structure and Assignments

Contractor shall not assign this Agreement at law or otherwise or dispose of all or
substantially all of its assets without the City Purchasing Agent’s prior written consent. Nothing in this
clause, however, prevents the assignment of accounts receivable or the creation of a security interest
as described in §9.406 of the Texas Business & Commerce Code. In the case of such an assignment,
Contractor shall immediately furnish the City with proof of the assignment and the name, telephone
number, and address of the Assignee and a clear identification of the fees to be paid to the Assignee.

Contractor shall not delegate any portion of its performance under this Agreement
without the City Purchasing Agent’s prior written consent.

S. Remedies Cumulative

Unless otherwise specified elsewhere in this Agreement, the rights and remedies
contained in this Agreement are not exclusive, but are cumulative of all rights and remedies which exist
now or in the future. Neither party may terminate its duties under this Agreement except in accordance

with its provisions.

T. CONTRACTOR DEBT

IF CONTRACTOR, AT ANY TIME DURING THE TERM OF THIS AGREEMENT, INCURS
ADEBT, AS THE WORD IS DEFINED IN SECTION 15-122 OF THE HOUSTON CITY CODE OF
ORDINANCES, IT SHALL IMMEDIATELY NOTIFY THE CITY CONTROLLER IN WRITING.
IF THE CITY CONTROLLER BECOMES AWARE THAT CONTRACTOR HAS INCURRED A

DEBT, SHE SHALL IMMEDIATELY NOTIFY CONTRACTOR IN WRITING. IF CONTRACTOR
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DOES NOT PAY THE DEBT WITHIN 30 DAYS OF EITHER SUCH NOTIFICATION, THE CITY
CONTROLLER MAY DEDUCT FUNDS IN AN AMOUNT EQUAL TO THE DEBT FROM ANY

PAYMENTS OWED TO CONTRACTOR UNDER THIS AGREEMENT, AND CONTRACTOR

WAIVES ANY RECOURSE THEREFOR.
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EXHIBIT “A”
SCOPE OF SERVICES
L Contractor shall provide a commercial, off the shelf (COTS) Automated Fingerprint

Identification System (AFIS) with the technical specifications detailed in Exhibit

“A-1" proposed by Contractor in response to City RFP No. TC-6-5975-019-21121

meets City’s requirements for an AFIS System as set out below. Contractor

warrants that the system it provides will meet the requirements set out in this

Exhibit “A” and “A-17.

a. uses National Institute of Standards and Technology (NIST) Archive System
and complies with the Texas Department of Public Safety standards
(TxDPS) and Chapter 60 of the Code of Criminal Procedure;

b. conforms to:

* Section 58.02 of the Texas Family Code as applicable to Juvenile
Processing Software configured in LiveScan capture devices;

* Texas Criminal Justice Information system (CJIS);

* FBI CJIS Security Policy;

* Federal Bureau of Investigation (FBI) Electronic Finger Print
*Transmission Specification (EFTS) (IAFIS-DOC-01078-7.1, May
2,2005);

* FBI’s Integrated Automated Finger Print Identification System
(IAFIS) Image Quality Specifications (IQS);

* FBI NCIC CJIS WAN Protocol Specification and IAFIS

telecommunications standards that specify use of TCP/IP,
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availability of FTP, and X.25 capability;

* FBI WSQ Gray-Scale Image Compression Specification (IAFIS-IC-
001v2, February 16, 1993;

* ANSI Standard, Data Format for the Interchange of Finger Print,
Facial, and Scar-Mark-and-Tatoo (SMT) Information (ANSI/NIST-
ITL;

c. completes sessional data entry once 10 prints are rolled, the mug shot is
taken and additional information, if any, is entered into the LiveScan

Device;

d. uses equipment which has Certification for Compliance with the FBI's
IAFIS;

e. uses GJXDM (V3), 2003, data reference model for the éxchange of
information within the justice and public safety communities;

f. employs JXDD (V3.02), 2003, Justice XML Data Dictionary;

g. complies with the FBI’s CJIS SECURITY POLICY 4.1, March 2005;

h. has a Mug Shot System (MSS) and a system that uses biometric information
systems;
1. can manage HPD’s work flow from the capture of biometric information

with a Records Management System (RMS) as part of the pre-booking

process;

J- is compatible with HPD’s RMS system run on a COBOL software system

and operated on a Unisys ClearPath Mainframe;
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allows select information from the pre-booking application to be forwarded
via File Transfer Protocol FTP on HPD’s TCP/IP Intranet/Wide Area
Network (Intranet) to a common network directory;

through its Transaction Processor Executive (TPE) monitors the common
directory for incoming pre-book data;

through its TPE retrieves data upon discovery of an incoming message,
imports information, and keys the information on the HPD Booking Number
into the System,;

through its TPE coordinates all messaging and exchange of data within the
System;

will allow a Jail Attendant to enter HPD Booking Number to begin a new
biometric/case capture session (Transaction) on the LiveScan Device to
retrieve data from the Unisys Pre-Book application system;

completes sessional data entry once 10 prints are rolled or configured to
return demographic data from initial slap capture results, the mug shot is
taken and additional information, if any, is entered into the LiveScan
Device;

uses a profile to describe the session, such as criminal, applicant, etc., and to
control subsequent data message exchanges;

forwards all image and data entry information to the ID Quality Control (ID

QC) workstation for review;
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allows the ID QC to view all images, if necessary, sends a message back to
the submitting LiveScan station for the re-capture of some or all images and
allows ID QC to send messages to the LiveScan Device if the images are
acceptable;

allows Jail Attendant upon receipt of the message that the images are
acceptable to forward the session images and data for processing by AFIS,
MSS and depending on the profile assigned to the images, the HCSO;
allows HCSO to automatically receive transactions for DIMS-Adult,
Juvenile and Other Warrants Booking Profiles and perform their own QC;
allows HCSO to send messages back to the LiveScan Device requesting a
re-scan since the images are unacceptable;

allows messages to be sent via the AFIS systems to allow messages on
HSCO appear in near real time, similar to ID QC messages;

has servers to add Finger Print images to the databases using the NIST
archive system and has the ability to search for similar entries to produce a
“Hit” (a matching Finger Print). Provides a NIST server that is accessible,
searchable and configurable to produce any complete arrest record
(fingerprints, arrest and demographic data) certifiable to any court of law as
proof of a given arrest event. Such NIST server should have backup
capabilities for permanent record custody by HPD.

displays Hit messages on the LiveScan Device and sorts them into a ID QC

work queue;
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al.

a2.

comes with multiple software packages to process criminal, juvenile and
civilian fingerprint transactions, thus allowing each LiveScan Device to
serve as a backup when there is a power failure or one of the systems is
down for any reason,

is able to interface with dissimilar LiveScan stations on which images/data
are submitted/checked for quality by HPD’s ID staff in near real time; and
Contractor shall provide updates to improved fingerprint matching
algorithms and all upgrades to the City’s AFIS System at no cost with the

purchase of its maintenance agreement.

1. Contractor shall include mandatory components, features or functions in order to

provide HPD with a System that:

1y

2)

3)

4)
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has the ability to identify each individual, within the shortest period
poissible, by searching the largest number of records available, allowing
HPD system administration to configure Hit and no-Hit thresholds, change
and edit search and filtering parameters and achieve lights-out processing,
when desired;

improves timeliness and quality of information;

positions the department to take advantage of current and next generation
Integrated Automated Finger Print Identification Systems (IAFIS);

takes advantage of technological advancement;c, in:

o Advanced Finger Print Identification Technology (AFIT);

®  Quality Check (QC) Automation;
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5)

6)

7)

8)

9)

10)

11)

12)
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o Interstate Photo System (IPS) Enhancements;

° Disposition Reporting Improvements (DRI);

® The exchange of latent biometric data, such as INCITS 378, CBEFF,
and XCBF;

] Enhanced IAFIS Repository;

. National Palm Print System (NPPS);

incorporates all available local, regional, and national AFIS databases into a

seamless resource;

installs a seamless system for the purpose of managing biometric data and

providing for system logging, backup, restart, recovery and redundancy

prevention capabilities;

accesses biometric information via the HPD Intranet and Web-based

applications (SMTP, FTP, etc.);

provides real-time access via a responsive, secure and flexible application in

to the proposed System;

has state-of-the-art processes, equipment and service;

minimizes the impact of this project;

allows all components to be site independent; and components that may be

moved anywhere within the HPD Intranet;

includes components which constitute an integrated environment for the

purpose of biometric information management;
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21)
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has the ability to manage access to functions and data, by using use

identifications and access levels to components of the proposed system;

maintains a detailed information database to allow for accurate reporting of
both historical and current transactional data;

includes a robust set of standard reports to facilitate management of the
System; and provides an ad hoc reporting utility;

uses the equivalent of a Transaction Processing Executive (TPE) to manage
System functions and an AFIS processor that automatically reconfigures to
increased speeds;

has data storage in a Relational Database Management System (RDBMS),
preferably Microsoft SQL 2003 or better;

has a robust, secure and dynamic system architecture which also ensures that
the System and all of its records are protected against improper access;

has all databases, including images, stored on HPD’s XIO Tech Storage
Area Network (SAN);

has the capability to expand the storage capacity of the System by increasing
SAN storage units; with no system controllers and/or components to restrict
this ability;

allows for all data, minutiae, images, field, indexes, and System information
to be filtered, searchable and has utilities to report the information to screen,
printer, and/or into a file; allows all expected transaction types to encompass

forward and/or reverse searches, received from LiveScan, workstations,
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and/or remote inquiry, in all possible combinations. Utilizes master card flat

impressions and up to sixty searchable prints on tenprint searches. Utilizes

all 20 prints (rolled and flats) on latent searches. Provides an AFIS that is
searchable for fingerprint 3™ level detail;

maintains a NIST System of Record;

is able to save/export all images to a bmp, jpg, or tiff format; accomplishing
the same from any application used for viewing system data;

is able to import all images from a bmp, jpg, or tiff format;

is able to send and receive NIST-standard Type 1, Texas DPS Type 2 (Texas
DPS EFTS), Type 4, Type 9, Type 10, Type 14, and Type 15 records to
other systems supplied by other vendors or manufacturers and card scan
workstations;

malnages, stores and controls access to all records, with particular care and
attention given to Juvenile records, in accordance with applicable
requirements. Provides an AFIS that includes automatic record
consolidation, allowing human intervention to choose the best prints, on
duplicate fingerprint records;

consists of software, equipment and proceSses, which meet or exceed the
referenced published standards and that includes system administrator tools
that allow for monitoring, maintenance, database quality control
mechanisms, report generation (e.g. ad hoc, standard, etc.) and system

analysis. Provides a workflow manager to change or create workflows and
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profiles configurable to HPD’s needs; and

is intuitive, easy to use, easy to learn, and responsive by providing HPD with

user-accessible status information for all work in progress and completed

transactions; supports import/export of data; as well as supports queries of
status of submissions to/from external systems such as TXDPS Electronic

Arrest Reporting error messages provided via Texas NATMS;

has an uptime of 99.99% when measured on a yearly basis by providing an

on-site Cogent Technician who is accessible to HPD 24 hours per day, seven

days per week, 365 days per year;

has workstations which:

o allow side-by-side image comparison, without space or options
between the search and respondent images;

o allow fetch of unsolved latents from a database to display on a
requesting workstation and/or compatible desktop to re-edit minutiae
and generate a subsequent search;

o allow a single workstation to have multiple monitors, which may be
manipulated to display parts of the whole HPD-BIS workbench;

o allow multiple users to access any database/file, simultaneously.

has the ability to process transactions based upon a Profile that:

o allow for the control of messages, databases/files/images

included/excluded in search requests, information, and generally
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control all processes of the proposed system;

o allow for continual operation without intervention by Contractor (i.e.

reallocation of numbers); and
o allow HPD to manage, create, and edit Profiles, with no intervention
or assistance of Contractor.
has components where every component is capable of being periodically
tested and maintained to ensure quality performance in accordance with each
component’s associated minimum standards throughout the life of the
System; has schedules, procedures, and other resources to facilitate the
calibration, maintenance and quality control of the System.
Provides software, which monitors the entire System for vital information,
such as transactions, messaging, communications and connectivity.
has workstations where each workstation is configurable to enable digitized
records to be transmitted to a user-selected system or device, including the
local AFIS, a remote AFIS, a remote recipient as an e-mail attachment, a
networked printer, or a directly-attached printer.
HCSO AND HPD TRANSACTION EXCHANGE
HPD must be able to transmit LiveScan captured data in the ANSI Standard
Data Format for the interchange of fingerprint, facial and scar-mark-tatoo
information (ANSI/NIST-ITL1-2000) to the exchange server provided under

separate agreement with HCSO’s AFIS vendor for conversion to native
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36)

37)
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Motorola OmniTrak format for HCSO use. HCSO currently operates on a
Motorola BIS version 9.1 system. Similarly, Contractor must configure
System to receive returned results from HCSO and incorporate results
received into HPD’s AFIS workflows, servers, originating LiveScan
Devices, with flexibility to be configurable to HPD’s requirements.
ELECTRONIC DATA CONVERSION

Contractor must convert all images, data and other electronic components on
HPD’s current legacy LiveScan-2000 system to the System proposed by

Contractor in its response to City's RFP. Contractor shall convert an

estimated 290.050 NIiST images, remainder of the AFIS database from FULT

native Motorola PrintTrak and manually encoded minutiae that HPD has
recorded over an extended period of time. Original legacy minutiae ridge
placement must be maintained in the conversion. Contractor is also
responsible for hardcopy conversion of old DCT files to 1,000 PPI in NIST
format and enrollment of 200,000 hardcopy palmcards.

FINGER PRINT MINIMUM REQUIREMENTS

C(;ntractor’s proposed System must include at a minimum a LiveScan
system that:

is certified with the Image Quﬁlity Specification (IQS), Appendix F of the
FBI’s Electronic Finger Print Transmission Specification (EFTS) and is
capable of performing periodic automatic calibration;

captures rolled finger images, slap (plain) finger images, lower palm images,

upper palm images, and/or writer’s palm images,
46 January 25, 2007



39)

40)

41)

42)

43)

44)

45)

H\MR\COGENT.WPD

signature capture and photo/MugShots within each integrated LiveScan unit;

provides a guaranteed delivery of the completed transaction and all
associated records to all configured destinations;

utilizes the existing demographic data gateway (DDG) interface; with data

~ elements sent using a record format defined in the ANS ANSI NIST-ITL I-

- 2000 Rev. of NSB-ICST 1-1003 and ANSINIST ITL 1a 1997 American

National Standard for Information Systems, Data Format for the interchange
of Finger Prints, Facial and Scar, Mark, and Tattoo (SMT) information;
supports a local printer for output of hard copy cards in the existing Texas
and FBI Criminal and Civil card formats without the retirement of a print
server; network capability preferred;

is capable of capturing a full NIST package to the extent that NIST record
types are currently defined, including all non-reserved and placeholder NIST
types;

captures and stores images at the originating agency using a resolution of
1000 ppi, while still contributing to the 500 ppi repository at other agencies,
as desired using prevailing down-sampling techniques;

has a booking system which includes an advanced digital camera with pan,
tilt, focus and zoom capabilities;

uses platens, which do not require on-going manual calibration;

captures, stores, searches and exchanges NIST compliant images and
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transactions;

provides images free from Finger Print residue left over from a previous
capture of Finger Print impressions through an optics scheme that ignores
ghost images;

has a mandatory simultaneous impression (slap) to roll Finger Print
comparison of images that will guarantee that the proper sequence of rolled
impressions is maintained;

that is a device with the ability to perform two-finger print searches with
accuracy;

is portable yet rugged and encased in a cabinet;

is capable of connecting locally or remotely to HPD using the same type of
connection as other HPD workstations;

has a minimum capacity of 100 mpbs Ethernet connection to connect

locally; and

performs with 56K, fractional (e.g. DSL) and TI data lines and is capable of

transmitting 1000 ppi images at the intake centers.

TEN PRINT/PALM PRINT

Profiles with the capability to encode minutiae by either manual or lights-out

methods with no false minutiae plotting;
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Processes, procedures, and resources, which facilitate a robust Quality
Control (QC) system, allowing AFIS Unit officers the ability to QC
LiveScan data, Ten Prints, Palm Prints and/or MugShots from remote
workstations and either submit the record for Ten Print processing or return
the record to the originator for processing.

has the ability to print images utilizing FBI certified printer technology that
diminishes line quality degradation.

has the capability to capture, save, search, process and manage Ten Prints
and Palm Print images and similar capability to search NIST formatted
submissions.

Workstations which:

® allow fetch of unsolved latents, Ten Prints, and Palm Prints
from a database to display on a requesting workstation and/or
compatible desktop to ré-edit minutiae, reposition fingerprint
images and generate a subsequent search;

] allow side-by-side image comparison, without space or
options between the search and respondent images;

e have ability to review capture areas and to correct for

improperly captured Finger Print/Palm Print images by
adjusting the location, rotation and angle of the fingers/palm

and the capture boxes;
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capture Finger Prints and demographic data from hard copy
Finger Print cards;

scan and digitize Finger Print images from hard-copy Ten
Print cards;

format NIST Ten Print records;

transmit NIST Ten Print records via HPD’s communication
networks;

capture rolled finger print images, slap finger images, lower
palm images, upper palm images, and/or writer’s palm
images;

use high-resolution (500 and 1000 ppi) scanner for Ten
Print/Palm Print card entry, accommodating HPD Palm Print
card format. FBI ten print format or HPD tenprint format;
automate Finger Print/Palm Print image enhancement and
clarification;

allow users to consolidate or unconsolidate schemas when
verification of Finger Print matches indicates duplicate
Finger Print files;

provide measures that allow users to resolve challenges with

systemic error resolution in AFIS, MugShot and NIST

archives;
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° allow user entry of Filter and Record types, following NCIC
Operator Manual Specifications:
Filter Types:
¥ Sex
| % Race
% Ethnicity
% Year of Birth
Record Types:
% Criminal
% Applicant
% HPD Classified
% HPD Volunteer
% Sex Offender
Ya Sexuélly Oriented Business Applicant
% Auto Dealer
% Wrecker Driver
% Taxi Operator
58)  The AFIS host system must be capable of performing automated searches and
matching of latent prints submitted in a "latent inquiry" against each print in the

unsolved latent database, the online 10-Print database, and the online Palm Print

database.
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59)  The AFIS host system must enable a user to establish a standard search space that
will be the default for any latent inquiry. Options should include: (1) search all
(10-Print records, Palm Print records, and the unsolved latent file); (2) search Ten
Print records and the unsolved latent file; or (3) search Ten Print records only.

60)  The AFIS host system must enable a user to: (1) select from any of the available
optimized search schemas (e.g., standard latent or specialized Palm Print matching
schemas) for a latent inquiry; or (2) resubmit the latent inquiry using another
optimized search schema without rescanning or editing the search print or (3) allow
for scheduled searches to the unsolved latent database.

61)  The AFIS host system must be able to accept, process, and respond to latent
inquiries from networked input and analysis workstations in the Agency and from
authorized external agencies.

62)  The AFIS host system must support setting a default number of candidates to be
returned for each inquiry, must enable individual users to increase or decrease the
requested candidate list length for any specific inquiry, designate lights out or quasi-
lights out functionality for any given profile as determined ay an AFIS supervisor
and allow manual adjustments to settings, core/axis adjustments and search
parameters.

63)  The AFIS :host system must allow an administrator to establish a default standard
search priority for all latent inquiries, and allow an individual user to modify the

priority for any specific inquiry.
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access to the HPD-BIS system, but do not input new images into the databases. HPD will
supply all necessary workstations to meet Contractor’s minimum specifications.

Input Stations are devices, which have the capability of workstations and have devices to
input images into the databases. For example, a LiveScan is an Input Station. Latent input
stations must incorporate high resolution input devices including a 1000 dpi camera system
and flatbed scanner with like resolution.

HPD requires new equipment listed in Exhibit “A-2" to be provided at specified locations.
The equipment is listed with the intention of identifying a preliminary list of specialized
equipment that may be located at potential sites. Contractor may review the list and make

recommendations to improve operations.

Contractor shall ensure that all HPD operators are able to access AFIS, NIST, MugShot,
and QC functions from any HPD workstation.

Central Jail

The Central Jail requires three LiveScan and one workstation with a Verify Device. The

City retains the option to purchase two additional LiveScans and one Verify Device in the

future.

Identification Division - Application Room

The ID Applicant Proeessing Room requires two LiveScan Devices.

Identification Division - AFIS Unit Work Room

The AFIS Unit Work Room requires three multi-purpose Input Stations, capable of
processing QC, conducting searches, casework, and/or images for either AFIS or MSS
systems. Contractor shall provide Input Stations with multiple monitors to enable HPD

operators to view images side-by-side and concurrently access all areas of Contractor’s

HAMR\COGENT.WPD 54 January 25, 2007



proposed system. The City retains the option to purchase two additional multipurpose

input stations in the future.

Identification Division Latent Laboratory

The Latent Laboratory requires two Latent Processing Input Stations, with the option to
purchase an additional Latent Processing Input Station in the future.

Identification Division Photography Laboratory

The Photography Laboratory requires no special equipment.

Southeast Jail Women

The Women's Southeast Jail requires two LiveScans and one workstation with a Verify
Device. One of these stations, in addition to processing female prisoners, will serve as a

back-up station for the processing of Juveniles and will require access to the Juvenile

subsystem.

Southeast Jail Male

HPD requires the option to purchase two additional LiveScan and one Verify Device for the .
Southeast Jail Male processing area.

Southeast Jail Juvenile

The Juvenile Jail requires one LiveScan station that has access to the Juvenile system
software, functions as the primary Juvenile processing station, and will serve as a back-up
station for the processing of adult female prisoners.

Computer Center

The Computer Center houses all common, networked equipment.

Portable Equipment
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HPD requires one portable LiveScan Device which, when connected to the HPD Intranet,
performs all functions of an Input Station. HPD requires the option to purchase two
additional portable LiveScan Devices in the future.

Northwest Patrol Substation

The City has the option to purchase one additional LiveScan Device for the Northwest

Patrol Substation.

North Command

The City has the option to purchase one additional LiveScan Device for the North

Command.

Northeast Command Station

The City has the option to purchase one additional LiveScan Device for the Northeast
Command Station,.

Westside Command

The City has the dption to purchase one additional LiveScan Device for the Westside

Command.

Bush Intercontinental Airport

The City has the option to purchase one additional LiveScan Device for the Bush
Intercontinental Airport.

Hobby Airport

The City bas the option to purchase one additional LiveScan Device for Hobby Airport.

Houston Port Authority

The City has the option to purchase one additional LiveScan Device for the Houston Port

Authority.
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Interfaces and Data Flows

Contractor shall regulate all HPD current interfaces and data flows as documented or
required. Contractor’s proposed System must allow HPD to fulfill all its obligations on
such a System, including, but not limited to, maintaining Juvenile records, reporting arrests;
and the System shall be equipped to allow HPD operators to conduct database searches
with the assurance that the results are reliable.
Contractor shall provide messaging flows equipped with the ability to allow HPD to
perform Qaulity Control procedures, scan checkpoints from HPD and from the HCSO
interface based on the Profile configured according to HPD-provided business processes.
Contractor shall provide data flows that include the reception of Pre-Booking data from the
Unisys mainframe, route data to HPD Quality Control, route transactions to HCSO
depending on the Profile, reception of HCSO Hit/No Hit as well as SPN, SO and SID
numbers.

Optional Component Requirements

Reporting of TxDPS EAR

In accordance with Texas Department of Public Safety requirements and pursuant to
Chapter 60 of the Texas Code of Criminal Procedure, HPD desires to voluntarily transmit
Texas Departmeht of Public Safety’s Electronic Arrest Reports (EARs) via Texas
Department of Public Safety’s Networked AFIS Transaction Management System
(NATMS), all available aspects of the NATMS system, including information that is
returned (SID, FBI numbers, etc.).

In order to allow HPD to accomplish the above goal, Contractor shall provide a System that

HPD may have certified by the Texas Department of Public Safety for such voluntary self-
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reporting by HPD.

Unsolved Latent Databases

HPD maintains an Unsolved Latent Database (ULD) and requires all searches for Finger
Print matches be performed on this database. Further, HPD desires to participate in all
local, regional, state, and national ULD database efforts.

HPD desires to integrate the FBI Universal Latent Workstation (ULW) system into its
processes. Contractor shall interface its proposed System with HPD’s existing processes,
preferably without the need for 'second encoding'.

Contractor’s proposed System for HPD shall electronically interface with the Texas
Department of Public Safety’s AFIS system. Contractor shall configure all resources
available to HPD through the Texas Department of Public Safety system in such a way as to
maximize their utility to HPD.

Performance, Certification and Testing Resources

Contractor’s proposed System shall have the capacity to outline requirements, document

actions, and verify the performance, actions, and ability of an individual in certain

functions, including the testing of specific performance criteria, skills, responses,

proficiency testing and/or ability to process cases in a particular manner or period.
Mobile AFIS

In a phased manner and subject to the availability of funds, HPD desires to empower its

officers to collect and verify biometric information from the field and thus views the

MAFIS as a seamless component of its overall Biometric Information management. HPD
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intends to purchase one-hundred mobile ID devices, mobile AFIS server and training and
install supporting equipment and a limited number of remote devices. Contractor shall
provide the host software required to support the above function.

Conversion of Hard-Copy Palm Print Cards

HPD has approximately 200,000 inked Palm Print cards for Contractor to enroll into the

HPD AFIS database.

Acceptance of HCSO SID, SPN and SO Number

HPD requires the automatic acceptance of HCSO updated information. HCSO will
transmit to HPD the System Person Number (SPN), State ID Number (SID), and Sheriff's
Office Number (SO) after they receive their NATMS reply from the Texas Department of
Public Safety. Contractor shall ensure that it develops a feature for its proposed System to
allow it to update the HPD AFIS system upon receipt of a message from the Texas
Department of Public Safety via the HCSO.

Credit for Old Equipment

Contractor shall appraise all existing equipment identified for disposal and provide the
Director and senior HPD staff with a written estimate of the credit Contractor will provide
for such equipment or a written estimate of the price Contractor is able to obtain for such
equipment. In the event, Contractor is able to identify a buyer for such equipment,
Contractor shall assist the Director in transferring title to such equipment to the buyer.

Disposal of Old Equipment

Contractor is responsible for disposing all existing equipment identified in writing by the
Director and senior HPD staff for disposal by Contractor because such equipment will no

longer be required since it is béing replaced by Contractor’s proposed System.
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System Documentation

Contractor shall provide detailed Documentation of the System for both City end-users and

HPD technical staff,

Training

Contractor shall provide training to HPD technical staff and City end-users identified by the

Director to undergo such training as detailed below:

1)

2)

3)

4)

3)

6)

HAMR\COGENT.WPD

Managers who are not System users, two-hour training sessions acquainting
Managers with the features of the System, with six Managers participating in each

session;

System Administrators, one-day training sessions on the functions of the System in

batches of two per session;

LiveScan Operator Training, four-hour training sessions on the operation of the
System, in batches of 12 per session;

Multi-Purpose Workstation Training, one-day training on the operation of the
System in batches of 10 per session;

Latent Workstation Training, two-day training on the operation of the System in

batches of four per session;

Live ID Workstation Training, two-hour training on the operation of the System in

batches of four per session; and
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7) Mug Shot Photo Operator Training, one-day training on the operation of the

System.

(8) Contractor shall schedule the training sessions and submit the relevant curriculum
to the Director for approval for each type of training provided by Contractor as set
out above.

9 Contractor shall provide a hard copy of the user manual for each workstation
operated by City end-users.

(10)  Contractor shall install an electronic version of the user manual and on-line help
resources on each City workstation identified by the Director.

(11)  Contractor shall provide all authorized users access to its web-site, the Cogent Users
Group International (CUGI) in order to enable users to access resources‘ such as user
forums, FAQs and user tips, etc.

(12)  In consultation with the Director, Contractor shall provide two attendees from HPD
to attend its annual conference at no charge.

System Support and Maintenance

Contractor shall provide technical support and maintenance for the City’s AFIS System provided

by Contractor under this Agreement, which shall include access to Contractor’s trained and

experienced technical support staff via:

(a) an onsite Technician assigned to the City and accessible to the Director and HPD IT staff
24 hours of the day, 7 days of the week, and 365 days of the year;

(b) software support for all software programs on the System, 8:00 A.M to 5:00 P.M. Central
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Time, Monday through Friday, with a response time of four hours for any support calls

made during the hours listed above and within 24 hours of a support call made during after

hours;

(©) Contractor’s 24-hour help desk telephone number, (800)-000-0000;

(d) Contractor’s automated tools for logging calls to the help desk;

(e) Contractor’s feedback through its analysis and reporting tools Contractor uses to monitor

the types of reports received by the Help Desk for use in continuous quality improvement;

and

® Contractor’s remote software maintenance tools.

City’s Responsibilities

City shall provide the following items for the Project:

(A)

(B)

©
D)

(E)
)
@

Training

Suitable space for all System equipment being installed by Contractor under this
Agreement;

Adequate space for the single computer rack that will contain all servers and
network components required for the central System;

Adequate power for all components;

temperature and humidity within the range required for equipment to perform
properly;

adequate work space for HPD staff who will administer the System;

outlets to allow connectivity to HPD’s WAN and HPD-supplied SAN storage; and

512kb fractional T1 line for proper operation without delays.

Classrooms and computer workstations to provide training under this Agreement.
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EXHIBIT "A-1"

COGENT

COGSENT < sSysTEMS AFIS for the Houston Police Department

G _System Description

Please provide a complete description of your System. Description is to include, but not limited to, area such
as technical, reporting, and operational aspects. Clearly outline ho w your System is intended for use at HPD.

References, current installations of the System, approximate user base, user groups, Support groups, and other

resources for the users of your System are required. Please be sure to include references to performance
expectations, such as minimum search times for 10 print, palm, and Latent returns.

Life Cycle Maintenance, system Refreshes, technology, and in
could expect as a user of your proposed System, is required.
warranties, upgrades (free and at q cost), and enhancements to

A description of your up-coming releases,
general, the product line development we
Reference to expected useful life, phase-outs,
the system is a requirement.

vy to clearly detail your system access, functionality, and its’

ilable, please include user, administration, configuration, site-
wals, tutorials, and available electronic copies of supporting

Please include all documentation necessa
capacity. If possible, appropriate, and ava
preparation, and other appropriate mam
documentation.

'Records Management S; ystem (RMS). Please provide a

HPD is currently in the initial stages of replacing its
ur proposed system comes pre-

detailed description of RMS systems, what interfaces, and what functionality yo
configured with for the purpose of information exchange.

Detail in regards to network throughput, protocols, operating systems, and other needed resources are
required. Please explain and discuss concepts, performance, and systematic Hows of your proposed system

of features, such as matching capabilities, accuracy metrics, error rates, and

and subsystems. Discussion o
other performance measurements, are required. Diagrams, tables, and supporting documentation are strongly

h %m%%}?’

Cogent has carefully analyzed HPD’s requirements, and we believe that we

Cogent’s Response:
have a comprehensive and detailed understanding of the project requirements based upon our

extensive experience with the successful delivery of other similar systems, including the replacement

of a number of Printrak systems.

a. HPD’s AFIS requirements describe a standard suite of capabilities that are common to the
current generation of AFIS systems. Cogent has direct experience and proven success in
delivering this same suite of capabilities and is fully aware of the technical and operational
issues associated with the delivery of an advanced-technology AFIS and with the seamless

integration of the system into a complex criminal Justice systems environment.

b. The HPD AFIS requirements are driven by loss of support for current AFIS system coupled

with the need to keep pace with continuously expanding requirements for functionality,
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performance and especially accuracy. Cogent’s proven advanced AFIS technologies

solutions and scaleable open-systems architectures will result in a system that achieves a

quantum leap improvement in positive identification performance, with designed-in

flexibility and expandability to meet HPD’s identification needs for years to come.
t concern about the potential for service interruptions to system

c. The HPD requirements reflec
Cogent’s standard COTS AFIS provides all of

users during the migration to a new system.
quirement for development,

k. Even the

the required functional and performance capabilities with no re

resulting in a solution with effectively zero technical and schedule ris

implementation of standard data exchanges between the new system and the Harris county

AFIS can be supported by Cogent’s proven advanced workflow management capabilities,

which enables interfaces to be easily configured using standard communications protocols

and message formats, again with no development risk.

G
s

G SUSTEUE Ajc i

lowing pageshows the logical architecture of Cogent’s proposed AFIS system.

The architecture features redundant clusters of high-availability components to achieve the

Department’s system reliability goals. All active servers and network components are configured in

d dual-server clusters, in an architecture that will deliver exceptional fault tolerance

cross-connecte

and near 100% availability in long-term continuous operations.
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Figure G-1. Logical AFIS Architecture ‘
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The AFIS Central System includes:

* A CAFIS Cluster of two redundant high-performance servers, each hosting complete
instances of the CAFIS, Transaction Management and WebArchive applications. The
CAFIS applications are responsible for control of the system’s external interfaces, end-to-end

management of all internal system processes associated with identification processing, and

Archive database management and data access.

A Mugshot Cluster of two redundant, high-performance digital image servers, each running
the Dataworks Digital Photo Manager applications suite, which provides complete

management of the digital photo records and a comprehensive suite of investigative tools for

photo lineups, mugbooks, wanted posters, etc.
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= A Cluster of Cogent’s high-performance PMA Matching Engines, sized to exceed all of
HPD’s identification accuracy, throughput and response requirements for every identification

search type. The AFIS Matching Cluster is a dual-PMA configuration of Cogent’s COTS

PMA Elite fingerprint match engines. The unique PMA matching engine is the basis of
Cogent’s scaleable AFIS solutions and the PMA configuration specified for HPD is a

functionally-equivalent but lower speed version of the PMA configuration used for the

Department of Homeland Security’s US VISIT project and other major law enforcement

systems around the world. For HPD, the PMA matching engine can process a tenprint search

of the entire subject database without filtering with greater than 99.9% accuracy.

The system leverages the existing HPD environment, and will utilize:

»  The HPD SAN for all AFIS data storage, along with its associated backup capabilities for
secure backup of the SAN databases.

The HPD local area network in the Computer Center for connecting the AFIS components,
and
The HPD wide area network for communications between all distributed workstations and

the central AFIS.

An optional feature of the architecture illustrated above is the ability to easily implement a mirrored

operational Disaster Recovery (DR) system at Cogent’s Headquarters in Pasadena, CA. If
t mirrored copy of the database and

implemented, Cogent’s mirror site would maintain a curren
pted HPD AFIS operations, all

transactions. If a catastrophic event were to occur that totally disru

operational functions of the AFIS could be rapidly transferred to the DR system to provide continuity

of services for even an extended period of time while primary site restoration was in progress.

The Logical Architecture illustration also shows the installations of the system’s workstations,

including:
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The LiveScan workstations that will be installed at the Centra] J ail, South East Jail (women’s

booking and juvenile booking), and the Identification Division’s Application room, as well

as the portable LiveScan workstation.

The AFIS Unit’s Multi-purpose Workstations (aka Cogent’s standard “Multifunction

Workstations™) for tenprint and photo input and verification operations.
The Latent Laboratory’s new Latent Input and Verification workstations.

Optional MobileID units are proposed (and fully supported by the baseline CAFIS
application) to support HPD’s planned testing of mobile AFIS identification.

All multifunction (tenprint/mugshot) and latent workstations feature the Cogent CAFIS Version 5.1
software. Each workstation can perform ALL CAFIS workstation functionality (tenprint, latent,
palm print, photo, and system administration) and each workstation configuration includes an FBI-
certified 1000ppi flatbed scanner. The two (2) workstations that support latent transactions are also
equipped with a high-resolution camera for inputting latents. All of the workstation applications run

on standard MS Windows PC’s and support standard capabilities such as printing using directly-

attached or network-attached printers.

All supplied LiveScan workstations will include Cogent’s LiveScan software and will configured
and integrated within the HPD workflows. Our LiveScan software includes the same AFIS image-
processing software that is used by the AFIS to ensure high quality image capture at the LiveScan for
increased database quality and search accuracy. The record quality provided by Cogent’s LiveScan

workstations is a major factor enabling the implementation of i ghts-out input processing which can

virtually eliminate the need for manual QC of incoming records.

Figure G-2 on the following page shows the physical architecture of Cogent’s proposed central
AFIS system implementation. The proposed configuration of cross-connected servers will be

installed in duplicate configurations in a single equipment rack with independent power supplies to

provide extremely high operational availability.
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| Central AFIS Architecture

Figure G-2. Physica
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Cogent’s proven system monitoring software, that is a function of the Transaction Control services,

is the key element of the system’s fault tolerance capabilities. The status of all system components is

n the event that any component fai
ons to the active components of the

monitored in real time and, i Is or is not available, the system

provides for instantaneous automatic re-routing of transacti

clusters.
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In this section we provide a point-by-point response to the requirements in Section 3 of the RFP.

The RFP requirement is listed in blue italic font, followed by Cogent’s response in black font.

The system proposed must:

3.1.11 Be a turnkey solution.

Cogent’s Response: Cogent has carefully analyzed the current HPD AFIS description and we fully

understand your existing system and its capabilities based on our experience in replacing similar
Printrak systems. Cogent’s proposed CAFIS solution is a turnkey system of 100% proven COTS

components, configured to meet or exceed all of HPD’s functional and performance requirements.
period possible, by searching the largest

system administration to configure hit and
d filtering parameters and achieve lights-out

3.1.12 Identify each individual, within the shortest
number of records available, allowing HPD
no-hit thresholds, change and edit search an
processing, when desired.

Cogent’s Response: Cogent’s COTS identification technologies provide the world’s fastest real-

time identification processing. Cogent’s CAFIS will exceed the current throughput capabilities in

every identification search mode for tenprints and latents by orders of magnitude, and the potential

for system expansion is virtually limitless.

Tenprints: Cogent’s proposed CAFIS system uses no filtering as it’s default search mode for

tenprint searches. With exceptional quality performance and configurable identification thresholds,

CAFIS delivers true lights-out efficiency and.Cogent’s proven technologies achieve real-world

operational tenprint identification accuracy that exceeds 99.9%. (We have demonstrated 100%
Ten-Print-Ten-Print matching accuracy in competitive benchmarks and subsequent system

acceptance tests for both the Los Angeles County AFIS and the States of Connecticut and Rhode
Island AFIS.)

Latents: Cogent technology represents the state of the art in high performance latent identification

systems. Cogent pioneered the unfiltered search of both flat and rolled images and 100% database

penetration (no filtering), and now we search all prints from every record in the Archive, This

unique capability is made possible by the sheer power of Cogent’s PMA Match Engines.
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Print quality is the single most significant factor in the maintaining the overall AFIS accuracy

and Cogent’s image quality software applies stringent quality assurance metrics to ensure that all
records meet the system’s high quality standards. For each

(livescan, inked cards, etc..) Cogent’s software enables configuration and tuning of

of the sources of fingerprint images

quality thresholds

to achieve optimal “lights-out” operation.

3113 Improve timeliness and quality of information.
Cogent’s Response: Cogent has replaced obsolete Printrak systems and is familiar with Printrak

technology and with some of the non-standard peculiarities of their system implementations. The

size of the database is relatively small in comparison to other Cogent state-level systems, and the

performance capabilities of Cogent’s proposed HPD CAFIS system will provide an orders-of-

magnitude improvement in the State’s identification services.

Position the department to take advantage of current and next generation Integrated

Automated Finger Print Identification Systems (IAFIS).
is an active participant in organizations/work groups involves in the

3.1.14.

Cogent’s Response: Cogent

development of AFIS standards and our res
bring our products in line with new industry standards as they emerge and are consistently among the

earch and development department works diligently to

first to complete necessary product upgrades when existing standards are revised.

Cogent’s COTS CAFIS software has built-in capabilities that facilitate interconnectivity and the

exchange of records and identification information with other agencies without any need for costly

new development. Cogent’s CAF IS capabilities include:

e Full support for NIST-compliant data exchanges with the capability to easily send and

receive Texas EFTS and FBI EFTS encoded records.

o Full capability to handle WSQ-compressed 500ppi image records and JPEG2000-

compressed 1.000ppi images.
Data sharing capabilities that enable any tenprint, palm print, latent or photo
record to be transmitted electronically using standard NIST formats, with record

components transmitted as standard attachments to email messages.
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3.1.1.5.

o Data access capabilities that enable external agencies to access records in the

NIST Archive using a standard web browser, based on straightforward
establishment of security access authorizations.

Record receipt capabilities that enable the Cogent AFIS to receive an electronic
transmission of a NIST-compliant record from an external agency, import the

record for processing, perform an identification search, and route the search

results to the originating agency.

Full compatibility with FBI Universal Latent Workstation (ULW) capabilities for

encoding, transmitting and receiving latent fingerprints and palm print images.

o Built-in capabilities for transcoding latents for submission to any external AFIS,

including the FBI IAFIS.

Proven capability for receiving electronic transmissions of latent fingerprint
images and encoded fingerprints from external latent workstations, importing the

latents for identification searching, and returning the search results to the

requesting agency.

Image processing capabilities that enable 1,000ppi fingerprint, palm print and latent
images in CAFIS to easily be transcoded as 500 ppi images for transmission to agencies

with, for example, older AFIS technology that is not capable of handling 1,000ppi image

records.

Take advantage of technological advancements in:

*  Advanced Finger Print Identification Technology (AFIT)

v Quality Check (QC) Automation

»  [nterstate Photo System (IPS) Enhancements
s Disposition Reporting Improvements (DRI)

»  Enhanced IAFIS Repository

»  National Palm Print System (NPPS)
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Cogent’s Response: Cogent’s record as an AFIS technology innovator allows us to deliver the
advanced features that HPD is seeking with the lowest possible level of performance risk, because

the innovations are already well established features of a Cogent AFIS.

Cogent’s advanced fingerprint identification technologies improve the accuracy of all
tenprint and latent identification applications. The use of unfiltered search workflows (i.e.,
100% penetration of the subject database) in which all tenprint and latent searches are
processed against the full tenprint database, regardless of the size of the tenprint database or
the number of transactions performed each day. The searching of tenprint database
containing both rolled and flat fingerprint impressions. Cogent achieves higher accuracy

based on the searching of composite records containing the best available print for all

subjects enrolled in the database.

Cogent has consistently been an industry leader in terms of latent search accuracy and hasa
strong record of continuous improvement in this area. Our current software incorporates
advanced image processing techniques and uses an accuracy-enhancing latent search
workflow that can only be performed on systems capable of extremely high matching
transaction speeds. Cogent’s solution is designed to perform latent searches using 100%

database penetration against the tenprint database with 20 fingers in a tenprint record (flat

impressions and rolled impressions).

Cogent has extensive experience with two-finger identification technology, having delivered
and supported advanced identification services for major law enforcement and civil agency
identification applications over the last 10 years. Most notably in the area of two-finger
identification services is our work for the Department of Homeland Security (DHS). The
DHS IDENT and US-VISIT applications are both based upon two-finger, flat impression

searches and go against databases exceeding 5,000,000 subjects with transaction response
times measured in seconds.
Cogent provides extensive automated quality checks as the basis for the system’s proven

high accuracy lights-out identification capabilitieé. Cogent’s image quality checks include:

standards compliance checks that closely conform to IQS standards (image scale, distortion,
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3.1.16.

gray scale linearity and dynamic range (‘contrast’) and MTF performance), minutia quality

and count metrics, and rolled fingerprint sequence checks.

Cogent Systems has teamed with DataWorks Plus to provide a their Digital PhotoManager
solution, a comprehensive data and image management system designed as a large enterprise
application. The system provides strict security and controls, instant access to images, and
easy transfer data between other applications. The standards-based application fully supports
interstate photo system applications. Agencies currently utilize Digital PhotoManager to
store not only the traditional mugshots, but also agency images including Employee, Sex
Offender, Domestic Violence, Missing Persons, Pistol Permits, Parole, Crime Scene, Single
Fingerprints, Signatures, Property, and many other image types. Digital PhotoManager has
become the central repository for statewide imaging applications in Michigan, Pennsylvania,
and New York. Currently, over 25,000 Pennsylvania énd New York Public Safety web users

have secure access to more than 5,000,000 mugshot data records and 12,000,000 photos

through the integration of the two statewide systems.

CAFIS supports GJXML data exchange and all standard data communications protocols, and
the CAFIS Transaction Manager application enables the configuration of seamless data
interchange capabilities with sophisticated decision logic to produce a fully integrated

workflow capability for records management and enhanced processing and dissemination of
updates and dispositions.

Cogent’s proposed Archive implementation stores 100% NIST-compliant storage of

tenprints, palm prints and digital photos, with secure web-browser based capabilities for
viewing and retrieving records.
Cogent was the first company to integrate palm print identification capabilities into its AFIS.

It has been delivering this capability to customers since the late 1990s. Cogent has installed

more palm print identification sites than all the other AFIS vendors combined.

Incorporate all available local, regional, and national AFIS databases into a seamless

resource.
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Cogent’s Response: Cogent’s comprehensive compliance with NIST standards, native functionality
for ULW-equivalent automated formatting, and configurable workflow processing will enable the

system to accomplish the goal of seamless identification searching of all available local, regional and

national AFIS databases..

Install a scamless system for the purpose of managing biometric data and providing for

31.1.7
system logging, backup, restart and recovery capabilities.

Cogent’s Response: Cogent’s CAFIS database management capability provides fully integrated and
seamless management of AFIS identification records, transaction data, and system logs, and provides
advanced capabilities for rapid system backup and recovery.

Access biometric information via the HPD Intranet and Web based applications (SMTP,

FTP, etc...).
Cogent’s Response: Cogent’s design utilizes a proven COTS web browser-based user interface that

3.1.1.8

provides superior flexibility and maintainability for information entry, storage, transmission and

access, and is the foundation for establishing consistent system-wide user application interfaces and

data access.

3119 Real-time access via a responsive, secure, and flexible application in to the proposed

system.
Cogent’s Response: - Cogent’s CAFIS provides secure browser-based access to records and

applications, and flexible efficient client workstation applications that enhance user productivity.
For example, benchmark testing in Los Angeles County documented a significant improvement in

latent input and identification processing that was achieved using Cogent’s client applications

design.

3.1.1.10. State-of-the-Art processes, equipment, and service.

Cogent’s Response: Cogent’s AFIS technology is at the forefront of the industry and embodies
industry leading technologies and innovative features that all contribute to Cogent’s recognized high
performance. The HPD AFIS configuration includes the AFIS servers, hardware matching engines,
and the full range of specified types of workstations in the hardware configuration, and all CAFIS
software (server and workstation) necessary to provide the required functionality. The hardware
configuration is based on current Dell and IBM servers, ensuring availability and continuity of

equipment and system support. This is also true of our use of such staple information technology
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products as the MS SQL 2003 database manager and current server operating systems including Red

Hat ES 4.0, SuSE Linux 9.0, and MS Windows 2003 Server. Similarly, Cogent’s corporate

commitment to our customers is that fielded CAFIS products are supported as long as they are in
operational use by any customer. The Cogent PMA has been and continues to be an evolving product
line based on modern technology COTS components. We are committed to continued PMA product

support in the same manner as we support our COTS software, always with full backward

compatibility.

3.1.1.11 Minimize the impact of this project.

Cogent’s Response: The HPD requirements are to some extent driven by the fear of change and
concern about the potential for service interruptions to system users during the migration to a new
system. Cogent’s standard COTS AFIS provides all of the required functional and performance
capabilities with no requirement for development, resulting in a solution with effectively zero
technical and schedule risk. Even the implementation of data exchanges between the new system
and the Harris county AFIS can be supported by Cogent’s proven advanced workflow management
capabilities, which enables interfaces to be easily configured using standard communications
protocols and message formats, again with no development risk.

On the other hand, we anticipate that there will be huge impacts to the efficiency and effectiveness of

all identification operations if HPD implements a Cogent system:

* Astounding improvements in identification performance with transaction processing

speeds orders of magnitude faster than your current system !

* Substantial improvements in crime solving capabilities, based on Cogent’s superior,

benchmark-proven latent print and latent palm print identification accuracy !

Measurable improvements in user efficiency and the potential for up to 95% manual

workload reduction with Cogent’s proven lights-out input and search results processing !

Significant improvements in database quality (Our experience in converting other
databases from your current vendor’s systems revealed a considerable number of previously
undetected sequence errors and duplicate records in the database, and database quality

improvements achieved in conversion have resulted in q significant number of latent hits).
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Allow all components to be site independent. Components must be able to move anywhere
within the HPD Intranet.
se: Cogent’s CAFIS design is completely modular and is also based on open

3.1.1.12

Cogent’s Respon

systems principles. System configuration and reconfiguration is accomplished by straightforward

edits of system configuration tables, for example to change IP addresses to reflect workstation or
server moves. Because of our adherence to open systems principles, the CAFIS applications are also

mobile with respect to the host processors, and can be transferred to other computer hosts without

incurring requirements for redesign or additional cost.

Include components, which comprise an integrated environment for the purpose of

3.1.1.13
biometric information management.

Cogent’s Response: Cogent is proposing a fully integrated AFIS with end-to-end workflow

management and database management capability that can handle simultaneous transactions without

loss of data.
Have the ability to manage access to functions and data, by using user identifications and
access levels to components of the proposed system.

Response: Cogent’s CAFIS provides comprehensive security and access control

ed users are able to access AFIS record data and client

3.1.1.14.

Cogent’s
capabilities to ensure that only authoriz

applications. Specifically, CAFIS is able to:

e Limit a user’s access to specific system functions and/or system databases.

e Limit access to databases by agency.

Control access by requiring operator log on through a process that can consist of any/all
of the following: entry of a user name, entry of a password, and entry of the operator’s

fingerprints.

Require authorized users to changes their passwords at specified intervals.
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s AFIS Authentication Subsystem

Figure G-3. High Level Architecture of Cogent'
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Maintain a detailed information database to allow for accurate reporting of both

3.1.1.15.
historical and current transactional data,

Cogent’s Response: The CAFIS implementation for HPD will utilize MS SQL 2003 to maintain an
unalterable audit trail of all operations performed by the AFIS. It records the results of all
transactions (including hits, misses, scores, and ranking), database changes, changes in system
configuration, etc. The history and the Management Reporting System, provide the foundation for
an extensive logging and reporting capability to support customer needs. The CAFIS history log is

maintained by the RDBMS to facilitate accessing and sorting information to support a variety of

presentation formats.

Include a robust set of standard reports to facilitate management of the system. An ad hoc
reporting utility is also required. '

Cogent’s Response: Cogent’s CAFIS includes extensive reporting capabilities that provide a

3.1.1.16.

production (batch processing) and real-time operator-requested (“ad-hoc™) reporting capability.
Cogent will work with HPD to define a complete set of production reports to be produced by the

system, and will implement and deliver the comprehensive reporting capability needed to satisfy

HPD'’s system administration and management requirements.
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3.1.1.17. Use an equivalent of a Transaction Processing Executive (TPE) to manage system

functions.

Cogent’s Response: The system’s workflow processing and decision logic are implemented and

managed by the CAFIS Transaction Management application. The CAFIS Transaction Management

application controls the workflows for tenprint, latent, palmprint and mugshot processing, and

implements the transaction management logic required for interfacing with external systems to

support defined workflows.

The Transaction Management application is configurable to enable it to adapt to any specified

interface and data exchange functionality. — Our experience in developing and fielding our

Transaction Controller capability has given us not just an appreciation of the need for its various

functions, but an in-depth understanding of what it takes to establish operational interfaces with:

a. Heterogeneous networks of live scan and card scan systems of every vintage from multiple
manufacturers, owned not only by the sponsor agency, but also by independent law
enforcement agencies, civil agencies, and even commercial fingerprint service providers, that
may or may not support full EFTS standards and bi-directional communications; ‘

LiveScan and other systems that generate digital photo records, palm print records and digital
signature records, that can be formatted to conform to NIST standards, but that represent
transaction handling requirements that can be very different than standard tenprint and latent

Processes;

Remote ULW-enabled latent workstations at local enforcement agencies throughout the

r a low-cost approach to extending AFIS capabilities to these previously

region, which offe
| increase in criminal

isolated users, and has the potential of resulting in a substantia
identifications;
CCH and CJIS systems, for which new GIXML-compliant data formatting is required,

seamless data interchange capabilities are essential, and sophisticated decision logic is
required to produce a fully integrated workflow capability for identification, records

management and information access;

h Jail Inmate Management Systems that provide administrative

e. Application systems suc
bly different than those of more familiar CCH systems;

functions that can be considera

Legacy AFIS systems such as the HCSO system, which are owned and operated by external
agencies, and often provide unique challenges for each different AFIS;

g. and last but not least, IAF IS, a unique system with rules and standards all its own.

For HPD, the Transaction Manager will be initially configured to:
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a. Import pre-booking records and download a selected LiveScan workstation;

b. Exchange of identification service requests and related record information with HCSO and

TX DPS.

3.1.1.18 Have data storage in a Relational Database Manag
Microsoft SQL 2003 or better.

Cogent’s Response: Cogent’s CAFIS implementation will utilize MS SQL 2003 to manage the

ement System (RDBMS), preferably

system’s databases stored on the HPD SAN.

Have a robust, secure, and dynamic system architecture which also ensures that the
system and all of its records are protected against improper access.

Cogent’s Response: Cogent’s high-availability architecture incorporates positive, multi-level

3.1.1.19.

security controls to protect the system components and data against unauthorized access or use. Both
direct-client access and browser-based access are controlled by strictly enforced UserID and

Password policies. Information is encrypted prior to network transmission and then transmitted via

secure communications links to preserve the confidentiality of the records. In addition, user

authorizations enabling users to access and modify or delete data records and limited by policy, are
strictly controlled with automated authentication checks, and are logged and monitored with

comprehensive auditing capabilities to ensure that the integrity of the system and its data.

Have all databases, including images, stored on our XIOTech Storage Area Network

(SAN).
Cogent’s Response: As described in section G.1.1, Cogent’s architecture fully utilizes the HPD

3.1.1.20.

XIOTech SAN for storage of all system records and transaction databases and logs.

Have the capability to expand the storage capacity of the system by increasing SAN

3.1.1.21.
storage units. No system controllers and/or components should restrict this ability.

Cogent’s Response: Cogent’s modular CAFIS capabilities enable HPD to expand the SAN at any

time, and will never require additional controllers, components, or even modification of the AFIS

configuration to accommodate the expanded storage capability.

Allow for all data, minutiae, images, fields, indexes, and system information shall be
Jiltered, searchable and have utilities to report the information to screen, printer, and/or

into a file. The expected transaction types encompass the following forward and/or

reverse searches, received from LiveScan, workstations, and/or remote inquiry, in all

possible combinations.

3.1.1.22.
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Cogent’s Response: Cogent’s CAFIS application includes extensive proven COTS capabilities for

automated and interactive processing of all standard identification data and transactions. The

:dentification search processes use unfiltered searches with 100% database penetration as the
standard default operational mode in order to deliver the highest identification accuracy, but the

system also allows a user to apply filters and to search for records based any primary index (name,
SID, etc.).
The modular Transaction Management capabilities are user-configurable to enable the system to:

» receive transactions from remote LiveScans, Card Scan systems, latent workstations, and even

remote ULW workstations;

= to process the associated identification requests in accordance with established business rules;

and
return the results to the requestor, with copies routed to local or remote entities including,

supervisors, inspectors, external system, backup/DR systems, and printers in accordance with

standard workflows.
Cogent will fully configure the HPD AFIS to meet all functional and automated workflow

requirements and will test and demonstrate the functionality of the delivered system.

3.1.1.23 Maintain a NIST System of Record.

Cogent’s Response: All aspects of Cogent’s CAFIS are fully compliant with the ANSI/NIST

Standard, Data Format for the Interchange of Finger Print, F acial, and Scar-Mark-and-Tattoo (SMT)

Information (ANSI/NIST-ITL 1-2000).

Cogent’s COTS Transaction Controller provides the capability to receive asynchronous transmission
of NIST tenprint, palm print, mugshot and related records from originating live scan and card scan
systems. The system fully supports all transactions using all NIST record types, including 500 and

1000 ppi tenprint records, palm print records, signatures and photo mugshot records.

Cogent’s Fingerprint Archive System stores records in 100% NIST-compliant formats to ensure that

HPD has full access to its records without restriction resulting from proprietary compression or

encoding schemes. CAFIS supports the following compression standards:

A .-~ i~ DCANA TH R.EQ7A.N10.21171 81 Submitted June 9, 2006



AFIS for the Houston Police Department

COGENT (3 SYSTEMS

* FBI WSQ Gray-Scale Image Compression Specification (IAFIS-IC-001v2, February 16,
1993).

* The JPEG 2000 Wavelet-based Still Image Compression Standard: ISO/IEC 15444-
1:2000; Information Technology — JPEG 2000 image coding system — Part 1: Core

coding system
NIST records stored in the Archive can be accessed using Cogent’s standard browser-based
WebServer Capability and viewed using the built in NIST Viewer capability, as shown in Figure G-

4, which contains sample screens from Cogent’s operational system in Los Angeles County.

G-4. Sample Screens showing Cogent’s NIST Viewer ‘

3.1.1.24. Be able to save/export all images to a bmp, Jpg, or tiff format. This shall be accomplished
Jrom any application used for viewing system data.

Cogent’s Response: Cogent’s latent workstation software makes it easy to implement advanced
image processing tools such as Photoshop CS/2 because of our strict adherence to industry standards.
Our applications support standard formats including .TIFF, .JPEG, .BMP, and .GIF , so COTS
applications like Photoshop can readily be used to access and process finger latent and palm latent

images that are imported from external sources or that are held in storage in the workstation. By
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opening the architecture to support the installation of advanced image processing tools, Cogent’s

Jatent workstation solution will allow HPD to take advantage of available and future tools that can be

used to enhance overall latent identification performance.

3.1.1.25. Be able to import all images from a bmp. jpg. or tiff format.

Cogent’s Response: Cogent’s proven COTS system provides standard capabilities that are fully

compliant with this requirement. Figure G-5 is an illustration of a standard image import screen.

Figure G-5. Image Import Screen

FileInput Dialon
YT

Be able to send and receive NIST-standard Type I, Texas DPS Type 2 (Texas DPS EFTS),
Type 4, Type 9, Type 10, Type 14, and Type 15 records to other systems supplied by other
vendors or manufacturers and card scan workstations.

3.1.1.26.

Cogent’s Response: Cogent’s proven COTS system provides standard capabilities that are fully

compliant with this requirement, and can format and transmit NIST records as a part of an automated

workflow or under user control.

Manage, store, and control access to all records, with particular care and attention given

3.1.1.27.
to Juvenile records, in accordance with the requirements applicable.

Cogent’s Response: Cogent’s system provides multi-level security controls to protect the

confidentiality of record data stored in the system. Cogent is familiar with the sensitivity of juvenile

records in particular, and the CAF IS system provides strict security controls to limit access to the

data and ensure its integrity.

83 Submitted June 9, 2006
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Consist of software, equipment, and processes, which meet or exceed the referenced

published standards and that include system administrator tools that allow Jor
monitoring, maintenance, database quality control mechanisms, report generation (e.g.

ad hoc, standard, etc.) and system analysis.

Cogent’s Response: Cogent is fully committed to maintaining compliance with industry standards

3.1.1.28

and to producing systems that meet or exceed these standards. Cogent’s proven COTS AFIS

technology is fully open-systems compliant, and relies on industry-standard COTS technologies:

SQL-Compliant RDBMS options include Oracle and Microsoft MS-SQL; MS SQL-2003
will be used in the HPD AFIS.
Microsoft Windows XP Pro compatibility for all workstation client applications.

Microsoft Server 2003, Unix (IBM AIX) and Linux Operating Systems for servers.
Industry Standard Hardware Components: IBM and Dell PCs and Servers are standard hosts

used in CAFIS installations.
In addition, and perhaps more importantly for a law enforcement application, all of Cogent’s AFIS

identification and records management processes are fully compliant with FBI, NIST and associated
industry standards for criminal justice applications and advanced fingerprint imaging technologies.
The Cogent’s COTS AFIS products included in this proposal have been demonstrated in operational

systems to comply with all current open standards applicable to AFIS technology in criminal justice
applications:

e FBI & Department of Justice Standards
FBI Criminal Justice Information Services (CJIS) Electronic Fingerprint

o
Transmission Specification (EFTS), CJIS-RS-0010 (V7), January 1999, to include
appendices.

o FBI Criminal Justice Information Services (CJIS) EFTS, CJIS-RS-0010 V7,
Revised Image Quality Specifications (Appendix F and Appendix G) for Processing
Flats, April 5, 2004. '

o FBICriminal Justice Information Services (CJIS) IAFIS Wavelet Scalar Quantization
(WSQ) Greyscale Fingerprint Image Compression Specification (for 500 ppi images),
IAFIS-IC-0010 (V3), December 19, 1997.

o Test Procedures for Verifying IAFIS Scanner Image Quality Requirements, CJIS-TD-
0110, Federal Bureau of Investigation, March 1995,

o GJXDM (V3),2003. A data reference model for the exchange of information within
the justice and public safety communities.

o JXDD (V3.02), 2003. Justice XML Data Dictionary
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FBI’s CJIS SECURITY POLICY 4.1, March 2005

e ANSI & NIST Standards

(@]

ANSI/NIST- ITL 1-2000. American National Standard Institute (ANSI) / National

Institute of Standards and Technology (NIST) Data Format for the Interchange of
Fingerprint, Facial, & Scar, Mark & Tattoo Information, NIST Special Publication

500-245, July 27, 2000.

ANSI INCITS 377 (pattern based data interchange format).

ANSI/INCITS 378-2004, Information Technology: Finder Minutiae Data Interchange
Format, February 20, 2004.

ANSI INCITS 398-2005 Common Biometric Exchange Formats Framework
Common Biometric Exchange File Format (CBEFF) data structures. |
CBEFF compliance requirements provided to the Transportation Security
Administration’s (TSA’s) TWIC program

NISTIR 6529-A-2003 the Common Biometric Exchange Framework Format
(CBEFF). As a standard biometric data format, the data record specified in this
standard will be embedded in a CBEFF-compliant structure in the CBEFF Biometric

Data Block (BDB) for ANSI/INCITS 378, 379, and 385.

e ISO Standards

(@]

(@]

The JPEG 2000 Wavelet-based Still Image Compression Standard: ISO/IEC 15444-
1:2000, Information Technology — JPEG 2000 image coding system — Part 1: Core

coding system, September 31, 2002.

Hardware-enabled IAW International Organization for Standardization (ISO) 9241,
Part 3

[SO/IEC 19794-2: Information technology — Biometric data interchange formats —
Part 2: Finger minutiae data.

ISO/IEC 19794-4: Information technology — Biometric data interchange formats —
Part 4: Finger image data.

ISO/IEC 19794-5: Information technology — Biometric data interchange formats —
Part 5: Face image data.

Cogent’s CAFIS provides comprehensive system administration and reporting capabilities that

enable monitoring, analysis and qualit

y control of the system’s performance to ensure continued

compliance with all operational, performance and quality standards.

3.1.1.29.

Be intuitive, easy to use, easy to learn, and responsive by providing HPD with user-
accessible status information for all work in progress and completed transactions. The
svstem should also support import/export of data; as well as support queries of status of
submissions to/from external systems such as TxDPS Electronic Arrest Reporting error

messages provided via Texas NA TMS.
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Cogent’s Response: Cogent’s COTS AFIS incorporates efficient, intuitive operational processes

and screens that have actually been proven in benchmark testing to improve user productivity.

The CAFIS application incorporates a robust desi gn for monitoring and managing all transactions
between system components. The Transaction Manager application has the primary responsibility in
the system for managing work-in-progress and transmission queues and for tracking each transaction
as it progresses from one system component to the next through each applicable processing stage.

CAFIS provides authorized system administrators with full capabilities for monitoring transaction

queues, and for suspending, restarting, modifying or deleting queued transactions.

The system enables the automated formatting of transactions for transmission to external systems
and the receipt of formatted transactions from external systems, with capabilities requesting and
reporting the status of any transaction in progress.

Be accessible to HPD twenty-four (24) hours per day, seven (7) days per week, and 365
days per year. Uptime, when measured on a Yearly basis, must exceed 99.999% of this

specification.

3.1.1.30.

Cogent’s Response:
Cogent’s proposed CAFIS system uses hi gh-reliability components in a high-availability architecture

with no single point of failure that will exceed the State’s minimum 99.999% availability

requirement in 24x7x365 operations.
Cogent’s system design ensures that no transaction will be orphaned or lost in the event of a service

interruption at either operational site. Even if one complete site is down, the other site can

automatically take over the entire processing workload.

3.1.1.31 Have workstations which:

*  Allow side-by-side image comparison, without space or options between the search

and respondent images.

Cogent’s Response: Cogent’s CAFIS provides a flexible and highly efficient user interface design

that includes uniform views, controls and operating procedures for tenprint and latent workstations.

On-screen side-by-side review of gray-scale images is a standard COTS feature of CAFIS and isin

use today by the LAFIS, Connecticut and Rhode Island AFIS, and other major users of Cogent
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Systems’ AFIS solution. Figure G-6 shows a side-by side display of a search image and a selected

respondent candidate image for analysis.

By-Side in the TP/TP Verification Window

Figure G-6. Search Print and Candidate Prints Displayed Side-

CAFIS provides 2
* side-by-side display.

¢ can view submission and file default finger(s) side by side, with the

During the verification, the use

finger number identified, and the match score and the descriptors presented as shown in the screen

shot on the following page. The whole submission information, including document image, rolled

impression, plain impression, as well as palms, can also be checked as reference. The whole

submission information also indicates the image quality of each portion of the images. The

verification technician has the option to view other print pairs (both rolled and plain) as well,
including palm prints.

v Allow fetch of unsolved latents from a database to display on a requesting
workstation and/or compatible desktop to re-edit minutiae and generate a subsequent

search

Cogent’s Response: From the Print Editor window, examiners can utilize advanced automated

image enhancement capabilities, as well as some additional image processing capabilities exclusive
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to Cogent’s Latent Case Management system to enhance latent images, edit minutiae and resubmit

the latent search. Using the Print Editor, examiners perform actions including, but not limited to:

» Rotating, enlarging, adjusting contrast, adjusting brightness, etc.

»  Allowing the system to automatically mark minutiae, cores, and deltas

= Verifying or selecting the pattern classification of the latent

* Manually adding or deleting minutiae, cores, and deltas

* Modifying the ridge flow

» Performing modeling, if necessary, to enhance the quality of the latent

* Modifying or performing tracing

»  Verifying or modifying the ridge count

Using the various tools in the Minutiae, Modeling, Trace, and Image tool sets

Figure G-7 illustrates some of the functions available in the Print Editor window.
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The table below describes the primary image processing/editing functions available in the Print

Editor window.

Figure 6.5.4.1-1 Image Processing/Editing Functions Available in the Print Editor Window

Feature Image Processing/Editing Capability

This feature increases or decreases the brightness of print images.

Brightness

Contrast This feature increases or decreases the contrast of print images.

Maximum Gray

This feature is to set the maximum grey leve| for images. The maximum grey or colour valu
can be used to expand or contract the dynamic greyscale “colour” range.

This feature is to set the minimum grey level for images. The minimum grey or colour valu

Minimum Gray

can be used to expand or contract the dynamic greyscale “colour” range.

cation or t

Zoom & Pan This feature allows the viewer view the side-by-side images at full image magnifi

zoom in or zoom out of the image and to change the area displayed.

Area of Influence — CAPFIS incorporates CAPFIS zoom and pan capabilities to permit th

user to zoom in or out of an image and pan to an area of interest.

|Continuous Variable Magnification — For CAPFIS, continuous variable magnification wil

be supported. The current magnification being used will be indicated.

Maximum / Minimum Magnification Factors — selectable by the user

Independent Image Zoom — CAPFIS permits images to be magnified independently of one

another.

Switch Colour This feature allows the user to change the background color of the fingerprint image. The

following is an exam{i
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Image Processing/Editing Capability

Back Image Off

This feature is to toggle on and off the background image, leaving only feature data (minutia

points, ridge tracing, etc.).

Front Image On

This feature is to toggle the ridge tracing on and off.

This feature is used to reset the brightness and contract slider controls to their original

Reset
positions.

Original Image This feature returns the print to its original, unaltered state.

UL View This feature displays the image as if using oblique lighting. This view will be as a 3D image
highlighted from the upper left. The following is an example of an embossed image using
direct lighting.

UR View This feature displays the image as if using oblique lighting, This view will be as a 3D image,
highlighted from the upper right.

V View This feature displays the image as if using oblique lighting. This view will be as a 3D image|
with a “vertical” light source, i.e., from the top.

H View This feature displays the image as if using oblique lighting. This view will be as a 3D image|

with a “horizontal” light source, i.e., from the side.

Extract Ridges

This feature is helpful if there are overlapping impressions; it can be used to enhance ong

image and decrease the effect of the other.
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Feature Image Processing/Editing Capability

Y
S.

Enhance Image | °
Tools +  Statistical Differencing - For creating statistical differentiation.

*  Unsharp Masking - For making masking less sharp.
High Boost/Pass Filtering - For creating high-boost images so as to pass the filtering
utility.

*  Grey Scale Rescaling - For rescaling grey scale images.

Morphological Processing - For processing morphological print features.

Resize by Testing] To resize image by testing the ruler.

Ruler
Resizing By Ridge| To resize image by ridge count.

Count

Allow a single workstation to have multiple monitors, which may be manipulated to
display parts of the whole HPD-BIS workbench.

Cogent’s Response: The standard CAFIS client applications will enable any workstation to be

configured with multiple monitors.

Allow multiple users to access any database or file, simultancously.

Cogent’s Response: The standard CAFIS client applications will enable multiple authorized users
to access any database or file simultaneously. Inthe CAFIS implementation, local copies of images

are created on the workstation for editing, eliminating the problem of having the master image record

be locked by a single user and inaccessible to others.

3.1.1.32 The ability to process transactions based upon a Profile must:
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Allow for the control of messages, databases/files/images included/excluded in search
requests, information, and generally control all processes of the proposed system.
Allow for continual operation without intervention by the successful Proposer (ie. re-
allocation of numbers)

Allow HPD to manage, create, and edit Profiles, with no intervention or assistance of

the Vendor.

Cogent’s Response: Cogent’s workflow manager provides user-configurable capabilities that

enable an authorized system administrator to create or modify a transaction “profile” that specifies
each of the processing steps and controls associated with a selected type of transaction. The
les can be modified by any authorized administrator and the modification

transaction control profi

does not require reprogramming of the system or any other type of intervention by the vendor.

All components must be capable of being periodically tested and maintained fo ensure

3.1.1.33.
quality performance in accordance with their associated minimum standards throughout
the life of the system. Schedules, procedures, and other resources to facilitate the
calibration, maintenance, and quality control of the system are required.

Cogent’s Response: Cogent provides a multi-level approach to assuring that the system maintains

its high level of quality and performance:
1) Automatic assessments of image quality are applied by the LiveScan and card scan systems
to ensure that all records produced by the system meet the established standards. The

automated quality checks use metrics that conform to FBI IQS quality standards.

2) CAFIS includes a monitoring tool that enables a system administrator to monitor queues,
matcher activity and system vital signs. The AFIS System Administrator can initiate the
Monitor Tool, which accesses all appropriate system and AFIS database items needed to
provide live monitoring of AFIS performance, statistics, and resource utilization. Refresh

intervals are configurable to minimize any overhead for monitoring during peak load

conditions. Performance metrics can be viewed and the values aggregated at specific defined

intervals for near term display of trends, and exported values can be used for longer term

analysis.

3) The portions of the system acceptance tests that test and demonstrate system performance are

designed to be re-used periodically to demonstrate that the system is still performing in

Submitted .June 9. 2006

mrA AL T A ENTE N0 N4401 an



AFIS for the Houston Police Department

COGENT Cb SYSTEMS

accordance with established standards, and that no aspect of system performance has

degraded since the last test.
Cogent will provide detailed schedules and procedures for preventive maintenance, including user

testing and maintenance, in its deliverable system operations and maintenance support plan.

3.1.1.34Provide software, which monitors the entire system for vital information, such as transactions,
messaging, communications, and connectivity.

Cogent’s Response: CAFIS provides an automated real-time monitoring capability as well as an

interactive monitoring tool:
Cogent’s Transaction Controllers include an automated real-time monitoring capability that
continually monitors the status of system components, network connectivity, and electrical

power, and provides both operator alerts and automated response when an abnormal
condition is detected, based on predefined response requirements.

The interactive monitoring tool enables a system administrator to monitor queues, matcher
activity and system vital signs. The AFIS System Administrator can initiate the monitor tool,
which accesses all appropriate system and AFIS database items needed to provide live
monitoring of AFIS performance, statistics, and resource utilization. Refresh intervals are
configurable to minimize any overhead for monitoring during peak load conditions.
Performance metrics can be viewed and the values aggregated at specific defined intervals
for near term display of trends, and exported values can be used for longer term analysis.

3.1.1.35 Each workstation must be configurable to enable digitized records to be transmitted to a user-
selected system or device, including the local AFIS, a remote AFIS, a remote recipient as an e-

mail attachment, a networked printer, or a directly-attached printer.
Cogent’s Response: CAFIS provides all authorized workstation users with a comprehensive suite

of transmission and output capabilities, including all of the capabilities cited in this requirement.

HCSO AND HPD TRANSACTION EXCHANGE HPD must be able to transmit transactions to
HCSO. Currently, HCSO can only accept Finger Print images, which are either native Motorola
PrintTrak or native Motorola OmniTrak format. HCSO currently operates on a Motorola BIS version
9.1 system. Your Proposal must address how to resolve data exchange issues with HCSO and
describe how American Standard Institute (ANSI) Standard and Data Format for the Interchange of
Finger Print Information (ANSI/NIST-ITL 2000) could resolve these exchange issues, preferably
without the need for data exchange servers and data processing servers. Please be sure to include all
tools, equipment, resources, costs, and any programming, which is needed to accommodate this

3.1.2

requirement in your Proposal.
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Cogent’s Response: Thisisa straightforward problem. HCSO needs to prevail upon its vendor to
implement the upgrades necessary for the HCSO to maintain viable operations in the state and
national environment. The ANSI/NIST standards were first published in 1993 (and they were in
active development in the AFIS community well before that), so this standard is certainly no recent
surprise. [We frankly don’t understand why any agency would continue to pay for AFIS
maintenance and at the same time tolerate this obsolete, proprietary technology that isolates them and
denies their constituent citizens the benefits associated with free exchange of criminal identification
information. We do, however, understand why HPD would not want to continue to be held hostage
by this vendor and we will commit to fully support the migration to a NIST-standard environment.]
If HCSO can implement the capability to accept standard NIST records (in standard or Texas EFTS
format), there is no problem. CAFIS can exchange NIST-compliant tenprint and palm print records
with no restrictions whatsoever to any system that capable of sending and receiving them. This

capability has been a standard feature of Cogent systems since the original ANSI/NIST standard was

published, and all legacy Cogent systems that existed before the standard was published were soon

upgraded. Our principal is and has always been “No customer left behind.”

In the event that HCSO is truly stuck and their vendor is incapable or unwilling to upgrade the
system, the clean solution is to transmit NIST records to a network printer, where they can be printed
and rescanned into the system. In this way, the quality of the original records can be preserved and

HSD will not be required to implement or pay for an antiquated, non-standard interface to a system
that is no longer maintainable.

ELECTRONIC DATA CONVERSION HPD desires all images, data, and other electronic components
of the current Motorola LiveScan-2000 system be converted to the proposed system. HPD has an
estimated 220,000 NIST images. The remainder of the AFIS database is native Motorola PrintTrak.
For an extended period, HPD has encoded minutiae manually. This information is extremely valuable
to HPD. If the Proposer is unable to convert all components of the current system, the Proposer is
responsible for noting exceptions to the requirement in their Proposal. Your Proposal must include
methods to electronically convert and envoll legacy records from an original Motorola AFIS-2000

3.1.3

system.
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Cogent’s Response: Cogent is well aware of the significance of the conversion effort in relation to
an AFIS implementation and understands that a poorly converted database will have a negative
impact on the accuracy of the operational system. Cogent has demonstrated the ability to successfully

convert data from the native Printrak format in both the Puerto Rican Police Department (PRPD) and

the Royal Canadian Mounted Police (RCMP) projects.

= For Puerto Rico, Cogent has successfully converted 500,000 native Printrak tenprint records
and reprocessed all the image files with new minutia records (because of native false
minutiae created by the legacy AFIS) and stored the records in NIST format. We have also
converted 28,000 unsolved native latent files for the Puerto Rico project. We are using the
original minutia markers for these files, because they were plotted by fingerprint examiners
(not by the legacy AFIS). These native Printrak files were copied from the Puerto Rico
Police Department (PRPD) AFIS database onto CDs and sent to Cogent Headquarteré, where
they were translated, processed, and sent back and installed in the new Oracle database at

PRPD as NIST files. The original 5,000,000 native image files were WSQ, compressed at

30:1. Cogent’s processing algorithm did not have any problems extracting the new minutia
records from these images.

For the RCMP conversion effort, which is currently underway, Cogent has already converted
over 1 million tenprint records in NIST format with a final number of 3.2 million tenprint
records to be completed. Over 100,000 latent records in native Printrak format were

successfully translated. Cogent is using the original minutia markers for these files, because

they were plotted by fingerprint examiners (not by the legacy AFIS).

Figure G-8 through Figure G-13 demonstrate the results of this conversion effort. It should be noted
that when converting the latent records, Cogent has demonstrated the ability to preserve the
original minutiae from the legacy database. This means that all manual editing that was previously
performed at latent entry will be maintained, and the latent matching accuracy will be improved by
Cogent’s matching algorithms, which have ranked highest in benchmarks performed by Los Angeles
County Sheriff’s Department, Connecticut State Police, and the RCMP. Cogent does a direct

conversion and does not utilize ULW software.
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Figure G-8. Example Tenprint Electronic Conversion
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Figure G-10. Example Tenprint Electronic Conversion

Cogent Electronic Extracted Minutiae
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of Printrak Latent Native Format

Figure G-12. Electronic Conversion
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Conversion Approach for HPD

Cogent anticipates performing an electronic conversion effort for HPD. As was previously done for
Puerto Rico, Cogent will copy the existing database onto electronic media at the HPD facilities. We
will also make a copy of the necessary CCH data to assist in reconciliation of the final converted
database, including the archive records, to ensure that no expunged records are loaded into the
operational system. This media will then be sent to our South Pasadena headquarters where the
actual conversion will take place. If for some reason we are unable to process the original DCT

format, we will convert these records from the original hard copy fingerprint cards.

Prior to the start of conversion, Cogent will assign a Conversion Team Leader who will meet with
the appropriate HPD personnel to discuss the details of each conversion. We will then create a
detailed Conversion Strategy Document, Conversion Design Document, and Conversion Test Plan
and submit it to the Department for review and approval. This plan (strategy) will provide the
roadmap for the conversion process and will be strictly adhered to during the entire conversion. It

will address processes and procedures, roles and responsibilities, and database structure for the
converted data.

The following are the sequence of steps that will be performed to accomplish the conversion:

1. Database reconciliation between the AFIS and Archive records and the CCH to

determine any records that should be expunged and not converted

Decompression and image processing of the existing records. Note that if the record

2.
contains all fourteen images (archive records), we will process all the images and create
an AFIS record that contains minutiae from twenty (20) fingers (10 rolled and 10 flat)
rather than just the rolled impressions. We will also perform a sequence check whenever
the record contains all fourteen images.

3. Create fully NIST-compliant records to be loaded into the new Cogent CAFIS database

4. Perform database cleansing by searching each record against the database. Cogent will

provide a report, the electronic records, and the necessary hardware and software for
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Minnesota personnel to determine if there are duplicate records. As with any tenprint to

tenprint search on the Cogent AFIS, the expected accuracy of this process is 99.9%.

After review of all duplicates, Cogent will create secondary person IDs for the duplicates
and provide a comprehensive report of duplicates to HPD. The Cogent system will have

the capability for HPD personnel to combine records into a single System ID with

multiple State IDs and multiple local IDs as required.

One of the final steps in the transition process will be a post-cutover conversion refresh.
Cogent will process all records that have been added to the legacy Printrak system
between the completion of the back record conversion, and the completion of Operational
Acceptance Test. This will ensure that all records that have been processed on the legacy

AFIS after the initial conversion are converted and loaded into the database on the new

Cogent AFIS system.

374 FINGER PRINT MINIMUM REQUIREMENTS

3.14.1

LiveScan_The system proposed must include at a minimum. The LiveScan System proposed
must be certified with the Image Quality Specification (I0S), Appendix F of the FBI's
Electronic Finger Print Transmission Specification (EFTS).

Cogent’s Response: All Cogent Livescans are FBI-certified and comply with the following

standards/specifications:

The IAFIS Image Quality Specification, Electronic Fingerprint Transmission Specification

(EFTS Appendix F) (CJIS-RS- 0010 V7)

Wavelet Scalar Quantization Grayscale Fingerprint Image Compression Specification

(IAFIS-IC-0110 v3 December 19, 1997)

ANSI/NIST Data Format for the Interchange of Fingerprint, Facial & SMT Information

(ANSI/NIST-ITL 1-2000)
e FBINCIC CJIS WAN Protocol Specification

e [AFIS telecommunications standards

3.14.1.2

LiveScans must capture rolled finger images, slap (plain) finger images, lower palm
images, upper palm images, and/or writer s palm images, signature capture and
photo/MugShots within each integrated LiveScan unit.

Danmanes tn REA Nn TC-A-5075-019-21121 101
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Cogent’s Response: Cogent’s standard booking workstation, which is shown in the following

illustration, is fully compliant and provides all of the required capabilities.

Figure G-14. Livescan Booking Workstation

A touch screen display
is available as an option

Cogent's Live Scan
Booking Station is a
fully integrated live
scan system (with
optional mugshot
capability). The
software provides easy-
to-follow instructions
and feedback for the
operator during data
entry and submission.
A context-sensitive help
at the bottom of the
screen explains each
process step.

Enhanced QWERTY
keyboard is secured to
the cabinet and retracts
into protective cover so
that it cannot be easily
removed and used as a
Cogent's Live Scan weapon

contributes to ease of
use because it has no
moving platen and does
not require the use of a

silicone transparency Ergonomic cabinet

design contributes to
operator efficiency

LC | ocked ruggedized
ce

s; cabinet  securely
cc stores a  Dell

O computer and UPS

Multiple User Interface
Options: Dual foot
pedals for hands-free

er
operations. (Operator
can use either pedal for
capture.)
31413 The LiveScan must provide for a guaranteed delivery of the completed transaction and all

associated records to all configured destinations. Utilization of the existing demographic
data gateway (DDG) interface is desirable. Any proposals that do not utilize the DDG
must include time frame and costs associated with the development of interfaces with
similar functions currently in place without additional development charges for the
interface agency. Data elements are sent using a record format defined in the ANS ANSI
NIST-ITL I-2000 Rev. of NSB-ICST 1-1993 and ANSI NIST ITL 1a 1997 American
National Standard for Information Systems, Data Format for the interchange of Finger
Prints, Facial and Scar, Mark, and Tattoo (SMT) information.
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Cogent’s Response: The Cogent LiveScan workstations provide flexible configuration capabilities

that will provide guaranteed delivery of completed transactions, including all associated records, to

all configured destinations.

The LiveScan must support a local printer for output of hard copy cards in the existing
Texas and FBI Criminal and Civil card formats without the requirement of a print server.

Network print capability is preferred.
Cogent’s Response: The Cogent LiveScan workstations provide flexible configuration capabilities

31414

that enable each workstation to be independently configured for routing transactions to a local

directly-connected printer or network printer. This capability does not require a print server.

The LiveScan device must be capable of capturing a full NIST package to the extent that
NIST record types are currently defined. This includes all non-reserved and placeholder

NIST pypes.
Cogent’s Response: Cogent LiveScans provide built-in support for all applicable NIST types of

31415

transactions (TOTs), and input screens are configured to ensure that all defined data elements for

each TOT can be entered or captured.

Capture and store images at the originating agency using a resolution of 1000 ppi, while

3.14.16.
still contributing to the 500 ppi repository at the central site using prevailing down-

sampling techniques.
Cogent’s Response: Cogent’s LiveScans capture fingerprint and palm print records at a full spatial

resolution of 1,000ppi. Cogent has standard COTS capabilities for transcoding 1,000ppi images to

standard 500ppi formats.

3.14.17. The LiveScan booking system must include an advanced digital camera with pan, tilt,
Jocus and zoom capabilities.

Cogent’s Response: Camera Cogent’s standard LiveScan camera is a high-quality color CCD
camera with the flexibility of a remote par/tilt/zoom operation, all ina compact easy-to-use package.

This superior P/T/Z camera features a wide range pan/tilt with 18x optical zoom lens and is ceiling

mountable. Features include

High zoom ratio AF lens - 18x optical + 12x digital zoom.

Excellent low-light sensitivity - Minimum illumination less than 1 lux.

Wide range pan/tilt - 340 degrees pan/ 120 degrees tilt.

« Desktop or ceiling mount installation.

Fully controllable remotely via RS-232C or RS-422.

112 Snibmitted .iine 9. 2006
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Cogent’s mug shot module enables the operator to control the camera via the LiveScan keyboard and

control panel interface.
Figure G-15. Camera Adjustment Controls
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31418 Use uncoated platens, which do not require on-going manual calibration.
Cogent’s Response: Cogent’s LiveScan workstations do not use a silicone platen covering or

transparency, and do not require on-going manual calibration to correct for gradual degradation of

the coating.
3.1.4.1.9 Capture,storage, search, and exchange of NIST Compliant images and transactions.
Cogent’s Response: Cogent’s LiveScan systems provide full NIST compliance for image capture,

formatting and communications for all image types (tenprint, palm print and digital photos).

Provide images free fiom Finger Print residue left over from a previous capture of Finger

3.1.4.1.10
Print impressions through an optics scheme that ignores ghost images.

Cogent’s Response: This is a standard feature of Cogent’s advanced image processing software in

the LiveScan workstations.




AFIS for the Houston Police Department

COGENT C) SYSTEMS

A mandatory simultaneous impression (slap) to roll Finger Print comparison of images

314111
antee that the proper sequence of rolled impressions has been maintained.

that will guar
Cogent’s Response: Thisisa standard feature of Cogent’s comprehensive LiveScan quality control

capabilities.

Provide a LiveScan device that has the ability to perform rwo-finger searches. Proposer

must provide accuracy level expectations.

s Response: Cogent will provide the CSD 301, a forensic quality, single fingerprint optical

314112

Cogent’
scanner, with LiveID software to capture two flat images and perform search-only transactions.

The CSD 301 Cogent Single Digit Fingerprint Scanner is housed in a

ruggedized, compact full aluminum casing. It captures single digit flat

or rolled impressions in a fast, reliable, easy-to-learn, and inkless way.

Its features include live image display providing real-time feedback

while capturing fingerprints, a standard USB PC interface, no moving

parts, and solid reliability in daily use.

Cogent’s CSD301 Single Digit Fingerprint Scanner and its associated software allow image
enhancement calibration for dry and wet fingers providing amongst the best images in the industry.

The large optical glass platen is hardened and guarantees durability (scratch resistance) and image
quality consistency over a long period of time.
Used for conducting 2-finger identification searches, the Cogent LivelD system will deliver

identification accuracy:
> 99% for full open (1:N) searches

> 99.9% for closed (1:1) ID verification searches.

The following Table provides the technical specifications of the CSD 301.

- A . T - En7E N0 91494 105 - Submitted June 9, 2006
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Figure G-16. CSD 301 Technical Specifications

Technical Specifications:

Resolution 500 DPI

Platen Size: 29mm x 29mm
Grayscale 256

Geometric Distortion <1%

Operating Temperature Range 0-45°C (32°F~ 113°F)
Operating Humidity Range 20-80%

Power Supply

5V USB power with 500 mA maximum — 2.5 VA power

consumption. No internal or external power adaptor required —
scanner is operated via the USB interface. The PC USB port or
a powered USB hub provides the supply current to the scanner

device.

Output USB 1.1
USB cable Mounted to the scanner device — 6 feet cable, with standard
USB plug
Weight 550 g (1.2 lbs)
WxHxD =60 mmx 53 mmx 138 mm (247 x2.1”x4.77)

Overall dimensions:

Computer Minimum Requirement

CPU: Intel Pentium II
Operating System: Window 2000/XP

Interface: USB 1.1 or higher
Memory: 64 MB

Standards and Certifications

European Led/ Laser Safety Standard Act
EN 60950-1:2001 +A11 — EN 60825-1:1994 +A1 +A2

FCC, CE

3.1.4.1.13.

Provide for a portable LiveScan device that has all the cap
cabinet style device.

abilities of a Ruggedized or

Cogent’s Response: Portable LiveScan workstations will be configured with the same functional

capabilities and image capture devices as the ruggedized booking and applicant workstations,

3.14.1.14.

Capability to connect locally or remotely to HPD using
other HPD workstations.

the same type of connection as

Cogent’s Response: Portable LiveScan workstations will include standard capabilities for network

communications.

3.1.4.1.15.

A minimum of a 100 mbps Ethernet connection is required locally.

™o
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Cogent’s Response: Each of Cogent’s standard booking, applicant and portable LiveScan systems

is configured with a standard 100 Mbps Ethernet capability.

3.1.4.1.16. Bidders will define performance for the proposed equipnent vs. 56K, fractional (e.g.,
ission times for 1000 ppi of images at

DSL) and T1 data lines. Specifically address transmi
intake.

Cogent’s Response: Cogent’s LiveScan configuration is configurable for use with standard

commercial communications circuits 56kb and above. Cogent recommends a T1 or fractional T1

line for proper operation without delays that may negatively impact operations. The following Table
des the approximate size and communications times for 500ppi and 1,000ppi image records.

provi

LiveScan Tenprint + Palm Print Record Average Record Transmission Time (seconds)

Image Resolution Approximate Record 56kb 256kbps DSL | 512kbps DSL Tl
Size (Compressed) (1.544 Mbps)
500 ppi 2 Mbytes 285 sec. 64 sec. 32 sec. 11 sec.
1,000 ppi 8 Mbytes 1142 sec. 256 sec. 128 sec. 43 sec.
3142 Ten Print/Palm Print
31421 Profiles with the capability to encode minutiae by either manual or lights-out methods.
Cogent’s Response: In the standard (default) automated workflow profile, minutiae are encoded
automatically. If a print is searched an no identification is made, an operator can recall the print and

interactively inspect the print, edit minutia and resubmit the search, but the system is configured to

operate without manual intervention for the initial processing and searching.
hich facilitate a robust Quality Control system,

QOC LiveScan data, Ten Prints. Palm Prints,
record for Ten Print

31422 Processes, procedures, and resources, w
allowing AFIS Unit officers the ability to
and/or MugShot from remote workstations and either submit the
processing or return the record to the originator for reprocessing.

Cogent’s Response: Cogent’s COTS LiveScan and Card Scan systems incorporate “AF IS-strength”

quality checks — the same checks of ima
system as the basis for the system’s proven high accuracy lights-out identification capabilities.

ge quality and integrity that are used by the AFIS input

Cogent’s image quality checks include:

e A e~ A PFATE AAND N4404 107 Submltted JUne 9, 2006
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Standards compliance checks that closely conform to IQS standards (image scale,
distortion, gray scale linearity and dynamic range (‘contrast’) and MTF performance);

¢ Minutia quality and minutia count metrics.

¢ Rolled fingerprint sequence checks.
If an image quality problem or sequence error is detected, the LiveScan software provides an

immediate prompt to the operator to rescan the image prior to completing the record. Records must

be successfully completed prior to printing or transmission to the central AFIS.

With this level of quality checking at the point of origin, and with the same quality and sequence
checks repeated automatically by CAFIS when the prints are received, Cogent has delivered
operational systems that achieve in excess of 95% lights-out input processing. For the small
percentage of prints that do require manual QC, the system provides the system’s complete suite of
advanced image analysis and processing tools at any AFIS workstation.

The ability to print images utilizing FBI certified printér technology that diminishes line
quality degradation.
Cogent’s Response: This is a standard CAFIS workstation capability, and is configurable on each

31423

individual workstation to print to a directly-connected printer or network printer.

Capability to capture, save, search, process, and manage Ten Prints and Palm Print

31424
images. Similarly the capability to search NIST formatted submissions.

Cogent’s Response: This is a standard CAFIS workstation capability.

3.1.425 Workstations which:

Allow fetch of unsolved latents, Ten Prints, and Palm Prints from a database to
display on a requesting workstation and/or compatible desktop to re-edit minutiae,

reposition fingerprint images and generate a subsequent search.

Cogent’s Response: This is a standard workstation capability available the Print Editor Window.
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Figure G-17. Minutiae are Edited in the Print Editor Window

Examiners can
edit minutiae in
the Print Editor

window..

Allow side-by-side image comparison, without space or options between the search
and respondent images.
Cogent’s Response: This is a standard CAFIS workstation capability, as show in the screen print

below.

,
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Ability to review capture areas and to correct for improperly captured Finger
Print/Palm Print images by adjusting the location, rotation and angle of the

fingers/palm and the capture boxes.

Cogent’s Response: This is a standard CAFIS workstation capability, as show in the screen print

below. From the Print Editor window, operators are able to improve the image quality using the

system’s extensive suite of advanced image enhancement features.

Tmage’
.+ Use the ighting wel te view 3 30
imags from the upper-lelt .

ko S A M s AV KT e s ot i el RA T

S R i N CR R PR T FOTR

Capture Finger Prints and demographic data from havd copy Finger Print cards

Scan and digitize Finger Print images from hard-copy Ten Print cards
Cogent’s Response: Each multifunction and latent workstation provides complete and fully
compliant capabilities for scanning and entry of latents, tenprint images and palm print images, and

for entering associated demographic data. Figure G-20 provides an illustration of a scanned tenprint

card.
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Figure G-20. Scanned Tenprint Card
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»  Format NIST Ten Print records

s Transmit NIST Ten Print records via HPD's communication networks

Cogent’s Response: Cogent’s Response: Each multifunction workstation provides complete and

fully compliant capabilities for:

» compressing tenprint images using F Bl-certified WSQ (for 500 ppi prints) or JPEG-2000

(for 1,000ppi prints) compression;
» formatting records in full compliance with NIST standards; and

»  transmitting NIST formatted tenprint and palm print records using the HPD communication

networks.

=  Capture of rolled finger images. slap finger images. lower palm images, upper paim

images. and/or writer 's palm images.

Response: Each multifunction and latent workstation provides complete and fully

Cogent’s
ry of tenprint images and palm print images.

compliant capabilities for scanning and ent
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Use of high-resolution (500 and 1000 ppi) scanner for Ten Print/Palm Print card
entry, accommodating HPD Palm Print card format.

Cogent’s Response: Each multifunction and latent workstation includes the FBI IQS Certified
Epson Perfection 4990 flatbed scanner and Cogent’s AFIS software application, which enables

operators to support a search and purge tenprint identification process. The Epson Perfection 4990

flatbed scanner is shown in the illustration below.

Epson Perfection 4990 Flatbed Scanner j
e Color Epson MatrixCCD™ line sensor

e 4800 x 9600 dpi resolution
s 85"x11.7"(21.6cm x 29.7cm)
o 16-bits per pixel Grayscale Hardware Bit Depth

*  Automated Finger Print/Palm Print image enhancement and clarification.

Cogent’s Response: Cogent’s proven lights-out processes are enabled by the system’s robust

automatic capabilities for image enhancement, clarification and encoding.

*  Allow user entry of Filter and Record types, following NCIC Operator Manual
Specifications:

o Filter Types: ~. Sex ~ Race _ Ethnicity . Year of Birth

o  Record Types: - Criminal =~ Applicant .- HPD Classified - HPD Volunteer
= Sex Offender . Sexually Oriented Business Applicant ~ Auto Dealer .
Wrecker Driver . Taxi Operator

Cogent’s Response: Cogent’s 100% NIST compliant implementation supports all standard record
types defined in the FBI EFTS standard. The system performs full unfiltered searches of the
database to avoid filter-induced false miss errors, but all examiner workstations provide interactive ‘
capabilities that enable an examiner to specify search filters for any search or search resubmission.

Allow fetch of unsolved latents, Ten Prints, and Palm Prints from a database to display

J
3.14.2.6
on a requesting workstation and/or compatible desktop to re-edit minutiae and generate a

subsequent search.

Cogent’s Response: Each multifunction and latent workstation provides complete and fully

compliant capabilities for retrieval and display of latents, tenprint images and palm print images,
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with display of automatically encoded minutiae, as shown in Figure G-21, and with full interactive

capabilities for minutia editing and search submission.

Figure G-21. Example of Retrieval and Display of a Palm Print

Wt Reewievs Wiitw
ST a

onsolidation and unconsolidation schemas when verification of Finger Print
files. Provide measures that will allow users to

resolution in AFIS, MugShot, and NIST

31427 Allow users ¢
matching indicate duplicate Finger Print

resolve the challenges with systemic error
Archive.

Cogent’s Response: The CAFIS workstation software provides fully-compliant interactive

capabilities that enable authorized analysts to consolidate records and resolve systemic errors in the

system.

3.1.4.3 Latent Print

3.1.4.31 The AFIS host system must provide the capability to perform automated searches and
matching of a latent print submitted in a “latent inquiry " against each print in the
unsolved latent database, the online I 0-Print database, and the online Palm Print

database.

Ciihmittad Jiine 9 2006
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Cogent’s Response: The CAFIS software automatically searches all submitted latent inquiries

against each print in the unsolved latent database , the on-line tenprint database and the on-line palm

print database and returns search results to the requesting workstation.

The AFIS host system must enable a user to establish a standard search space that will be
the default for any latent inquiry. Options should include. (1) search all (10-Print
records, Palm Print records, and the unsolved latent file); (2) search Ten Print records
and the unsolved latent file; or (3) search Ten Print records only.

3.1.4.3.2

Cogent’s Response: Cogent’s default configuration does not limit the search space for any search,
ensuring the complet'e unfiltered search of all appropriate databases. The system also provides
complete interactive flexibility, enabling an authorized analyst to selectively specify a desired target

search space and to specify search filtering for any search or search resubmission.

The AFIS host system must enable a user to: (1) select from any of the available optimized
search schemas (e.g., standard latent or specialized Palm Print matching schemas) for a

latent inquiry; or (2) resubmit the latent inquiry using another optimized search schema
without rescanning or editing the search print.

3.1.4.3.3

Cogent’s Response: CAFIS workstations provide latent examiners with complete flexibility to
select standard or optimized search schemas, modify search parameters, edit minutiae, and submit /

re-submit searches, with no restrictions or requirements for rescanning images.

The AFIS host system must be able to accept, process, and respond to latent inquiries

3.1.4.34
from networked input and analysis workstations in the Agency and from authorized

external agencies.

Cogent’s Response: CAFIS provides full support for latent identification processing of inquiries
submitted by authorized examiners at the system’s latent and multifunction input and analysis
workstations. In addition, CAFIS provides comprehensive and proven native-mode support for

latent inquiries from any ULW workstation, providing virtually unlimited capability for expansion of
AFIS identification services to other agencies.

The AFIS host system must support setting a default number of candidates to be returned
for each inquiry, must enable individual users to increase or decrease the requested
candidate list length for any specific inquiry and allow manual adjustment to settings,
core/axis adjustment and search paramelers.

31435

Cogent’s Response: The CAFIS latent application is fully compliant with this requirement and

provides comprehensive interactive controls enabling an authorized analyst to override preset
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defaults to specify candidate numbers, edit minutiae and core/axis locations, and modify search

settings for any inquiry.

The AFIS host system must enable an administrator 10 establish a default standard search

3.1.4.3.6
priority for all latent inquiries. and enable an individual user to modify the priority for
any specific inquiry.

Cogent’s Response: The CAFIS latent application maintains standard administrator-established

default priorities for all identification inquiry types including latent inquiries, and enables any

authorized user to override preset defaults to specify the search priority for any specific inquiry.

Allow fetch of unsolved latents, Ten Prints and Palm Prints from a database to display on
a requesting workstation and/or compatible desktop to re-edit minutiae, adjust contrast

and brightness and generate a subsequent search.

31437

Cogént’s Response: CAFIS provides fully compliant interactive capabilities for retrieving,

iting images and resubmitting searches of all or selected databases.

analyzing, and ed

Print, or Palm Print

Figure G-22. Print Editor Window allows user to Edit the Latent, Ten

Brightness

o Contrast g

- Black & White-
Print/Background

As illustrated in Figure G-23, CAFIS enables latent examiners to resubmit searches in five easy

steps.
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Figure G-23. Searches can be resubmitted in 5 easy steps.

If desired; - |

Select the desired search
paramsters anid cllck -

Continue to re-launch th
latent search.;” . 7~ 4!

3.1.4.38 Allow side-by-side image comparison, without space or options between the search and
respondent images.

Cogent’s Response: CAFIS provides fully compliant interactive capabilities proven in benchmark

testing to improve latent examiner productivity.

Figure G-24. Side-by-Side Image Compairson

2. 1, INDEX
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ut capabilities to initiate a latent print case, [0 scan and digitize the latent
lighting techniques, photograph of

3.1.4.3.9 Allow latent inp
image from crime scene latent lift, employ forensic

latent lift or from A.D.A.M.S.
(1.9.2.9)

Cogent’s Response: Cogent’s CAFIS provides a
fully compliant image capture solution that
includes a high-resolution scanner, and a high-
resolution, boom-mounted camera system with
flexible exposure controls that enable a latent

technician to adjust ISO, aperture, shutter speed

and exposure settings.

In addition, CAFIS provides flexible capabilities for importing images from external systems and

image enhancement applications.

315 MUGSHOT
3151 The proposed system must include the capability to capture, manage, and manipulate
MugShots.

with DataWorks Plus to provide a fully functional

Cogent’s Response: Cogent Systems has teamed
ir Digital PhotoManager is

mugshot solution that satisfies all of the Department’s requirements. The

a comprehensive data and image management system designed as a large enterprise application. The

system provides strict security and controls, instant access to images, and easy transfer data between

other applications. Access to the system’s functions and photo records is provided and managed by

the WebWorks™ Browser Based client architecture.

Provide image and data storage and retrieval database
functionality. ’

3152

nager application includes the Custom Indexing Server

Cogent’s Response: The Digital Photo Ma
RDBMS capabilities for image

for MS-SQL that works to speed up user searches and provides full

and data storage and retrieval. The Digital Photo Manager can be configured with extensive data

entry and relational search functions that provide the capabilities of a basic Records Management

System. In fact, the software can easily be configured as a Master Name Index System. The

plified and feature rich Administrative Tools combined with the Microsoft SQL Server relational

sim
database provide the ability for your System Administrator to expand the system. Semi-automated

Suhmitted June 9. 2006
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tools help you create additional databases, add data tabs, fields and drop down menu codes. For
instance, you can create an Applicant, Juvenile, Visitor, Staff, or any other database to the system.
This can be done on-the-fly by administrators and with only a basic understanding of computers.

Adding or changing charge codes, offenses, users, groups and other data is unlimited, simple, quick
and painless.

The proposed solution includes PhotoManager WebWorks Plus™ thin client browser capabilities to
be run over your agencies Local Area Network. Search and retrieval functions can be performed
throughout the agency network using Internet Explorer. Web enabling software provides thin client
applications that reside on a server servicing multiple desktop processors, mobile units and patrol
cars or can be implemented agency-wide. It operates via Intranet, virtual private network, over your
local area network (LAN), wide-area network (WAN) or via Internet connectivity. Depending upon
the level of concurrency your agency needs, the web server applications may need to reside on a
separate Web Server processor rather than the central PhotoManager™ server. Minimum

requirements for client workstations are Windows 98, NT or 2000 with Internet Explorer (IE) v3.5 or

later. Minimum PC requirements may apply if old processors are used.

WebWorks Plus™ web enabling applications are provided. WebWorks Plus™ (Retrieve & Line-
up) is intended for robust investigative and administrative applications, usually desktop, where full
feature search, line-up, reporting, printing, tracking, administration and activity logging capabilities
are desired. Users are generally in an investigative environment and immediate access by multiple

concurrent users may not be mandatory. Sites that require retrieve stations and investigative search
would use this application.

3153 Integrate the HPD legacy Motorola TFP MugShot System with the proposed LiveScan
System to receive and enroll new MugShot records as they are acquired.

Cogent’s Response: The DataWorks digital photo management system will accept NIST-formatted
digital photo records from the LiveScans to build the mugshot repository. The LiveScans are capable

of being configured to import photos from an external mugshot capture workstation for incorporation
into the LiveScan’s NIST records.

Capture digital MugShot images as part of the LiveScan transaction, which allows an

3154
administrator fo manage the lightness and darkness of the capture, as needed. The
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camera must be capable of capturing individual characteristic detail with any skin tone.

Cogent’s Response: Cogent’s LiveScan mugshot module is fully compliant. Each LiveScan

workstation will be equipped with a color photo camera with automated pan/tilt/zoom camera

controls. The LiveScan’s digital photo system complies with the NIST Best Practice

Recommendation for capturing mugshots. Cogent’s mug shot module enables the operator to control

the camera via the Livescan keyboard and control panel interface, with interactive controls for

making tonal adjustments and controlling image lighness and darkness.

Figure G-25. Camera can be controlled via the Livescan keyboard and control panel

interface.
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3155 Convert and enroll legacy MugShot records from an original Motorola TFP MugShot
svstem into the new MugShot System.

Cogent’s Response: DataWorks Plus provides conversion of existing data and images as an

additional service without additional cost. Dataworks provides a solution that can convert

proprietary C-Tree based TFP style systems as well as standard ODBC Microsoft SQL or equivalent

database structures. DataWorks Plus can convert existing data and images from current mugshot

databases. DataWorks is able to securely convert existing data without losing custom fields. Indeed,
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DataWorks has extensive experience in converting TFP Instant Image style proprietary mugshot
systems such as Imageware, Edicon, TFP, Printrak, Visions, X-Image and other mugshot systems.
EQUIPMENT: Workstations are Microsoft Windows Personal Computer (PC) based

devices, which have access to the HPD-BIS system, but do not input new images into the
databases. HPD will supply all necessary workstations in accordance with the Proposers

316

minimum specifications.

Input Stations are devices, which have the capability of workstations and have devices to
input images into the databases. For example, a LiveScan is an Input Station. Latent input
stations must incorporate high resolution input devices including a 1000 dpi camera

system and flatbed scanner with like resolution.

HPD desires the following list of new equipment at the specified locations. This
equipment is listed with the intention of identifying a preliminary list of what is
anticipated to be locations of specialized equipment. Proposers are encouraged 1o review
this list and make recommendations, which may improve operations. Any operator should
be able to access AFIS, NIST, MugShot, and QC functions from any workstation.

Cogent’s Response: Cogent’s proposed system solution is fully compliant with all specified
functional and capability requirements of the workstations. Cogent understands that HPD will
provide all PC workstations and standard peripherals (monitor, keyboard, mouse, etc.) and Cogent
will provide all required client applications software licenses and all required special-purpose
peripheral devices to configure the workstations to perform their required functions in the HPD AFIS
configuration. During installation, Cogent will load the software on the provided workstations,

attach the Cogent-supplied peripherals, and perform testing to ensure connectivity and proper
functionality of the workstations.
Minimum Specifications: Cogent recommends the Dell OptiPlex GX520 with the following

configuration (or equivalent):

6/6/2006 7:22:38 PM Central Standard Time

Date

Catalog Number 4 Retail 04

Catalog Number / Description Product Code SKU id
OptiPlex GX520 MT with Int Broadcom® GbNIC: 528CT [221-8988] 4

Intel® Celeron® D Processor 336 (2.8GHz, 256K, 533MHz FSB)
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gzs:iarzgn\?vi?;:v?és))(:P Professional, SP2, with Media XPP2EP [464-2319] 11
rflqigy:ilt:rg;stem for all Operating Systems NTFS [420-3699] 2
ngg ¥ OR2 Non-ECC SDRAM,533MHz, (2DIMM) 1G2N52 [311-5021] 3
18300(52 aSr:T?Ari’;l,sz/s and 8MB DataBurst CagheTM 16052 [341-2248] 8
zgnc‘):‘tliac::% I;Il\:aig;a Storage Devices: NCD [313-2977] s
:':E&)é 3.5 Inch Floppy Drive FD [341-2266] 10
v $30! Dell 19 inch 1907FP Digital Flat Panel Display P1907FP [465-2925] 5
zzesa:ee;;r Option NSPK [313-1416] 18
lAri?:gi?aicngé?&s;\udio INTSND [313-8170] 17
;zildSFézfnm;t:te[::: rfg':ee Chassis and Motherboard ROHS [341-2663] 15
EZZISYV sst‘:}’sii‘é‘{;": ES [310-4721] 25
m;:lé In Rebate: NONE [464-5006] 81
gzﬁlzJO;Brd:e:eyboard, No Hot Keys EUSB [310-5247] 4
USBE [310-6610] 12

Mouse:
Dell USB 2-Button Entry Mouse with Scroll
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Resource CD:

No Resource CD NORCD [313-3673] 21
Purchase Intent:

Purchase is not intended for resale. NOT4SEL [462-4506] 138
Misceilaneous: 03P520T [464-5376] o

Thank you for choosing Dell

(983-2217][960-

Hardware Support Services:

3 Year On-site Economy Plan W3YOS g;gg}%gggzggg%[%z 29
Onsite System Setup:

No Onsite System Setup NOINSTL [900-9987] 32
Security Software (Pre-Instalied). MCFEQOE [410-0810] 37

McAfee Security Center® 90 Day Trial, English

Central Jail The Central Jail will require three (3) LiveScan and one (1) workstation
with a Verify device.
Cogent’s Response: Cogent will provide three (3) turnkey LiveScan workstations with mugshot

cameras, and a LiveID workstation ‘kit’ consisting of the LivelD client software license, a Cogent

3.1.6.1

fingerprint scanner, and the scanner interface cable.

Identification Division -Application Room The ID — Applicant Processing Room will
require two (2) LiveScan devices.

Cogent’s Response: Cogent will provide two (2) turnkey LiveScan workstations with mugshot

3.1.6.2

cameras.

Identification Division -AFIS Unit Work Room _The AFIS Unit Work Room will require
three (3) multi-purpose Input Stations, capable of processing QC, conducting searches,
casework, and/or images for either AFIS or MSS systems. These Input Stations should
have multiple monitors to enable the side-by-side viewing of images and concurrent

access into all areas of your proposed system.

Cogent’s Response: Cogent will provide three (3) Multifunction workstation client software

3.1.6.3

licenses and three (3) desktop scanners and associated cables.
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Identification Division — Latent Laboratory The Latent Laboratory will require two (2)

3.1.6.4
Latent Processing Input Stations.

Cogent’s Response: Cogent will provide two (2) Latent Input/V erification workstation client

software licenses, two (2) desktop scanners, two (2) boom-mounted forensic camera systems, and

two latent flexible light-source devices, along with all required interface cables.

Identification Division — Photography Laboratory The Photography Laboratory will

3.1.6.5
require no special equipment.

Cogent’s Response: Cogent acknowledges that no special equipment is required for the Photo

Laboratory installation.

Southeast Jail — Women The Women'’s Southeast Jail will require two (2) LiveScan and
one (1) workstation with a Verify device. One of these stations, in addition to processing
female prisoners, will serve as a backup station for the processing of Juveniles and will

require access to the Juvenile subsystem
Cogent’s Response: Cogent will provide two (2) turnkey LiveScan workstations with mugshot

cameras, and a LiveID workstation ‘kit’ consisting of the LivelD client software license, a Cogent

3.1.6.6

fingerprint scanner, and the scanner interface cable.

Southeast Jail — Juvenile_The Juvenile Jail will require one (1) LiveScan station that has
access to the Juvenile system software, functions as the primary Juvenile processing
station, and will serve as a backup station for the processing Adult female prisoners.

3167

Cogent’s Response: Cogent will provide one (1) turnkey LiveScan workstation with a mugshot
camera, and will interface the workstation with the Juvenile system to function as the primary

juvenile processing station. The workstation will also be able to be used as a backup for adult female

bookings.

3.1.6.8 Computer Center The Computer Center will house all common, networked equipment

Cogent’s Response: Cogent’s central site system, including the clustered AFIS and Mugshot

Servers the PMA Match Engine cluster, and the associated network firewalls, network switches and

SAN switches, will be installed in the HPD Computer Center.

Portable Equipment. HPD will require one (1) portable LiveScan device which, when

3169
connected to the HPD Intranet, performs all functions of an Input Station.

Cogent’s Response: Cogent will provide one (1) fully-functional portable LiveScan system.

INTERFACES AND DATA FLOWS HPD requires all of the current interfaces and data

317
flows as documented, required, and/or regulated. The proposed system must Sfulfill all of the
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obligations, which HPD is subject. Areas of attention include, but are not limited to,
maintaining Juvenile records, reporting of arrests, and reliability of search results.

The messaging flows include Quality Control proceed/re-scan checkpoints from HPD, and
possibly HCSO, depending on Profile (Please refer to the Attachment for Profile configured
business processes). Data flows include the reception of Pre-Booking data from the Unisys
mainframe, routing of the transaction to HPD Quality Control, routing of the transaction to
HCSO depending on the Profile, reception of HCSO Hit/No Hit as well as SPN, SO, and SID

numbers. (Note: The Attachment outlines the specific workflow processes associated with the
profile oriented business processes.)
Cogent has carefully analyzed the HSD workflows and will configure and

Cogent’s Response:
deliver a workflow management capability in full conformance with the specified workflows.
Cogent’s COTS CAFIS includes a flexible and easily configurable workflow management
application that enables the implementation of workflow processing to automate agency business
processes to effectively accomplish internal automated functions and link the AFIS databases and
operations with external systems to prbvide unprecedented levels of interoperability. The sysfem
provides configuration control tables that enable us to easily establish the data and protocols for
information exchange to meet HPD’s specific requirements. Cogent’s proven workflow management
capabilities include administrative tools that enable an authorized system administrator to easily
configure and modify interface configuration tables to implement necessary interface updates using

standard communications protocols and message formats, with no development risk and with no

need for vendor involvement.

REPORTING OF TXDPS FAR HPD desires to self-report TxDPS Electronic Arvest
Reports (EARs), in accordance with TxDPS Chapter 60 of the Code of Criminal
Procedure, via TxDPS Networked AFIS Transaction Management System (NATMS). This
process of self-reporting includes all available aspects of the NATMS system, including
the returned information (SID, FBI numbers, etc...). To accomplish this HPD requests
that all Proposers provide details to accomplish this certification in accordance with
TxDPS guidelines. Please be sure to include sufficient detail in your Proposal outlining
costs, time-lines, milestones, and other information necessary to detail your plan for the

Certification of HPD as self-reporting by TxDPS.
Cogent’s Response: Cogent fully understands the certification requirement, will provide a fully-

compliant reporting capability and will ensure that HPD is certified as self-reporting by TxDPS.

EAR fingerprint records are standard NIST-formatted records. The primary components of the EAR
fingerprint record include NIST Type 1, Type 2, Type 4, and optional Type 10 records. The Type 2
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records must contain the data fields specified in the TxDPS Electronic Fingerprint Transmission

Specification (EFTS).
Cogent’s CAFIS is 100% NIST compliant for record creation, forwarding to AFIS, archive storage,
and forwarding to the State. CAFIS provides proven capabilities for handling all defined NIST

transaction types (TOTs) as listed in the following Table:

TOT Tenprint Identification Request Transaction
CAR Criminal Ten-Print Submission (Answer Required)
CAN Criminal Ten-Print Submission (No Answer Necessary)

FANC Federal Applicant (No Charge)
FAUF Federal Applicant User Fee
NFUF Non-Federal Applicant User Fee

MAP Miscellaneous Applicant Civil
DEK Known Deceased '
DEU Unknown Deceased

MPR Missing Person
AMN Amnesia Victim

TOT Tenprint Identification Response Transaction
SRE Submission Results — Electronic
ERRT Ten-Print Transaction Error J

During system implementation, Cogent will configure the LiveScan workstations and Multifunction

workstations to provide all data capture fields required for TxDPS EFTS-compliance. Cogent will

coordinate and perform NIST record submission testing in accordance with the TXDPS test and

certification procedures and, in the unlikely event of formatting and data content discrepancies, will

be fully responsible for resolution of the discrepancies and retesting of the NIST submissions to

obtain EAR certification.
The configuration and testing of the HPD NIST submissions for TxDPS EFTS compliance, and the
demonstration of the system’s automated NIST response transaction (SRE & ERRT) handling

capabilities will be accomplished within the system installation and test timeline identified in the

System Implementation Plan.

UNSOLVED LATENT DATABASES HPD maintains an Unsolved Latent Database
(ULD) and requires all searches for Finger Print matches be performed on this database.

Further. HPD desires to participate in any local, regional, state, and national ULD

3.1.9
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database efforts. HPD desires to integrate the FBI Universal Latent Workstation (ULW)
system into our processes. The Proposer shall provide a capability to interface with this
system, preferably without the need for 'second encoding'. At a minimum, the Proposer
shall provide a capability to interface with TxDPS AFIS system electronically. All

available resources, which TxDPS can provide, must be electronically configured for

maximum utility.
Cogent’s Response: Cogent’s proven COTS CAFIS solution provides fully compliant capabilities

for supporting external ULW workstation interfaces and for interfacing with the TxDPS system, but

the system’s proven capabilities go far beyond these. CAFIS software has built-in capabilities that

facilitate interconnectivity and the exchange of all records types and identification information with
other agencies, and this proven capability will enable HPD to participate fully in data exchanges and

reciprocal inquiry agreements without any need for costly new development. Cogent’s COTS
capabilities include:

o Full support for NIST-compliant data exchanges with the capability to easily send and
receive Texas EFTS and FBI EFTS encoded records,
Full capability to handle WSQ-compressed 500 ppi image records and JPEG2000-

o
compressed 1,000 ppi images.

o Data sharing capabilities that enable any tenprint, palm print, latent, or photo record to be
transmitted electronically using standard NIST formats, with record components transmitted
as standard attachments to e-mail messages.

o Dataaccess capabilities that will enable external agencies to access records in the HPD NIST
Archive using a standard web browser, based on straightforward establishment of security
access authorizations

© Record receipt capabilities that enable the Cogent AFIS to receive an electronic transmission
of a NIST-compliant record from an external agency, import the record for processing,
perform an identification search, and route the search results to the originating agency

o Full compatibility with FBI Universal Latent Workstation (ULW) capabilities for encoding,
transmitting, and receiving latent fingerprint and palm print images.

o Built-in capabilities for automatic transcoding of latents for submission to any external AFIS,

including the FBI IAFIS.
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o Proven capability for receiving electronic transmissions of latent fingerprint images and

encoded fingerprints from extern

:dentification searching, and returning the search results to the re

al latent workstations, importing the latents for

questing agency

Tmage processing capabilities that enable 1,000 ppi fingerprint, palm print, and latent images
in NAFIS to easily be transcoded as 500 ppi images for transmission to agencies with, for

example, older AFIS technology that is not capable of handling 1,000 ppi image records

All the HPD will need to do is establish data exchange agreements because, with Cogent, full proven

data access and exchange capabilities are already built-in.

PERFORMANCE, CERTIFICATION AND TESTING RESOURCES HPD desires that
the proposed system have the capacity to outline requirements, document actions, and
verify the performance, actions, and ability of an individual in certain functions. Areas
may include testing specific performance criteria, skills, responses, proficiency testing
and/or ability to process cases in a particular manner or period.

3.1.10

Cogent’s Response: Specialized tests, often referred to as ‘benchmark” tests, will be performed to

demonstrate that the system meets or exceeds performance requirements for specific performance-

oriented processes, (€.8., transaction volume throughput, transaction response times, identification

match accuracy).

Cogent maintains a test environment that is used for all aspects of performance benchmark systems.

Our principal test environment tool is Avalanche, a third party COTS simulation product

manufactured by Spirent Communication

transactions to reflect the HPD operating environment with the requir
d the same process to test the AFIS delivered for the Venezuela Voting System

s. Cogent will configure and use Avalanche to generate

ed performance objectives.

Cogent has use
project, the fastest real time civil fingerprint identification system to-date.

Spirent Communications’ Avalanche product simulates real-world user behavior, network

conditions, and large web and application infrastructures. Avalanche eliminates the need for

expensive testing infrastructures by emulating the behavior of up to two million users in a single,
compact device. With Avalanche. Cogent can test the proposed HPD solution and network systems

at and beyond expected peak volumes. Key benefits of Cogent’s Avalanche test environment

include:
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Can simulate over two million concurrently connected users with unique IP addresses.

O

Supports web services testing and emulates multiple web browsers and user behavior

patterns.

Verifies protection against viruses and distributed denial of service (DDoS) attacks.

Reduces capital expenditures and operating costs by “right-sizing” the network and

application infrastructure for deployments or upgrade cycles.
Provides an integrated view of all relevant statistics in a single report, and exports them

into JPEG, PDF, or HTML formats.

Avalanche can generate transactions such as tenprint submissions or latent inquiries from various IP

addresses to demonstrate if the system can handle the required transaction loads within the expected

response time and accuracy.
The following AVALANCHE Test Configuration Screen (Figure G-26) shows the configuration
controls available to configure Avalanche to support virtually any type of system performance

testing. Upon the test completion, the Avalanche software can produce detailed and exportable

reports of the test results.
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Figure G-26. AVALANCHE Test Configuration Screen.
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: Figure G-27. AVALANCHE Test Monitoring screen
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3.0.11

MOBILE AFIS HPD desires to empower its officers to collect and verify biometric
information from the field. HPD views the MAFIS as a seamless component of the overall
Biometric Information management. HPD intends to install this capability in a phased
manner. HPD's intention at this time is to pursue the purchase and installation,
depending on available funding, of the supporting equipment and a limited number of
remote devices. However, the host software required to support this function must be

included in the baseline cost proposal.

Cogent’s Response: Cogent is the industry leader in providing high performance rapid identification

systems. Cogent’s field-proven LivelD™ system can be configured to run on hand-held devices,

notebook computers, stand-alone workstations, and enterprise systems serving users at thousands of

sites. The promise of real-time mobile identification is no longer in the realm of developmental

technologies and speculative claims:

(©]

We supply the LivelD biometric solution for the US-VISIT system, used by the Department
of Homeland Security for the screening of foreign nationals seeking to gain entrance into the
United States. This is the largest rapid identification system in the world, performing
140,000 1:n searches per day at 129 ports of entry around the country. Cogent has also
integrated US-VISIT PDA devices with fingerprint capture devices and software for DHS’s

field testing of hand held devices for rapid identification use.

The U.S. Citizenship and Immigration Services uses LivelD application software at over 500
border crossing points to determine if individuals apprehended entering the U.S. illegally

have ever done so before, or if they have ever been deported for criminal activity.

In Venezuela, a web-based version of LivelD has been implemented for the nationwide,
fingerprint-based voter authentication system to prevent any voter from casting more than
one vote. To ensure that each person votes only once, every voter is enrolled in the system,
and their fingerprints are checked against all other enrolled voters. The central site was sized
to perform 1.2 million 1:n search transactions per hour. On the day of the referendum,
approximately one million people per hour had fingerprints captured, searched, and enrolled

over a period of ten hours. Response time was less than 20 seconds for each transaction. The

system has since been expanded and has been used for other elections.

LivelD/MobilelD is an easy-to-use, automated, client/server fingerprint identification system for law

enforcement officers and other personnel. Users can compare live fingerprints to a database of stored




AFIS for the Houston Police Department

coGENT T SYSTEMS

prints to quickly identify an individual. The software is customizable, so that access permissions and

other preferences can be configured to meet the needs of Maryland DPSCS.

Users simply have the subject place his/her finger onto a fingerprint scanning device for fast and easy
identification. The software provides users with an assortment of tools for viewing, verifying,
identifying, and saving records, allowing a one-to-one comparison of existing fingerprint records to
verify identity. LiveID and MobileID are not standalone software applications; LiveID works as a

front end system for the CAFIS database via TCP/IP connection, available on either a desktop PCor

in a remote location such as a patrol car laptop computer.

The following illustration (Figure G-28) shows the three standard LivelD configurations: the

desktop, non-ruggedized mobile and ruggedized mobile environments.

Figure G-28. Three Standard LivelD Configurations

Cogent FAST ID Configuration

TiveiD USB fingerprint

scanner
Bluccguk ! "

&* j'_l R

Commercia PDA with WIF1 802.11g TCP/P
MobllsiD host software

CAFIS
NIST Standard Trengaction

7N FUIlWSR Fingerprint Image

¢ > \ B E-mail/ FTP dellvery TCPIP
. 39 TDMA, CDMA, GSM,GPRS
Ruggedized PUA with Depending on Host model

MobilelD host software

Cogent’s CAFIS system proposed for HPD provides the central identification support needed to
implement a LivelD system —no additional expensive central processors are required to demonstrate
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the system’s proven mobile identification capabilities. Cogent will work with HPD to define and
implement an appropriate demonstration of LivelD capabilities.

CONVERSION OF HARD-COPY PALM PRINT CARDS HPD has approximately
200,000 inked Palm Print cards. HPD would like to include these hard-print cards in the
Proposed system. HPD would prefer to have the proposer provide a solution which HPD
can perform the conversion and enrollment these cards with HPD staff.

Cogent’s Response: Cogent’s proposed Multifunction Workstations that will be installed in the

3.7.12

Identification Division’s AFIS Unit are fully capable of performing the palm print conversions and
we believe that CAFIS reductions of manual workloads will result in almost full availability of these
workstations to support palm print conversion. If HPD decides to use these workstations for
conversion, there will be no additional cost. However, for an additional cost, Cogent can also
optionally supply additional workstation scanners and Multifunction client licenses if HPD wishes to
install additional workstations to support conversion. Also, as described in Section J, Optional
Components, item 3, Cogent can perform the conversion of the 200,000 palm print cards.
ACCEPTANCE OF HCSO SID, SPN AND SO NUMBER HPD would like to automate
the acceptance of HCSO updated information. HCSO will transmit to HPD the System
Person Number (SPN), State ID Number (SID), and Sheriff’s Office Number (SO) after

they receive their NATMS reply from TxDPS. When a message is received, the HPD AFIS
system must update the system accordingly. Please refer to Attachment () Jora

preliminary message format.
Cogent’s Response: Cogent will use the CAFIS workflow management application to configure the

3.1.13

interface for automated data receipt, with automated record update processing to automatically add
the HCSO SID, SPN and SO numbers to the corresponding archived record. This is an excellent

example of the utility of the system’s configurable interface and workflow controls.

CREDIT FOR OLD EQUIPMENT HPD requests that all Proposers consider the value, if
any, of the existing equipment, and what, if any, credit would be given to HPD for the

transfer of ownership of any or all of the existing equipment.
Cogent’s Response: Cogent has included a credit for the old Printrak equipment in our cost

3.1.14

proposal.

DISPOSAL OF OLD EQUIPMENT It will be the responsibility of the successful
Proposer to dispose of all unneeded and wmvanted equipment. All equipment which is to
be disposed must be approved for Disposal by senior HPD staff, in writing, before the
items are actually disposed.

Cogent’s Response: Cogent will provide for removal of the existing AFIS equipment. Cogent will

3.1.15

obtain HPD approval prior to disposal of any unneeded or unwanted equipment components.
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Cogent’s COTS AFIS solution provides extensive standard capabilities for management and control
of CAFIS operations and the operational environment. The system management and reporting
capabilities are fully integrated to provide information on events and performance and to dynamically
change operational parameters to control access, change thresholds, produce reports, export data for
analysis and perform maintenance of the system. System process efficiency is accomplished through
the use of configurable workflows, supported by system administrator tools that enable monitoring of
workflow processes and queues, and real-time adjustments to processing priorities and in-process
transactions. All transactions will be logged and a variety of statistical items are maintained in the
MS SQL RDBMS. The COTS Report Management System can access system logs and status

information to provide standard real-time and ad hoc reporting to assist the administrator in

determining and tuning system performance.

The standard and ad-hoc reporting capabilities of the system can be used to export data for use in
analysis programs or can be used directly to assist in determining where to set the various system
thresholds that trigger processes in the “lights-out environment. Once an administrator has
determined, through analysis of the available reporting, what the new threshold parameters should
be, the system will allow the immediate setting of the threshold values, log the changes and enforce
the new settings for all subsequent transactions. Controlled access to the database can be given to
specific users or processes to extract the data to load a data warehouse or operational data store for
combination with information from other sources to allow more detailed analysis and remove the
analysis and reporting overhead from the operational system. Cogent’s management software also

provides comprehensive capabilities for user monitoring, activity logging, and performance

assessment.

Cogent’s CAFIS system provides a standard set of management reports that can be generated
automatically and an ad hoc capability that can produce a wide variety of statistical reports regarding

the number of submissions by type, including response times and other measures needed to measure

and monitor the performance of the system.
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The sample Report Generation Screen shown in Figure G-29 illustrates the flexibility of the CAFIS

management reporting capabilities.

Figure G-29. Sample Report Generation Screen
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Examples of standard statistical reports are provided in the following figures.

Figure G-30. Standard Statistical Report Request
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Cogent has demonstrated a history of delivering technology that affords investment protection for
our customers. All Cogent AFIS product improvements ensure full backward compatibility with
systems previously delivered. Our standard configuration mechanisms employed to achieve this
capability also enable the introduction of new features without impacting existing baselines. By
using a table-driven software design approach, we readily maintain compatibility while improving
products and satisfying new customer needs. For example, the PMA hardware product is
programmable; improved matching algorithms and other PMA processes are easily downloaded from

the server. Changes to the workflow and user screens can all be accommodated by changes to

configuration tables.

In customizing our COTS product solutions to meet a new customer need, we absorb the changes
into our product baseline to ensure the customer’s capability is retained as the overall Cogent AFIS
COTS product evolves. When Cogent adds improvements resulting from extensive corporate
research and development, or resulting from requested customer customizations, we always verify
that these improvements do not impact fielded Cogent’s AFIS capabilities. This ensures that no
customer is left behind -- our guarantee to each customer.

Whenever a newer version of CAFIS is developed, it is always designed to be backward compatible
with Cogent’s legacy CAFIS. Existing customers with previous versions of CAFIS can take
advantage of new functions added to the new version without halting their operation. HPD will not
be confronted with the prospect of owning a non-supported version of CAFIS or having to perform a
massive change out of assets to accomplish an upgrade to the HDP AFIS. Cogent has consistently
demonstrated the ability to upgrade installed CAFIS systems without impacting on-going fingerprint

identification operations. HPD can benefit from CAFIS product improvements when new versions

of CAFIS are developed.

New features developed for customers are added to the CAFIS baseline when new versions of the
baseline are released. All those new features are developed as modules which are controlled by
configuration parameters. When customers upgrade their system with the new CAFIS baseline, the

existing functionality is unaffected. They can take advantage of the new functions by adjusting the

configuration system.
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This approach simplifies CAFIS maintenance and version control while providing the opportunity
for all customers to benefit from added capability. Based on this approach, the HPD configuration of

CAFIS would benefit from future product improvements that HPD elects to configure into its

system.
Whenever a system with previous versions of COTS applications needs to be upgraded with a newer
version, full system tests are conducted on the test environment either maintained by Cogent or the

customer before the actual upgrade. This is to ensure the new version of CAF IS is fully compatible

with the previous one.
Cogent has adopted formal release control and configuration management processes, which meet

industry standards. These tests and processes ensure an upgrade has minimal impact on ongoing

operations.

because the system is used to support the entry of pre-booking data, we assume that the RMS

provides functionality that is similar to standard Computerized Criminal History (CCH) systems

with at least some aspects of an inmate management system.

Everyone understands the importance of an AFIS in providing the central authority for establishing
identity, the full range of applications of AF IS-supported identification services in a fully integrated
criminal justice systems environment remains largely unrealized. vBecause of Cogent’s experience
with LiveID, we have experience in the complete range of applications that would provide significant
new capabilities to an integrated and interoperable AFIS-RMS system. The benefits begin with rapid

identification of recidivists during pre-booking, but Cogent’s mobile ID technologies could also

support positive identification in other situations, such as:

» For individuals in custody:

o at arraignment (especially in a video arraignment environment)

o for transfers to/from court hearings, a hospital, the county jail or other external

facility

o for distribution of prescription medications

Submitted June 9, 2006
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o atrelease from custody

* For parole/probation reporting and for identity confirmation at periodic court-ordered drug

tests, etc.
* For employees:
o for access control to secure facilities (computer rooms, telephone closets, evidence
rooms, etc.)
o for time and attendance reporting

for enhanced employee safety including fire safety (positive knowledge of building

occupants).

Cogent’s CAFIS provides exceptionally flexible support for the implementation of specialized
interoperability workflows involving 1:N identification and 1:1 identity verification as part of an
external system’s automated workflow. CAFIS provides configurable interface control and supports
standards-based data exchange (e.g. NIST and XML formatting) and essentially all interface
formalisms including SMTP, FTP, ODBC/JDBC, SOAP, etc. With CAF IS, there will be no need to
hard code interface handling equivalent to the TPE to provide forwarding of pre-booking
information. CAFIS interfaces are table driven and user configurable to enable data exchanges to be

easily and quickly established and to be easily modified to support evolving business functions.

Cogent will be happy to work with HPD as the new RMS is defined to identify opportunities to
exploit positive identification and provide insights based on our experience in the implementation of
other CCH systems. Of particular note is the work we performed in Ohio, Connecticut, Rhode

Island, and the County of Los Angles, where Cogent was the provider of the CCH capability that
interfaced with the AFIS.

When interoperability requirements are defined, except for the cost of fingerprint terminals, AFIS
support of RMS processes can be implemented using the baseline CAFIS functionality. No
reprogramming or special processing systems are required. Also worth noting is the benefit of
improving the quality of the RMS records. With a modern high-accuracy AFIS, HPD can assure that
the records converted and loaded into the new RMS are unique and positively linked to identification

records, eliminating the problem of duplicate records and associated improper handling of

individuals.
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AFIS is to supply a solution that offers the HPD the highest accuracy

Cogent’s approach for the HPD
and the fastest response times available. Cogent’s solution is unique in that the search is

independent of pattern classification, demo graphic filters, or any other pre-filter that Cogent believes

leads to reduced accuracy. Instead, Cogent’s AFIS searches 100% of the database in every search.

The benefit of high accuracy and a fast response time is a more efficient and effective workforce.

Tenprint examination can be performed in a “lights-out” mode. Search results that are clearly above

an upper threshold are declared as a match. Search results that are clearly below a lower threshold

are declared as an enrollment. Those few transactions that fall in-between the upper and lower
thresholds are in a “gray area”, these transactions are referred to the trained fingerprint examiner for
determination. The “lights-out” operations free up tenprint examiner time for more difficult
gh accuracy means that the latent examiner has fewer candidates to review which

comparisons. Hi
more cases can be worked. Cases that may have been set aside

means time saved in each case so that
due to priorities in the past can be processed, hits made, and criminals removed from the streets.

Another unique offering from Cogent’s AF IS is the incorporation of rolled images and flat images
into the database. Cogent was the first AFIS vendor to offer rolled and flat, as well as multiple
records. These capabilities were included in the Los Angeles County AFIS (LAFIS). Los Angeles

reported that in 12.4% of the latent cases in which a hit was made, that the hit was only on the flat

image. Without the inclusion of the flat images, those cases would not have been solved. The

inclusion of the flat images in latent searching will give the DPS an increase in crimes solved by

latent fingerprint examination at the HPD.

The Cogent solution for the HPD AF IS will provide an identification accuracy rate 0f 99.9% (as

proven in the Los Angeles County, States of Connecticut and Rhode Island, and EURODAC

systems). The following paragraphs describe the Cogent approach for identification, both tenprint

and latent.

The tenprint one-to-many search is performed with 100 % database penetration; that is, the submitted

set of tenprints is matched to the entire database of tenprint records. Cogent’s tenprint-to-tenprint
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search methodology is to select the best four fingers from the ten rolled images for the search of the
database. Hence, pre-selected finger numbers are not used, but a more dynamic approach of
selecting the best four fingers based on quality is employed. By using the best quality fingers, the
search accuracy is improved. As part of the secondary matching, Cogent “confirms” the results of the

four-finger minutiae match by comparing the rolled impressions for the remaining six fingers, so all

ten fingers are used in the match.

Our approach of 100 % database penetration for four fingers and confirmation against all fingers
produce the 99.9 % or better accuracy that puts the right candidate in first position consistently and
that enables a virtual “lights-out™ approach to tenprint searches. Los Angeles County tenprint
operations have capitalized on this accuracy. They have found that human intervention is required for
less than 10 % of the one-to-many tenprint searches conducted. The States of Connecticut and
Rhode Island conduct 3™ shift operations in “lights-out” mode. EURODAC runs “lights-out”
tenprint searches 24/7. Our workflow provides verification by a fingerprint examiner for each
tenprint search match. For the European Union EURODAC System, the four-finger search resulted

in 99.9% tenprint accuracy based on a customer benchmark for a lights-out s stem.
p g y

Value added features of the Cogent HPD AFIS accuracy solution include:

Cogent’s COTS Programmable Matching Accelerator (PMA) matching engine provides
100% search penetration for ALL searches.

~ High user productivity for latent searches, as potentially 90-95% of hits are in the number
1 position, thus reducing the need to search long candidate lists.

Accuracy of 99.9% for tenprints. As shown in the following table, Cogent’s AFIS
systems have consistently achieved tenprint matching accuracy of greater than 99% in

customer benchmarks and production systems.

Figure G-32. Cogent’s AFIS Tenprint Matching Accuracy

AFIS Tenprint Matching Required Cogent Benchmark
‘ ' Accuracy : :
| Connecticut and Rhode Island | 99.0% 100%
I Los Angeles County 99.5% / 100% 7
| Italian National Not Specified | 99.5% (Production) |
| EURODAC 99.9% | 99.9% |
| Ohio BCI [ 95.0% [ >99%, N
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Cogent sets high standards for latent accuracy:

= [fa matching tenprint or palm print record is in the database, and has at least 10 identifiable

minutia points, the matching tenprint or palm print record will be among the top 25

candidates based on match score in not less than 95% of latent searches.

In not less than 95% of all latent searches, if the unknown latent and the matching tenprint or
palm print record have at least 16 minutia points in common, the matching record will be

among the top five candidates based on match score, and will be the first position candidate

in > 75% of these candidate lists.

We take an integrated approach to palm and fingerprint latent searches. Each fingerprint is searched

against the rolled and plain impressions for each database record. This approach has resulted in many

benchmarks achieving better than 90% accuracy, as a function of image quality.

Operator interfaces for latent editing provide a robust tool set for identifying latent features and
minutiae that is usable in a search. Palm searches segment the palm into 11 segments, and the

matcher compares 11 separate images with the palm database records seeking a match.

nst twenty images per record and all records, we have achieved high relative
s. Independent analysis by the FBI showed that over 12% additional latent

searching both rolled and flat impressions. The

By searching agai
reliability in latent searche

identifications were made in Los Angeles County,
high selectivity of our latent search capability was recently seen in our transitioning of the

Connecticut and Rhode Island AFIS from a legacy AFIS to Cogent’s solution. During the transition,

78 new latent matches were made, including one from a 1980 murder case.
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EXHIBIT “A-2"
LIST OF NEW EQUIPMENT TO BE PROVIDED BY
CONTRACTOR AT SPECIFIED LOCATIONS

(as set out in Section titled “Equipment” of Exhibit “A”, Scope of Service)
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Exhibit A - 2
Breakdown of Equipment at Each Location - Initial Contract

This document contains a list of the hardware and software licenses to be installed by
Cogent at each location.

Central Jail
Cogent will install the following equipment at the Central Jail:

» Three (3) LiveScan workstations with mugshot cameras as follows -

Dell Optiplex GX520

Cogent CLS1 Livescan Cabinet
CLscan 1000ppi optical block
Keyboard and Mouse
Ruggedized Cabinet with 17" 1280x1024
resolution color monitor

UPS Device

Modem for remote support
Xerox Phaser 4500

Sony EVI D70 Camera
Mugshot Light System

» One (1) LiveID workstation ‘kit’ consisting of the LivelD client software license, a
Cogent fingerprint scanner, and the scanner interface cable as follows —

[ LivelD License
Cogent CSD 301 Optical Sensor

Identification Division -Application Room
Cogent will install the following equipment at the ID — Applicant Processing Room:

= Two (2) LiveScan workstations with mugshot cameras as follows:

Dell Optiplex GX520

Cogent CLS1 Livescan Cabinet
CLscan 1000ppi optical block
Keyboard and Mouse
Ruggedized Cabinet with 17" 1280x1024
resolution color monitor

UPS Device

Modem for remote support
Xerox Phaser 4500

Sony EVI D70 Camera
Mugshot Light System
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Identification Division -AFIS Unit Work Room
Cogent will install the following equipment at the AFIS Unit Work Room:

» Three (3) Multifunction workstation client software licenses. 7o be installed on
workstations provided by the City of Houston.

|CAFIS Multi Function Software License }

= Three (3) Desktop scanners and associated cables. 7o be installed on workstations
provided by the City of Houston.

|[Epson Perfection 4990 |

Identification Division — Latent Laboratory
Cogent will install the following equipment at the Latent Laboratory:

* Two (2) Latent Input/Verification workstation client software licenses. 70 be
installed on workstations provided by the City of Houston.

|CAFIS Software License |

» Two (2) Desktop scanners. 7o be installed on workstations provided by the City of
Houston.

|[Epson Perfection 4990 |

» Two (2) Boom-mounted forensic camera systems and latent flexible light-source
devices, along with all required interface cables. 7o be installed on workstations
provided by the Gity of Houston.

Latent Camera Kit
Sony XCD710
Nikon Lens Model NIKO 1987
Power Lite Il 110V Light Source
Cogent Camera Mount/Stand

144



Southeast Jail - Women
Cogent will install the following equipment at the Women'’s Southeast Jail:

= Two (2) LiveScan workstations with mugshot cameras

Dell Optiplex GX520

Cogent CLS1 Livescan Cabinet
ClLscan 1000ppi optical block
Keyboard and Mouse
Ruggedized Cabinet with 17" 1280x1024
resolution color monitor

UPS Device

Modem for remote support
Xerox Phaser 4500

Sony EVI D70 Camera
Mugshot Light System

= One (1) LiveID workstation ‘kit’ consisting of the LiveID client software license, one
(1) Cogent fingerprint scanner, and the scanner interface cable. 7o be installed on
workstation provided by the City of Houston.

LivelD License
Cogent CSD 301 Optical Sensor

Southeast Jail — Juvenile
Cogent will install the following equipment at the Juvenile:

» One (1) LiveScan workstation with a mugshot camera

Dell Optiplex GX520

Cogent CLS1 Livescan Cabinet
CLscan 1000ppi optical block
Keyboard and Mouse
Ruggedized Cabinet with 17" 1280x1024
resolution color monitor

UPS Device

Modem for remote support
Xerox Phaser 4500

Sony EVI D70 Camera
Mugshot Light System
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Computer Center
Cogent will install the following equipment at the Computer Center:

= Cogent’s central site system, including the clustered AFIS and Mugshot Servers the
PMA Match Engine cluster, and the associated network firewalls, network switches

and SAN switches

Equipment Rack Dell Rack with UPS 1
AFIS Core Server PowerEdge 2850 2
Hardware
Firewall Cisco PIX 506e 2
Cogent PMA Cogent PMA Elite 2
Mugshot Server PowerEdge 2800 2
Network Switch Dell PowerConnect 2716 2
SAN Switch HO8 FIBRE SW 8 PORTS, 2005-H08 2
SW SFP Transceiver - 4 Pack, 2214 2
Fiber Cable LC/LC 5M Multimode, 5605 8
HO8 Full Fabric Activation, 7720 2

Portable Equipment
Cogent will provide the following equipment at the for the portable identification system:

= One (1) fully-functional portable LiveScan system.

P4 Notebook 40 GB IDE hard disk, 512 RAM,
10/100 NIC

CLScan 1000

Sony EVI D70 Camera

Ruggedized Pelican case

UPS for power backup

Keyboard and Mouse

FBI-Certified Card Printer

Xerox Phaser 4500
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EXHIBIT “B”

SYSTEM IMPLEMENTATION PLAN

Contractor shall implement the System in six months from the date the City Purchasing Agent issues

Contractor the Notice to Proceed. Contractor’s implementation plan shall be as follows:

D Project Management:

In consultation with the Director, Contractor’s Project Manager shall schedule a project “kick

off” meeting at which Contractor shall submit to the Director for approval the Project

Management Work Plan for the six month period during which Contractor shall install the new

System.

A) The Project Management Work Plan shall contain detailed information on the

Deliverables, major tasks, first-level sub-tasks, milestones and Deliverables of the

Proj ect.
B) Contractor’s Project Manager shall schedule meetings in consultation with the Director
to:
a) evaluate the progress of the Project;
b) schedule meetings with HPD project staff;
c) review weekly reports from project staff;
d) review whether project milestones are being met; and
e) provide updates to the Director on the Project’s progress.

) System Engineering:

In consultation with the Director, Contractor’s Project Manager and technical staff shall engineer

the System in accordance with the system technical design document approved by the Director.

H:AMR\COGENT.WPD
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1)

IV)

V)

VD)

System Integration and Testing:

In consultation with the Director, Contractor’s Project Manager shall perform tests prior to the
Acceptance of the System as set out in Section IV(D) of the Agreement.

Data Conversion

In consultation with the Director, Contractor shall convert data from the legacy system within
the six month period during which Contractor implements the System as set out in this Exhibit
“B”.

Deployment

Contractor shall deploy the System in accordance with the Project Management Work Plan
approved by the Director. Notwithstanding the same, the City shall accept the System only after
HPD wuses the System to send data to the Harris County Sheriff’s Office via the interface
provided by Motorola.

Technical Assistance and Maintenance

Contractor shall assign trained, skilled and experienced technical staff to provide technical
assistance and maintenance during the implementation of the System and to maintain the System

as set out in the Exhibit “A”, Scope of Service.
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EXHIBIT “C»? *%
UNIT PRICES FOR SYSTEM EQUIPMENT, SOFTWARE LICENSES
& PROFESSIONAL SERVICES

HPD-BIS

SYSTEM
Equipment Rack | Dell Rack with UPS 1 $ 2,048.28 $ 2,048.28
AFIS Core Server | PowerEdge 2850 2
Hardware $ 7,716.12 $ 15,432.24
Firewall Cisco PIX 506e 2 $ 434.91 $ 869.82
Cogent PMA Cogent PMA Elite 2 $ 52,609.91 $105,219.82
Mugshot Server PowerEdge 2800 2 $ 9,069.95 $ 18,139.90
2 $ 178.87 $ 35775
Network Switch Dell PowerConnect 2716 2 $ 5,058.27 $ 10,116.53
SAN Switch HOS8 FIBRE SW 8 PORTS, 2005-HOS8 Included Included
SW SFP Transceiver - 4 Pack, 2213 2 Included Included
Fiber Cable CL/LC 5M Multimode, 5605 Included Included

Livescan
Workstation

HOS Full fabric Activation, 7720

Dell Optiplex GX520
Cogent CLS Livescan Cabinet

CLSecan 1000ppi optical block
Keyboard and Mouse

Ruggedized Cabinet with 17" 1280x1024
resolution color monitor

UPS Device

Modem for remote support

Xerox Phaser 4500

Sony EVI D70 Camera

Mugshot Light System $24,244.40 $193,955.20
Portable Livescan | P4 Notebook 40 GB IDE hard disk, 512 RAM

10/100 NIC $27,707.89 $27,707.89

CLScan 1000 Included Included

Sony EVI D70 Camera Included Included

Ruggedized Pelican case Included Included

UPS for power backup Included Included

Keyboard and Mouse Included Included

FBI-Certified Card Printer Included Included

Xerox Phaser 4500 Included Included

**NOTE:

THESE ARE THE UNIT PRICES FOR HARDWARE SOFTWARE AND

SERVICES PROVIDED BY CONTRACTOR, BUT CITY’S PAYMENT SHALL BE MADE

AS PER1V (A) OF THE CONTRACT.
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Multi-Purpose Workstation

MultiPurpose Dell Optiplex GX520 3 Supplied by HPD | Supplied by HPD
Workstation Two 20" Flat Panel Displays per workstation
UPS

Epson Perfection 4990 $ 50421 $1,512.64

Latent Workstation

Latent Del Optiplex GX520 2 Supplied by HPD | Supplied by HPD
Workstation 20" Flat Panel Displays

Epson Perfection 4990 2 $ 504.21 $1,008.43

Latent Camera Kit 2 $1,280.17 $2,560.35

Sony XCD710 Included Included

Nikon Lens Model NIKO 1987 Included Included

Power Lite I1 110V Light Source Included Included

Included Included

Cogent Camera Mount/Stand

LivelD Workstation (2 Finger Identification)

LiveID Dell Optiplex GX520 Supplied by HPD | Supplied by HPD
Workstation 20" Flat Panel Displays

GB Ethernet Included Included

Kybd Included Included

Optical Mouse Included Included

Liveld License 2 $1,052.20 $2,104.20

Cogent CSD 301 Optical Sensor 2 $ 315.66 $ 631.32

| SUB TOTAL $381,664.55
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Softwiire

AFIS 12 Input License 1 $ 105,219.82 $ 105,219.82
Mugshot Input 4 User License 4
Web Access 64 User License 1

*Concurrent License includes Web Access to both DataWorks Digital PhotoManager and Cogent Web Archive

HPD-BIS SYSTEM

CAFIS Server License 1
Cogent NIST Server License
Cogent WSQ License

Cogent Mobile AFUIS Host License
Solaris 9 License $ 49,102.58 $ 49,102.58

AFIS Core Server

Oracle RDMBS License 1 $ 14,029.31 $ 14,029.31
Mugshot Server Digital PhotoManager Server ™ Edition 1
Included Microsoft SQL Server 2005

WebWorks Server Edition
$16,414.29 $16,414.29

SOFTWARE SUB TOTAL $260,524.27
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Configuration $ 28,058.62 $ 28,058.62
Installation $ 14,029.31 $ 14,029.31
System Certification $ 2,104.40 $ 2,104.40
Project Management $ 14,029.31 $ 14,029.31

SUB TOTAL $ 58,221.63

Other Costs
Documentation

Technical Documentation $ 10,521.98 $ 10,521.98

Training Documentation Included Included
User Manuals Included Included
SUB TOTAL $ 10,521.98
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EXHIBIT "C"

Electronic Data
Conversion
Fingerprint - DTS 800000 | $0.7014655 $ 56,117.24
Fingerprint - NIST 220000 | $0.07014655 $ 15,432.24
Minutiae - Latent 10000 | $0.07014655 S 701.47
Mugshot 220000 | Included Included
Profiles Included Included
SUB TOTAL ‘ $ 72,250.94

Training AFIS Administration Training Class 1 $701.46545000 701.46545
Mugshot Server Training Class 1 $701.46545000 $ 701.47
Livescan Training Class 3 $701.46545000 $ 2,104.40
Multi-purpose workstation Training 1 $701.46545000 $ 70147
Class 2 $701.46545000 $ 1,402.93
Latent workstation Training Class 2 $701.46545000 $ 1,402.93
Liveld Training Class
SUB TOTAL $ 7,014.65
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EXHIBIT "C"

HAMR\COGENT WPD

Proposal System
Total
Equipment § 381,664.55 | § 381,664.55
Software
AFIS 12 Input 1 $ 105219.82 | $ 105,219.82
Mugshot 4 Input 1
Web Access 64 User 1 $ 7575827 | $ 75,758.27
S year Database Sizing 1
Other software sub total 1 § 79,546.18 | $ 79,546.18
Electronic Data Conversion 1 $ 72,250.94 $ 72,250.94
10 $ 70147 | $  7,014.65
Training 5
ULD/ULW
Reports, Queries, and Searches 1 § 28,058.62| $ 28,058.62
Configuration 1 $ 14,02931 ] $ 14,029.31
Installation 1 $ 2,104.40 | $ 2,104.40
System Acceptance Certification 1 $ 14,02931 | $ 14,029.31
Project Management
Other: 1 $ 10,521.98 | $ 10,521.98
Documentation '
PROPOSED SYSTEM GRAND TOTAL $ 790,198.02
Maintenance 24x7, 4 Hour Response Maintenance Year 1 $ -
Maintenance 24x7, 4 Hour Response Maintenance Year 2 $ 77,001.22
Maintenance 24x7, 4 Hour Response Maintenance Year 3 $ 77,001.22
Maintenance 24x7, 4 Hour Response Maintenance Year 4 $ 77,001.22
Maintenance 24x7, 4 Hour Response Maintenance Year 5 $ 77,001.22
Maintenance 24x7, 4 Hour Response Maintenance Year 6 $ 77,001.22
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EXHIBIT “C-1"
CONTRACTOR’S QUOTATION FOR ADDITIONAL LIVESCANS

Livescan

Livescan PC Workstation 11 $ 38,711.11 $ 425,822.231 N/A
Workstation Cogent CLS1 Livescan Cabinet
Clscan 1000ppi optical block
Keyboard and Mouse
Ruggedized Cabinet with

17" 1280x1024
Resolution color monitor
UPS device
Modem for remote support
Xerox Phaser 4500
Sony EVI D70 Camera
Mugshot Light System
AFIS/Mugshot Input License

D N or Printe
0 orkstation (for QA atio 0 Sca P

MultiPurpose | HP Workstation 1 $ 7111.11 $ 711111 N/A
Workstation Two 20" Flat Panel Displays
Multi-Purpose License (No Input) 1 $ 7,111.11 $ 7,111.11 N/A
SUB TOTAL $432,933.32
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EXHIBIT "D"
MWBE SUBCONTRACT TERMS
Contractor shall insure that all subcontracts with MWBE subcontractors and suppliers are clearly labeled
"THIS CONTRACT IS SUBJECT TO BINDING ARBITRATION ACCORDING TO THE TEXAS

GENERAL ARBITRATION ACT" and contain the following terms:

1. (MWBE subcontractor) shall not delegate or subcontract more

than 50% of the work under this subcontract to any other subcontractor or supplier without the express written

consent of the City of Houston's Affirmative Action Director ("the Director").

2. (MWBE subcontractor) shall permit representatives of the
City of Houston, at all reasonable times, to perform (1) audits of the books and records of the subcontractor, and
(2) inspections of all places where work is to be undertaken in connection with this subcontract. Subcontractor
shall keep such books and records available for inspection for at least 4 years after the end of its performance
under this subcontract. Nothing in this provision shall change the time for bringing a cause of action.

3. Within five business days of execution of this subcontract, Engineer (prime engineer) and
Subcontractor shall designate in writing to the Director an agent for receiving any notice required or permitted
to be given pursuant to Chapter 15 of the Houston City Code of Ordinances, along with the street and mailing

address and phone number of such agent.

4. Any controversy between the parties involving the construction or application of any of the terms,
covenants or conditions of this subcontract shall, on the written request of one party served upon the other or
upon notice by Director served on both parties, be submitted to binding arbitration, under the Texas General
Arbitration Act (Tex. Civ. Prac. & Rem. Code Ann., Ch. 171 -- "the Act"). Arbitration shall be conducted

according to the following procedures:

a. Upon the decision of the Director or upon written notice to the Director from either party that a
dispute has arisen, the Director shall notify all parties that they must resolve the dispute within thirty (30) days
or the matter may be referred to arbitration.

b. If the dispute is not resolved within the time specified, any party or the Director may submit the
matter to arbitration conducted by the American Arbitration Association under the rules of the American
Arbitration Association, except as otherwise required by the City's contract with American Arbitration
Association on file in the Office of the City's Affirmative Action Division.

c. Each party shall pay all fees required by the American Arbitration Association and sign a form
releasing the American Arbitration Association and its arbitrators from liability for decisions reached in the

arbitration.

d. Ifthe American Arbitration Association no longer administers Affirmative Action arbitration for
the City, the Director shall prescribe alternate procedures as necessary to provide arbitration by neutrals in
accordance with the requirements of Chapter 15 of the Houston City Code of Ordinances.

e. All arbitrations shall be conducted in Houston, Texas unless the parties agree to another location
in writing.

H:\MR\COGENT WPD 156 January 25, 2007



EXHIBIT “E”
EQUAL EMPLOYMENT OPPORTUNITY

1. The contractor, subcontractor, vendor, supplier, or lessee will not discriminate against
any employee or applicant for employment because of race, religion, color, sex, national origin, or age.
The contractor, subcontractor, vendor, supplier, or lessee will take affirmative action to ensure that
applicants are employed and that employees are treated during employment without regard to their race,
religion, color, sex, national origin, or age. Such action will include, but not be limited to, the following:
employment; upgrading; demotion or transfer; recruitment advertising; layoff or termination; rates of
pay or other forms of compensation and selection for training, including apprenticeship. The contractor,
subcontractor, vendor, supplier or lessee agrees to post in conspicuous places available to employees,
and applicants for employment, notices to be provided by the City setting forth the provisions of this
Equal Employment Opportunity Clause.

2. The contractor, subcontractor, vendor, supplier, or lessee states that all qualified
applicants will receive consideration for employment without regard to race, religion, color, sex, national

origin or age.

3. The contractor, subcontractor, vendor, supplier, or lessee will send to each labor union
or representatives of workers with which it has a collective bargaining agreement or other contract or
understanding, a notice to be provided by the agency contracting officer advising the said labor union
or worker's representative of the contractor's and subcontractor's commitments under Section 202 of
Executive Order No. 11246, and shall post copies of the notice in conspicuous places available to

employees and applicants for employment.

4, The contractor, subcontractor, vendor, supplier, or lessee will comply with all provisions
of Executive Order No. 11246 and the rules, regulations, and relevant orders of the Secretary of Labor
or other Federal Agency responsible for enforcement of the equal employment opportunity and
affirmative action provisions applicable and will likewise furnish all information and reports required
by the Mayor and/or Contractor Compliance Officer(s) for purposes of investigation to ascertain and
effect compliance with this program.

5. The contractor, subcontractor, vendor, supplier, or lessee will furnish all information and
reports required by Executive Order No. 11246, and by the rules, regulations, and orders of the Secretary
of Labor, or pursuant thereto, and will permit access to all books, records, and accounts by the
appropriate City and Federal Officials for purposes of investigations to ascertain compliance with such
rules, regulations, and orders. Compliance reports filed at such times as directed shall contain
information as to the employment practice policies, program, and work force statistics of the contractor,
subcontractor, vendor, supplier, or lessee.

6. In the event of the contractor's, subcontractor's, vendor's, supplier's, or lessee's non-
compliance with the non-discrimination clause of this contract or with any of such rules, regulations, or
orders, this contract may be canceled, terminated, or suspended in whole or in part, and the contractor,
subcontractor, vendor, supplier, or lessee may be declared ineligible for further City contracts in
accordance with procedures provided in Executive Order No. 11246, and such other sanctions may be
imposed and remedies invoked as provided in the said Executive Order, or by rule, regulation, or order
of the Secretary of Labor, or as may otherwise be provided by law.
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7. The contractor shall include the provisions of paragraphs 1-8 of this Equal Employment
Opportunity Clause in every subcontract or purchase order unless exempted by rules, regulations, or
orders of the Secretary of Labor issued pursuant to Section 204 of Executive Order No. 11246 of
September 24, 1965, so that such provisions will be binding upon each subcontractor or vendor. The
contractor will take such action with respect to any subcontractor or purchase order as the contracting
agency may direct as a means of enforcing such provisions including sanctions for noncompliance;
provided, however, that in the event the contractor becomes involved in, or is threatened with litigation
with a subcontractor or vendor as a result of such direction by the contracting agency, the contractor may
request the United States to enter into such litigation to protect the interests of the United States.

8. The contractor shall file and shall cause his or her subcontractors, if any, to file compliance
reports with the City in the form and to the extent as may be prescribed by the Mayor. Compliance
reports filed at such times as directed shall contain information as to the practices, policies, programs,
and employment policies and employment statistics of the contractor and each subcontractor.
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EXHIBIT "F"
DRUG POLICY COMPLIANCE AGREEMENT

I, F\?R/QL LN CHiEer Frvhiewte OF FICER as an owner or officer of
(Name) (Print/Type) (Title)

L(/@(“H\A_, f 7»(/ : (Contractor)
(Name of Company)

have authority to bind Contractor with respect to its bid, offer or performance of any and all contracts it may enter into with
the City of Houston; and that by making this Agreement, 1 affirm that the Contractor is aware of and by the time the contract
is awarded will be bound by and agree to designate appropriate safety impact positions for company employee positions,
and to comply with the following requirements before the City issues a notice to proceed:

1. Develop and implement a written Drug Free Workplace Policy and related drug testing procedures for
the Contractor that meet the criteria and requirements established by the Mayor's Amended Policy on
Drug Detection and Deterrence (Mayor's Drug Policy) and the Mayor's Drug Detection and Deterrence
Procedures for Contractors (Executive Order No. 1-31).

2. Obtain a facility to collect urine samples consistent with Health and Human Services (HHS) guidelines
and a HHS certified drug testing laboratory to perform the drug tests.

3. Monitor and keep records of drug tests given and the results; and upon request from the City of Houston,
provide confirmation of such testing and results.

4. Submit semi-annual Drug Policy Compliance Declarations.

L affirm on behalf of the Contractor that full compliance with the Mayor's Drug Policy and Executive Order No.
1-31 is a material condition of the contract with the City of Houston.

I further acknowledge that falsification, failure to comply with or failure to timely submit declarations and/or
documentation in compliance with the Mayor's Drug Policy and/or Executive Order No. 1-31 will be considered a breach
of the contract with the City and may result in non-award or termination of the contract by the City of Houston.

23 CerelT L.
bt Contradtor Name

Y ——

Signature

CHEE TIaNCIRL GFPIcpe

Title

Date
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DRUG AND ALCOHOL POLICY

The Company recognizes a responsibility to help provide a safe and
productive work environment for all employees. Toward this end, the Company has a
particular concern about substance abuse, since it can affect an employee’s productivity
and efficiency; jeopardize the safety of the employee, co-workers, and the public; impair the
reputation of the Company and its employees; and violate state and federal statutes.

For these reasons, we have developed this policy to deal with those whose
drug or alcohol use affects the rest of us.

What is Prohibited and Required of Employees

1. Alcohol

The unauthorized possession, consumption, purchase or sale of alcohol on
Company premises is prohibited. Furthermore, no employee shall be under the influence
of alcohol while on Company premises or while performing Company business off
Company premises. Any exception to this policy for special situations (e.g., Christmas
parties, etc.) must be approved in advance by the Company President and conducted in
accordance with any limitations which accompany approval.

In addition, persons whose positions with the Company require driving as a
part of their work may be removed from such positions if found to have been driving under
the influence of alcohol whether on duty or off duty.

2, Legal Drugs

“Legal drugs” are those prescribed or over-the-counter drugs which are legally
obtained by the employee and used for the purpose for which they were prescribed and
sold.

Even such legal drugs may affect the safety of the employee or co-workers or
members of the public. Therefore, any employee who is taking any legal drug which might
impair safety, performance, or any motor functions must advise his or her supervisor before
reporting to work under such medication. If the Company determines that such use does
not pose any safety or product quality risk, the employee will be permitted to work.

The following acts are prohibited and subject an employee to discipline, upto
and including discharge:

a. The abuse of any legal drug;

b. The purchase, sale, manufacture, distribution, transportation,
dispensation, or possession of any legal prescription drug in a manner inconsistent with
law; or



C. Working while impaired by the use of a legal drug whenever such
impairment might:

i Endanger the safety of the employee or some other person;

ii. Pose a risk of significant damage to Company property or
equipment; or

iii. Substantially interfere with the employee’s job performance
or the efficient operation of the Company’s business or equipment.

3. lllegal Drugs

“lilegal Drugs” are drugs or controlled substances which are (1) not legally
obtainable, (2) legally obtainable, but not obtained in a lawful manner, or (3) have been
legally obtained but are being sold or distributed unlawfully. Examples include cocaine and
marijuana, and prescription drugs which were not lawfully obtained.

The use, purchase, sale, transfer, manufacture, possession, being under the
influence, or the presence in one’s system of a detectable amount of an illegal drug by any
employee is prohibited (1) on Company premises, (2) where the employee is performing
Company business off premises, or (3) where such activity away from Company premises
or business affects the employee’s suitability for continued employment or may harm the
reputation of the Company and its employees.

4, Criminal Convictions

v Employees must notify the Company of any conviction under a criminal drug
statute for a violation occurring in the workplace or during any Company-related activity or
event. Employees must notify the Company within five days after any such conviction.
When required by federal law, the Company will notify any federal agency with which it has
a contract of any employee who has been convicted under a criminal drug statute for a
violation occurring in the workplace. An employee who is convicted under a criminal drug
statute for a violation occurring in the workplace or during any Company-related activity or
event will be deemed to have violated this policy.

5. Drug-Free Awareness Program
a. Employee Awareness

The Company has established a Drug-Free Awareness Program that is
designed to inform employees about the dangers of drug abuse in the workplace and to
help assure that employees are familiar with this policy and with the disciplinary actions that
can result from a violation of this policy. From time to time, employees will be requested to
attend one of the sessions of the Drug-Free Awareness Program.



b. Management Awareness

Managers and supervisors should be attentive to the performance and
conduct of those who work with them and should not permit an employee to work in an
impaired condition or to otherwise engage in conduct that violates this Guideline. When
management has reasonable suspicion to believe that an employee or employees are
working in violation of this policy, prompt action will be taken.

6. Confidentiality

Disclosures made by employees to the Company concerning their use of legal
drugs will be treated confidentially and will not be revealed to managers or supervisors
unless there is an important work-related reason to do so in order to determine whether itis
advisable for the employee to continue working. Disclosures made by employees to the
Company concerning their participation in any drug or alcohol rehabilitation program will be
treated confidentially.

7. Searches

A search of an employee and his or her locker, work area, lunch box,
personal belongings, or vehicle may be conducted when there is reason to believe that the
employee is in violation of this policy. An employee’s consent to such search is required as
a condition of employment. The employee’s refusal to cooperate with such a request is
grounds for termination.

8. Violation of Policy

Any violation of this policy will be grounds for termination. However, an
employee who (1) admits illegal drug use when questioned by the Company or who tests
positively for substance abuse but (2) has not engaged in misconduct, unsafe conduct, or
poor job performance, may be placed on an unpaid personal leave of absence in lieu of
termination for a maximum of one month for the purpose of rehabilitation, which may
include successful completion of a Company-designated substance abuse rehabilitation
program. However, prior to reinstatement thereafter to the next appropriate opening, the
employee must present reliable medical evidence that he/she has overcome the substance
abuse problem and must consent in writing to occasional testing on request over the next
twelve months, to be certain that there has not been any resumption of usage of drugs or
alcohol in violation of this policy. Failure to take and pass any such requested test will
result in immediate termination.

9. Self-Identification to Company Management/Supervision

Employees who take the initiative of advising their supervisor or manager in
advance that they have a medical problem with regard to alcohol or drug use, who have not
engaged in misconduct or repeated poor performance at work, and who demonstrate a
commitment to take the necessary remedial action, will be eligible for a medical leave of
absence for such purpose and will not be subjected to disciplinary action.
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EXHIBIT "G"
DRUG POLICY COMPLIANCE DECLARATION

as an owner or officer of

(Name) (Print/Type) (Title)

(Contractor)

(Name of Company)

have personal knowledge and full authority to make the following declarations:

This reporting period covers the preceding 6 months from to , 20

Initials

Initials

Initials

Initials

Initials

Number Employees Tested
Number Employees Positive
Percent Employees Positive

HAMR\COGENT.WPD

A written Drug Free Workplace Policy has been implemented and employees
notified. The policy meets the criteria established by the Mayor's Amended Policy on Drug

Detection and Deterrence (Mayor's Policy).

Written drug testing procedures have been implemented in conformity with the
Mayor's Drug Detection and Deterrence Procedures for Contractors, Executive Order No. 1-31.
Employees have been notified of such procedures.

Collection/testing has been conducted in compliance with federal Health and
Human Services (HHS) guidelines.

Appropriate safety impact positions have been designated for employee
positions performing on the City of Houston contract. The number of employees in safety
impact positions during this reporting period is

From to the following test has occurred
(Start date) (End date)
Random Reasonable Post
Suspicion Accident Total
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Any employee who tested positive was immediately removed from the City
Initials worksite consistent with the Mayor's Policy and Executive Order No. 1-31.

[ affirm that falsification or failure to submit this declaration timely in
Initials accordance with established guidelines will be considered a breach of contract.

I declare under penalty of perjury that the affirmations made herein and all information contained in this
declaration are within my personal knowledge and are true and correct.

(Date) (Typed or Printed Name)

(Signature)

(Title)
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EXHIBIT "g»

CON TRACTOR'S CERTIFICATION
OF NO SAFET

ﬂ%u: Ll\/z} ,
(Name)

as an owner or officer of

- =31, that wil] pe ; .
L iy :mwnfvwﬂf(
(Project) j ﬁ | it - Ce

}ﬁmM?’ VAL m
(Date

(Typed or Printed Name)
(Signature)
CUEr Pugduicu, CEC.

(Title)
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